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Editor’s Note
Zachary S. Davis

The Timing of This Manuscript

We started this project in 2018. It took two years to write and publish the chapters.
Now it’s 2021, and things have changed. The irony is not lost on us that while we were
writing, the world kept spinning, and many of the things we predicted have since come
to pass. Cyberattacks and disinformation campaigns have occurred as predicted, with
devastating results. The global pandemic unfolded as some predicted. The global
order is in further disarray. The scholars in this volume picked up on issues that were
fresh and new when we started, and new issues have emerged since. It seems that,
in some cases, the pace of events has compromised our ability to develop careful,
reasoned, and thoughtful insights, at least in traditional forms of scholarship. These
days, two years is a long time.

With this in mind, we created a digital multimedia version of the book in a format
called a Mixonium, which includes additional materials for each chapter and can be
updated by the authors. You can find the Mixonium for this book here: https://www.
mixonium.com/#/public_clubs/599 (password: Beyond;20).

Technology channels people’s motives and intentions at whatever pace of
innovation they desire. The good news is that US SOF are also built for rapid
adaptation, as noted by Hondo Geurts in his Foreword. And we take some comfort
in the solutions we have proposed to accompany our warnings. But we need to take
action on multiple fronts to ensure that we understand the threats and implement
creative strategies that put us ahead of the curve instead of lagging behind it.

Let’s move out, before it's too late.

January 2021
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Foreword
The Honorable James “Hondo” Geurts

“The ability to learn faster than competitors may be
the only sustainable competitive advantage.”
—Arie de Geus*?

Many saw it coming—the technology revolution, and its disruptive effects. Visionaries
like Alvin Toffler, H. G. Wells, and Arthur C. Clarke gave the world decades of strategic
warning, as they each, in their own ways, predicted how a new technological age
would disrupt traditional thinking about national security. Private-sector innovators,
not constrained by status quo or traditional bureaucracies, are now accelerating
innovation at scale and in a way most previously believed possible only through
government-funded megaprojects. Technologies, and the means with which they
are being developed, are transforming both societies and the everyday activities
of individuals at a dizzying pace. While there is consensus in the national security
community that these vectors provide both new threats and new opportunities, the
means and principles to adapt to them at the speed of relevance are far less clear.

Nowhere is the need for rapid adaptation more urgent than in our special
operations forces (SOF), which serve as the touchpoint for so many of the nation’s
efforts to sense and cope with emerging threats and opportunities. Since their
inception, special operations forces have been the nation’s early adopters,
leveraging curiosity, an unrelenting drive to experiment and improve, and tightly
integrated teams of operators, acquirers, and technologists to lead the Department
of Defense’s transformation. From the early days of the Office of Strategic Services
to the rapid adaptations of special operations forces in the post-9/11 conflicts
around the globe, America’s SOF have proven their ability to pivot, invent and adapt,
and, where it makes sense, accelerate transition of these capabilities to other
organizations to amplify innovations with scale and depth.

The success of special operations forces over the last several decades does
not ensure future victory, however. Past success naturally leads to overvaluing
the status quo and underappreciating the means and pace in which new thinking,
driven by technological opportunities, can erode previous competitive advantages.
Left unchallenged from within, the very things that have made the nation’s special
operations forces successful will likely become inhibitors to crucial transformation
needed for future victories. Global competitors have seized the chance to enhance
their competitiveness by exploiting technological opportunities others do not yet
understand. If an organization’s only sustainable competitive advantage is the ability
to learn faster than its competitors, then it is imperative US SOF understand both
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the future operational environment and the opportunities to blend new technologies,
new thinking, and potential new relationships into winning strategies. That is why
this book is so important.

In the chapters that follow, thought experts and experienced operators offer
their insights into how special operation forces can exploit strategic latency
to fight and win the conflicts of tomorrow as emerging technologies redefine
operational environments, from the deep seabed to deep space. Through a wide
variety of perspectives, the authors illuminate the opportunities to harness the
latent potential of an expansive innovation ecosystem, from private start-ups
to legacy providers, traditional lab organizations, and emerging nodes such as
SOFWERX, AFWERX, NavalX, Defense Innovation Unit, and In-Q-Tel. The authors
make the case that SOF must also similarly adapt from transactional and
stovepiped approaches to highly integrated processes that close the distance
between technologist, acquirer, and operator. Most important, these chapters
reinforce the enduring power of teams and highlight SOF’s proven ability to build
and connect teams of highly capable people spanning traditional boundaries—
now more than ever, this ability will enable SOF to lead the transformation to new
systems, technologies, and thought processes.

The ability of US SOF to adapt and thrive in the age of technology is a harbinger
of the larger challenges we face, in the military, the government, and society. Our
special operations forces are uniquely positioned to lead the way in addressing
these challenges and, in doing so, enable the United States to continue to be free,
secure, and prosperous. This book—and all the contributers who have worked so
hard on its content—will help guide special operations forces on its most critical
missions for our nation.

STRATEGIC LATENCY UNLEASHED | 3



Dedication
Lisa A. Owens Davis, 1966-2020
Wife, Mother, Daughter, Friend,
and National Security Expert

This book, Strategic Latency Unleashed: The Role of Technology in a
Global Revisionist Order and the Implications for Special Operations
Forces, is dedicated to Lisa Owens Davis, wife of Zachary (Zack) S.
Davis, mother to Max and Sam Davis, daughter of Bill and Wendy
Owens, friend to many, a national security expert, and a “special

forces operator” in her own right.

Lisa succumbed to pancreatic cancer on February 26, 2020, after fighting valiantly
for her life for seven months. Her story is inspiring for all. Lisa was born on the first
day of spring in 1966, in Santa Barbara, California. She graduated from University of
California, Santa Barbara with a degree in Spanish literature and a love for languages.
She lived in Spain and worked at the Spanish consulate in Los Angeles, which
sparked her interest in diplomacy. She taught English in the Czech Republic soon
after the fall of the Berlin Wall and traveled extensively throughout eastern Europe
and Russia in the days immediately following the collapse of the Soviet Union. Her
adventures shaped her career, are indicative of her “special forces operator” skills,
and made for long conversations during security-clearance reviews.

Lisa pursued he master’s degree at the Monterey Institute of International Studies
(now Middlebury Institute of International Studies at Monterey) and was one of
William Potter’s early graduates from the Center for Nonproliferation Studies, which
he founded. She was an intern at the International Atomic Energy Agency (IAEA) and
later returned to the US Embassy in Vienna, Austria to work on nuclear safeguards
policy. Lisa was selected to the Presidential Management Program, which enabled her
to serve in the Department of Defense and the Department of Energy (DOE), where
she accepted a position managing nuclear safeguards support to the IAEA. At DOE,
Lisa led delegations to numerous countries, funded research at national laboratories,
served as lead DOE representative to the negotiations on the Additional Protocol, and
chaired the interagency committee on safeguards technology. It was during the latter
that she met Zack. In 1995, Lisa moved to the State Department and served as the
chief of staff to Ambassador Norman Wulf, the US representative to the Treaty on the
Non-Proliferation of Nuclear Weapons.

Lisa and Zack returned to their native California to work at Lawrence Livermore
National Laboratory’s Z Division, where Lisa quickly rose through the ranks to manage
a wide range of analytic and operational intelligence support program. Throughout her
professional career, she earned high praise for building bridges among diplomatic,
military, intelligence, and technical agencies. Lisa also took delight in many hobbies
and activities and will be missed by all.
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Latency Unleashed:
What It Means for Special Operations Forces
Zachary S. Davis

“Is it me, or is it getting crazier out there?”
—The Joker (2019)

It didn’t have to be like this. The world could have evolved in different ways—toward

a tranquil state marked by peace and cooperation, or on a trajectory of expanding
chaos and violence. The current geopolitical situation is somewhere in the middle.
While scholars analyze global politics and policy makers set the course of action, US
special operations forces (SOF) adapt to both the peaceful and chaotic aspects of the
operational environment to achieve mission objectives. This book contemplates the
changing conditions under which SOF must operate and the role technology plays in
making their jobs harder in some ways and easier in others.

“Strategic latency” refers to the potential for technologies to shift the balance of
power among nation-states. “Strategic” effects have major, long-term consequences
(in contrast to tactical effects that may be important but not game-changing). Latent
power—expressed in the full range of military, economic, and political forms—can
be unleashed to enable tools that people use to achieve their objectives. From the
Stone Age to the Information Age, humans have wavered between peaceful and violent
goals. Technology magnifies humanity’s dual nature, predisposed to perform both
good and evil deeds. Peering into the future, nothing suggests this fundamental truth
will change. Thus, we should expect both conflict and warfare to endure and for SOF
to play a leading role in future conflict. If war is an expression of “politics by other
means,” then technology will provide the soft- and hard-power tools with which wars
will be fought. Therefore, SOF will have to employ appropriate technologies to ensure
success in the evolving operational environment.

While human nature stays the same, other things are changing. The operating
environment of world politics is undergoing a historic transformation. Nation-states
remain the primary actors on the world stage, but the global balance of power is in
flux. The “Long Peace” of the Cold War yielded to an interlude of American supremacy,
followed by the current period of shuffling and realignment in which state and nonstate
actors are challenging the norms, institutions, and alliances favored by the United
States. The rules established to support the post-World War Il global order are
showing signs of weakness and decay. Countries and nonstate actors have violated

We normally associate this shift in power with nation-states. However, we have learned that it can also be associated with
regions and nonstate actors or entities like organized crime or business competitors.
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international norms and treaties such as those prohibiting chemical weapons use,
nuclear testing, and nuclear proliferation.

How much longer will the postwar norms hold, especially without verification or
enforcement? Increasingly, key US allies question the security guarantees provided
to address their fears of hostile neighbors, raising concerns they may break ranks to
acquire nuclear, chemical, or biological capabilities. Rising powers, such as China, and
revanchist states such as Russia and Iran welcome the demise of the aging American-
led order, while nationalist movements around the world reject the core values of
freedom and democracy that defined the American century. Tectonic geopolitical shifts
are underway in Asia, Europe, and the Middle East, spilling into Africa and the Americas.
Multicontinent mass migrations from poverty and violence have sparked fear and
resentment from those who see refugees and immigrants as threats. Climate change is
producing extreme weather, causing natural disasters and resource scarcity that directly
affects the operational environment.? This is the new world that SOF encounters.

Further complicating the situation, a new generation of nonstate actors populate
the landscape. Global corporations, many with no allegiances beyond their bottom
line, pursue interests largely beyond the reach of nation-states. Activist groups
advocate on behalf of people, animals, and myriad social causes, forming identities
more tied to particular ideology than to national allegiance. Violent extremist
organizations continue to thrive in the chaotic and ungoverned corners of the world,
yet their messages of hate reach millions through social media, sometimes inspiring
terrorism and rebellion. A common theme running throughout this changing ecosystem
of states, groups, and individuals is the role of technology in giving force to their
actions. How can US SOF find advantage amidst these conditions?

In contrast to the constancy of human nature, technology is changing at breakneck
speed. Scientific discovery is accelerating, aided by the input of massive resources
from governments and industries aimed at winning global competition for markets
and influence, be it in communications, artificial intelligence, manufacturing, or health
care. While US government-sponsored research and development has declined,®
rising powers such as China pour human and financial resources into science and
technology intending to reap the military and economic benefits.* Progress in the
biological sciences, artificial intelligence, robotics, computation, and basic research
fuels innovation in medicine, transportation, manufacturing, communications,
and even entertainment. As the futurist Alvin Toffler predicted, a third wave of
technology-inspired revolutions is remaking societies on a global scale.® The highly
structured, brick-and-mortor industrial age is giving way to an era of nonhierarchical,
individualized, instantaneous, global connectedness.

Often, technological changes reflect “the better angels of our nature” and bring
improvements to the human condition. Sometimes, they serve the dark side of
human nature and find expression as weapons of war. For example, fire, atomic
energy, and computers have all fueled both peaceful and warfighting innovations.
Gene editing and artificial intelligence may possess similar latent power.
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Interconnectivity ensures the latest scientific discoveries will be available to all and
puts the commercial applications of those discoveries in the hands of anyone with
a credit card. Facebook, Google, Amazon, and their competitors have often forgone
notions of privacy to create new levels of association among people, places, and
things. Such witting and unwitting connectedness empowers all-encompassing
surveillance systems used simultaneously for communication, commerce, and
repression. How will SOF navigate this shifting landscape?

The Internet of Things promises even more connectivity. On the battlefield, a
military version of the Internet of Things spans multiple domains, from subterranean
and undersea, across the earth’s surface, and into the atmosphere and outer space.
The latent potential of drones and robots has already caused rapid innovation from
both nations and nonstate actors. Interconnectedness begets data, which may
soon challenge oil for its value as a strategic game changer. Echoing the words of
the famous maritime strategist Alfred Mahan, “Whoever rules the waves rules the
world,”® Russian president Vladimir Putin proclaimed “Whoever rules in artificial
intelligence will rule the world.”” Control of data may indeed be a strategic asset,
but its value lies in the insights it provides into human behavior. New tools may not
change humanity’s fundamental nature, but they are changing how we live, govern,
communicate, and fight.

Some scholars argue the risks associated with these global trends pale in
comparison to the prosperity that defines our age.® Others view the risks as
indicators of a gathering storm. One thing is certain: large-scale changes in
geopolitics, spurred by technology, are changing the operational environment and,
with it, the nature of warfare. For starters, the beginning and end of conflicts are
getting harder to define, with gray-zone tactics becoming commonplace even in
peacetime. Borders provide little protection from agressors, and the distinction
between friends and enemies, be they nation-states or otherwise, is similarly
blurred. Relatedly, the distinction between combatants and noncombatants has
grown increasingly unclear. Even the rules of war are blurring, raising ethical
questions about the uses of force, especially as the battlefield becomes less
defined by physical or temporal boundaries and new weapons open uncharted paths
of conflict and competition. To further confuse the situation, social media distorts
perceptions of reality, exacerbating political differences.

US SOF must be prepared to meet a broad and growing array of challenges. When
shadow wars are a constant background to international relations, and the spectrum
of conflict extends from great power and peer competition through regional conflicts
and proxy wars, calibrating effective SOF capabilities is more complex than ever.
With more parties using an expanding toolbox of measures short of war to shape
the environment, understanding the evolving threats to US security requires new
insights. We must think differently. The purpose of this book is to open pathways
for those new insights as they apply to the mission of US SOF. Fortunately, adapting
to new threats is a notable strength of American SOF. Innovation is a defining
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trait. SOCOM'’s experience fighting terrorism in the post-9/11 world provides many
examples of the type of adaptation that is required for the new environment.
Countering terrorism requires constant innovation in tactics and tools, in part
because the practicioners of terror are themselves motivated innovators. Similarly,

SOCOM'’s evolving role in countering weapons of mass destruction has spurred new

approaches. This book is part of the effort to understand the threats, mobilize a

response, and prepare US commandos with the tools they need to win.

To cope with these changes, however, it is not enough to perfect the “hyper-
enabled operator”® or simply increase the range and lethality of the warfighter.
Fortunately, the enduring SOF Truths!° provide sturdy concepts for dealing with
today’s chaos and complexity. The five SOF Truths are listed below in quotations,
followed by the authors comments as to how they apply to this chapter and book.

*“Humans are more important than hardware.”

Technology tools simply enable people to achieve their objectives.
Understanding the constants of human nature provides insight into the
intentions of our allies and adversaries. Tools are never more important
than people. Technology must serve strategy.

¢ “Quality is better than quantity.”

What makes SOF special is the ability to understand and exploit the
operational environment. Knowing which tools/technologies to use

in specific circumstances and how to apply them requires uncommon
knowledge of multiple disciplines. Such knowledge is rare but essential
for SOF to deal with complexity and chaos. Knowledge is power.

*“Special operations forces cannot be mass produced.”

SOF are effective for certain missions but are not suited for all forms of
conflict. Small teams of extraordinarily skilled, trained, equipped, and
supported operators are tailored for speed, precision, stealth, and low
visibility. This specialized capability augments general purpose forces
and represents a small faction within the broader context of military,
diplomatic, intelligence, and economic tools of statecraft. One objective
of this project is to identify tools to maximize the reach, effectiveness,
and resiliance of limited SOF resources.
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e “Competent special operations forces cannot be created after
emergencies occur.”

The Covid-19 pandemic of 2020 illustrated the problems that arise
from trying to compensate for a lack of preparedness after the crisis
has already struck. SOF cannot wait and react to the changes that are
occurring in the world. We are preparing now for tomorrow’s challenges.
This book takes stock of the emerging operational environment and
offers possible solutions to prepare SOF for future exigencies.

¢ “Most special operations require non-SOF assistance.”

To cope with complexity, SOF must deepen its relationships with a broad
swath of society that is knowledgeable about the technologies and social
movements behind the changes taking place in the world. This includes the
private sector, academia, and people associated with unconventional points
of view who can provide insights into the current situation. Beyond relying
on general purpose forces, foreign partners, and the full range of capabil-
ities available in the US government, SOF must engage with an expanding
range of diverse, multidisciplinary, global perspectives, such as those
presented here.

Taking guidance from these SOF Truths, and with full appreciation for SOF’'s Core
Activities, ™! we have gathered a group of top experts from multiple disciplines,
along with current and former SOF operators, to view developments in geopolitics,
technology, and business through the eyes of American SOF. The book provides a
compendium of SOF-relevant topics to illuminate important trends for irregular and
unconventional warfare. The accompanying Mixonium multimedia platform offers
additional insights and resources to those interested in these topics. The project
intends to spark conversation and debate about these issues, so we invite you to
join the discussion. Our contact information is available in this volume and on the
Mixonium pages.

i SOF Core Activities include Direct Action, Special Reconnaissance, Unconventional Warfare, Foreign Internal Defense, Civil
Affairs Operations, Counterterrorism, Military Information Support Operations, Counterproliferation of Weapons of Mass
Destruction, Security Force Assistance, Counterinsurgency, Hostage Rescue and Recovery, Foreign Humanitarian Assistance.
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Winning and Losing in Counterproliferation
Zachary Davis and Michael Greene

What does “winning” look like in the current counterproliferation (CP) mission space?
This book is rich with insights into the geopolitical context within which special
operations forces (SOF) must operate. How is “winning” defined in this megacomplex,
hyperdynamic operational environment, when SOF are finding their place in the broad
context of US national security and defense policy? What metrics and measures of
performance are even appropriate? How do we distinguish between success and
failure in an endless gray zone where wars are unacknowledged? One SOCOM mission
that provides a useful case study in winning and losing is countering weapons of
mass destruction (CWMD). We examine what it means for SOF to “win” in the effort
to prevent more countries (or groups) from acquiring nuclear, chemical, or biological
weapons and to mitigate the consequences if they do.

Nonproliferation (NP) refers to the mainly diplomatic efforts to persuade countries
not to acquire weapons of mass destruction (WMD). The primary nonproliferation
tools are security guarantees, alliances, multilateral agreements, international
organizations, treaties, and global norms. Superficially, nonproliferation appears
easy to measure: either a country gets WMD or it doesn’t. In practice, however,
countries may either acquire the capabilities needed to produce WMD covertly or
develop latent production infrastructure that enables them to produce the necessary
materials without violating any rules. Traditionally, preventing countries from crossing
the boundary between civilian and military applications is considered a win for those
trying to maintain global nonproliferation standards.

For SOCOM’s CWMD mission, illicit acquisition of WMD production capabilities
falls under the upstream defeat category. Wins and losses are measured in terms
of a particular country or group’s progress toward having WMD options. For example,
persuading Japan or South Korea not to use their civilian nuclear infrastructure to
produce nuclear weapons is a nonproliferation win. Failure to prevent them, or North
Korea, or Iraq, from using their civilian nuclear capabilities to advance their covert
weapons programs rank as NP failures. Iran hangs in the balance. But SOCOM would
not have played much role in these failed nonproliferation efforts because SOF would
not normally play a leading role in blocking illicit transfers of dual-use equipment, and
no policy directive authorized attacks on their facilities. Where does SOF come into
the picture?

Counterproliferation is oriented toward countries or groups that evade NP efforts
and acquire WMD capabilities. “Winning” or “losing” in this context is harder to
measure but focuses on limiting adversary abilities to deploy or use WMD in ways
that threaten US interests. This is often a losing battle against a determined
proliferator who is willing to resist NP pressures and pay the price required to get
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WMD technologies. For example, Pakistan, India, North Korea, and Iran defied
international pressure to advance their WMD aspirations. Counterproliferation
includes policies and actions to roll back, disrupt, contain, and cope with adversary
WMD programs that are advancing toward possession and stockpiling of nuclear,
chemical, and biological weapons and delivery systems. This includes upstream
efforts against latent programs that give the possessor the option of rapidly
transforming civilian infrastructure into military weapons. For nuclear weapons, this
includes the ability to enrich uranium or reprocess plutonium from spent reactor
fuel. For chemical and biological weapons, CP focusses on industrial production

of chemicals and pharmaceuticals for a wide variety of civilian purposes. If CP
starts after NP has failed, SOF contributions to CP might be doomed to fail unless
decision-makers are willing to authorize direct action against industrial sites, as
occurred in the case of Israel’s bombing of a covert Syrian reactor in 2007, the
Stuxnet episode that disrupted Iran’s centrifuges at Natanz, and possibly the
reported 2020 damage at that same facility. However, short of direct action, a
more circumspect definition would give credit to disruption, interdiction, and other
measures designed to slow down and complicate the weaponization process.

Categorizing SOF Priorities

Importantly, CWMD is a Department of Defense (DOD) construct not shared
throughout the US government (USG). Most agencies are organized around NP and
CP terminology, so measuring CWMD differs from either of the more established
concepts. Therefore, determining the success or failure of SOCOM'’s role in DOD
CWMD starts with identifying what is included in the SOF mission space—and what
is not. SOF priorities fall into three categories: crisis response, pathway defeat,
and early detection.

Crisis Response

Crisis response refers to the quick-reaction, technically prepared, and highly trained
units that would be deployed to assess and render safe WMD that are not under
the control of a nation-state. SOCOM has long prepared for such “loose-nuke”
scenarios. The United States possesses a robust domestic and overseas CWMD
crisis-response capability comprising numerous teams from various departments
across the USG. Significant communication and collaboration exists across the
crisis-response enterprise, resulting in a formidable whole-of-government capability
postured for success. Nevertheless, there is room for improvement in the policy and
communication aspects of the crisis-response mission, which we address later in
this chapter.

Pathway Defeat

While the crisis-response effort is mature, robust, and coordinated across the whole
of government, pathway defeat is a relatively new addition to the SOCOM lexicon,
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although the term originated within the Naval Special Warfare community. For
pathway defeat, operators trace back the proliferation networks and technological
pathways that support the development of WMD programs to target critical nodes.
Key DOD strategy documents embody this approach.2 As we shall see, this mission
space is already crowded with interagency collaboration, and the SOF role remains
largely a work in progress.

Early Detection

Winning in CWMD depends on early detection. CWMD is not only crisis-response and/
or pathway-defeat capabilities but also a coalition of foreign partners who possess
similar (if not exact) capabilities able to detect and counter these threats away from
the homeland. Essential to this vision is the USG and DOD’s ability to exchange
technological capabilities, communicate openly, and share sensitive intelligence.
Outdated policies and a lack of requisite authorities prevent the effective and timely
exchange of technology and/or intelligence.

Defining SOF Priorities for Success in CWMD

NP and CP focus generally on countries attempting to acquire prohibited weapons
illicitly. While much attention has been given to the idea of “moving to the left of
boom” to prevent adversaries from acquiring WMD capabilities in the first place—
the nonproliferation realm—early detection and interdiction of WMD production
equipment is already covered by an existing whole-of-government approach.®> SOCOM
can contribute to these ongoing efforts but is not replacing or competing with them
via its concept of upstream defeat. A win for SOCOM in this mission space comes
from supporting the coordinated efforts of intelligence, diplomatic, financial, and law
enforcement agencies.

SOCOM has a rich legacy of such support in counterterror and counterdrug
missions and can play a critical but niche role in executing CP policy. However, CP
policy priorities are set by policy decisions, so relevant resources and authorities
are directed and coordinated according to White House policy directives. In practice,
this means no agency or department, including SOCOM and its subelements, is
entirely free to pursue disruptive upstream actions without policy guidance. By
contrast, SOCOM elements play a preeminent role in most crisis-response actions,
although those too are guided by White House oversight and direction. Crisis-
response roles and responsibilities are more clearly defined for nuclear weapons
and less stringent with respect to actions involving chemical weapons, especially
with respect to contaminated operational environments such as in Syria, where
force-protection considerations are a priority. Biological threats present increasingly
complex problems for readiness, whether human-made or naturally occurring. The
ability to execute missions successfully in a WMD battlefield would constitute a
major win for SOF. Conversely, the inability to execute missions because of WMD
use, or threatened use, must be considered a loss. Advancements in detection,
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personnel protective equipment (PPE), vaccines, decontamination, and other force-
protection technologies are needed to limit the impact on SOF mission execution,
whether focused on CP objectives or other urgent priorities.

As SOCOM adjusts its focus from CT to major-power competition, the SOF role
in countering the WMD systems of peer competitors remains unclear, but would
present major challenges. For example, upstream defeat has not traditionally
focused on the strategic systems of de jure nuclear-weapon states, as defined
under the Treaty on the Non-Proliferation of Nuclear Weapons (NPT). Interdiction
of proliferation networks and materials is directed mainly at nations and groups
attempting to acquire WMD beyond the scope of their treaty commitments.
Similarly, no major power admits to possessing chemical weapons, and all but a
few countries have forsworn them via obligations under the Chemical Weapons
Convention. Similarly, the Biological Weapons Convention outlaws all offensive
biological weapons, but it lacks verification and enforcement mechanisms. SOCOM
CWMD efforts are naturally directed at such illicit nuclear, chemical, and biological
programs as part of the broader NP/CP policy of the USG. Winning in that context
generally means contributing to the overall success of interagency collaboration.

Two Levels of Threat: Tactical and Strategic

These CR NR and CWMD issues can usefully be divided into two categories: tactical
and strategic. There is a significant gap between the tactical capability to protect
against or defeat a limited chemical threat' and a strategic threat from a yield-
producing nuclear device that can be delivered on a missile. When assessing wins
and losses, priority must be given to strategic threats that carry potential to damage
the homeland and the American way of life significantly. One can imagine a wide
range of nuclear, chemical, or biological threats that could achieve strategic effects,
including economic and political damage. These contrast with important tactical
threats that merit a vigorous response but are less likely to cause irreparable harm
to core American interests. Below we outline several strategic threats that merit
high priority for CWMD policy and operations and give examples of tactical threats
that fall below the threshold of vital interest.

A Sampler of Strategic Threats from WMD: A SOF Perspective

Loose Nukes from Anywhere

A key element of existing and ongoing SOCOM responsibility in CWMD is the threat
of “loose nukes”: nuclear weapons not under the control of the nation that produced
them. Because of the harm that a single such weapon could do to US or allied/
partner forces, locating and disarming these weapons must rank as a top priority
and a “no fail” mission for SOF. As stockpiles of nuclear weapons grow, the risk also

For example, ISIS chemical weapons use in Irag and Syria.
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increases that imperfect security measures will result in a weapon being removed
from custody. Growing arsenals in Russia, India, China, Pakistan, North Korea, and
perhaps elsewhere could present appealing targets for those seeking to acquire a
nuclear weapon. The render-safe mission also includes improvised devises either
based on a stolen state weapon or constructed from illicitly acquired weapons-
usable nuclear materials. This mission has rightfully ranked as a top priority for
many years, and American SOF are positioned to win. However, current capabilities
are limited and could be overwhelmed if more than a few weapons were to escape
from custody and require multiple, simultaneous render-safe operations.

North Korea

While any hostile state that possesses the ability to threaten the US homeland with
nuclear weapons must be considered a strategic threat, North Korea combines a
number of factors that puts it in a class of its own. Historical animosities, the US-
South Korean alliance, regional allies and adversaries, the risk of conventional war,
and Pyongyang’s decades-long commitment to its WMD programs have all made NR
CP and CWMD largely ineffective against North Korea’s continued advancement of
its WMD and missile programs. Despite successful interdiction efforts, determined
proliferators overcome CP obstacles. Moreover, coping with North Korea’s WMD
during a war poses daunting challenges. In our view, the USG, DOD, and SOF are not
postured for success and could actually fail to prevent a catastrophe if North Korea
is able to use its WMD against the United States, South Korea, or Japan.

Peer Competitors

As stated previously, NE CR and CWMD policy has not focused on disrupting the
WMD systems of peer competitors in peacetime. The presumption that deterrence
is essentially a defense posture suggests major power’'s WMD are not intended as
first-strike weapons. Of course, in wartime, limiting damage on the US homeland,
troops, and allies makes foreign WMD systems fair game. Blunting Warsaw Pact
WMD use in Europe was a US priority during the Cold War, one that diminished

as Soviet forces withdrew. A reevaluation of peer and near-peer’ competitor WMD
threats could suggest reprioritization of the threats from existing stockpiles.

Biological Wildcards

Whether of natural or human-made origin, biological hazards can cause strategic
effects. As such, preparedness should be a national priority, and SOF should take
steps to remain effective in the event of a wide spectrum of biological threats. To do
less is to accept failure.

i Atleastin terms of WMD capabilities.
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A Sampler of Tactical Challenges from WMD: A SOF Perspective

Loose Chemical Weapons: A Tactical Problem

The term WMD lumps together a wide variety of dissimilar problems. Because of the
challenges associated with using chemical weapons successfully on the battlefield,
national chemical weapons programs may not constitute a strategic threat to the
United States. Terrorist use of chemical weapons against military or civilian targets
also is likely to be limited in its destructive effects. We believe terrorist use of
chemical weapons would not necessarily meet the standard of strategic effects.
Therefore, loss of control over chemical weapons, as was the case in Syria, should
be considered a tactical threat. In the case of Syrian, ISIS’s, and other group’s

use of CW in Iraq and Syria, the USG and DOD, specifically, enjoy a significant
competitive advantage, as PPE is able to protect operators and render the enemy’s
chemical weapons ineffective. This constitutes a tactical win.

Radiological Weapons Not Strategic

Radiological dispersal devices have little military value and are mainly effective

in producing fear in civilian populations. Granted, widespread fear of radiological
exposure could be disruptive, including significant potential for economic harm.
However, these are considered manageable risks that do not constitute strategic
threats to the United States and are unlikely to undermine the effectiveness of
SOF operations. Moreover, multiagency investments in consequence-management
methods are in place to limit the effects of radiological hazards. We consider this a
win against a tactical threat.

Biological Risks Can Be Managed

Many lessons can be drawn from the Covid-19 pandemic. For SOF, longstanding
focus on readiness contrasts with the preparations that could have greatly reduced
the impact of COVID-19 on society at large. But for SOF, aggressive force-protection
procedures, vaccines, monitoring, and other specialized equipment can greatly
reduce the threat posed by biological hazards, rendering them more of a tactical
than a strategic threat. This, too, constitutes and important win for SOF.

What It Takes for SOF to Win against WMD

Counterproliferation is a team sport. Success requires the full range of USG
capabilities and authorities to cover the full WMD development cycle, from cradle
to grave, inception to employment. The selection of targets—which countries

and proliferation networks to counter—and the methods used against them are
policy decisions. The toolbox available to policy makers includes both positive

and negative economic incentives, diplomatic agreements (such as the Joint
Comprehensive Plan of Action with Iran or the Agreed Framework with North Korea),
multilateral treaties such as the NPT and CWC, positive and negative security
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assurances, and cooperative measures (such as Cooperative Threat Reduction [CTR]
programs and the Proliferation Security Initiative [PSI]). Specific actions can include
interdiction, sanctions, export controls, diplomatic engagement, military show

of force, alliance cooperation, and covert action. Each of these depends on the
specific skKills, authorities, and resources available to the appropriate agencies of
the USG, usually from the State, Defense, Treasury, Energy, Justice, and Commerce
Departments as well as the intelligence community. Where do the activities of DOD,
SOCOM, and its SOF elements fit in this mix?

US SOF possess a number of specialized skill sets that can contribute to the
overall CP policy effort. Some are well-known and longstanding within the CP/
CWMD community, such as the render-safe mission, countering terrorist WMD, and
the ability to interdict ships suspected of carrying illicit cargo. Other capabilities,
however, have not been exploited fully for CP purposes. For example, SOF teams
regularly access remote areas where intelligence about local WMD-related facilities,
organizations, and people may be hard to collect. Also, SOF training, support, and
collaboration with local military and law enforcement provides an ideal platform for
sharing best practices for a wide range of CP skills, as is done via CTR, PSI, and
other partnership-building activities. Foreign internal defense training and exercises
could include CP-related training modules where appropriate. Psychological
operations could influence local perspectives on WMD, portray proliferation
network operatives as corrupt, and support cooperative efforts. Preparation of the
operational environment could be instrumental in planning CP operations, especially
in hard-to-reach areas. A win for SOF would be to fill additional niche roles in the
overall USG CP policy. A win for DOD CWMD is to bolster interagency collaboration
on NP and CR*

Endnotes
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The Role of Special Operations Forces in
Countering Weapons of Mass Destruction
Brendan G. Melley

The use of nuclear, chemical, and/or biological weapons against the United States
and our allies and partners continues to be perceived as a low-probability event in
the national security community. Yet, at a time when international norms and other
constraints on the use of these weapons have grown weaker, they are becoming more
accessible and attractive to adversaries because of their potential utility against
a range of vulnerable targets. Major US strategy documents—including the 2017
National Security Strategy (NSS), 2018 National Defense Strategy (NDS), 2018
Nuclear Posture Review (NPR), 2018 National Military Strategy (NMS), and 2018
National Strategy for Countering Weapons of Mass Destruction Terrorism—identify
countering the threat or use of weapons of mass destruction (WMD) as a critical
priority for the United States.!

Emerging technology with WMD applications will further complicate the ability
of the United States to prevent the acquisition of WMD capabilities by state and
nonstate actors, contain and reduce WMD threats, and respond to crises, which are
the core objectives of the 2014 Department of Defense (DOD) Strategy for Countering
Weapons of Mass Destruction (CWMD).* WMD threats will become more challenging
to counter as technologies develop—from capabilities that enable rapid analysis of
massive amounts of data, to advances in the life sciences and new delivery methods,
to cite a few important areas of innovation. Technology development cuts both ways,
however, as US efforts to keep pace or gain advantage over adversaries’ capabilities
can assist with detecting and responding to WMD threats that may arise.

The WMD-related objectives identified in the national and DOD strategies rely
implicitly on the roles of US special operations forces (SOF), whose capabilities
are critical for competing and winning in this WMD-infected security environment.
Core SOF capabilities work to shape the operating environment in the current
“steady-state” landscape in a manner that serves to deter, dissuade, and frustrate
adversaries from pursuing or aquiring WMD. US SOF’s close relationships with foreign
forces enable stronger partnerships to complement broad DOD or US government
efforts against adversaries who possess or seek WMD capabilities. Below the
level of armed conflict, SOF can disrupt the efforts of state and nonstate actors,
including terrorists, who pose a threat of acquiring, developing, and employing WMD
capabilities. In a crisis, SOF can counter imminent WMD threats through direct action,

The views expressed in this paper are those of the author and are not an official policy or position of the National Defense
University, the Department of Defense, or the US government. The author is grateful for the advice of Mr. Paul Bernstein,
Mr. John Caves, Dr. Diane DiEuliis, Senior Chief Petty Officer, USN (Ret.) Michael Greene, and Mr. Dain Hancock in crafting
this paper.
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sabotage, unconventional warfare, or counterterrorism operations. With their global
presence and reach, SOF remain a critical capability for meeting the United States’
priorities for countering WMD.

The Emerging Strategic Environment and WMVID
As we enter the third decade of the twenty-first century, US national security is being
challenged as never before. The federal government’s “fundamental responsibility is
to protect the Amercian people, the homeland, and the American way of life.”? The
2018 NDS summary presents a significant change in focus from that of the post-Cold
War period, stating that the “central challenge to US prosperity and security is the
reemergence of long-term, strategic competition” with China and Russia, shifting from
the emphasis on counterterrorism following 9/11.3 Not only are competitors seeking
to compete with the United States militarily, they and some other state actors seek
to undermine what we take for granted—rule of law, freedom of speech, a robust
economic foundation, domestic stability, accurate information, and fact-based reason.

WMD threats are transregional and global, without regard to borders, designated
areas of responsibility, or bureaucratic authorities, and the global community cannot
wish away or uninvent these weapons. Nuclear, chemical, and biological weapons often
are attractive to actors who seek advantage over their rivals or protection from outside
intervention. With few exceptions, history has shown that states in possession of
WMD will not give them up unilaterally.” The perceived and real advantages to a
state’s security often outweigh external sanctions and pressure because possession
of WMD are believed to create demonstrable deterrence or other leverage against
foreign influence or attack. Analysts have long argued that North Korea uses its
nuclear program to advance its political, diplomatic, and security interests.*

The continued threat from terrorist or other violent extremist organizations
(VEOs) obtaining WMD remains a significant concern. The 2018 National Strategy
for Countering WMD Terrorism, complementing the 2018 National Strategy for
Counterterrorism, emphasizes “the need for continuous pressure against WMD-
capable terrorist groups.”® The strategy includes reducing and securing the agents,
precursors, and materials needed by terrorists to acquire WMD, deterring states from
providing support to terrorists with WMD ambitions, and detecting and defeating
terrorist WMD networks.®

Moreover, the proliferation behavior of bad actors is increasingly putting pressure
on the international nonproliferation regimes. Syrian and Russian use of chemical
weapons show a flagrant disregard for their commitments under the Chemical
Weapons Convention (CWC). Since the 1990s, the testing and deployment of nuclear
weapons in South Asia, and North Korea’'s aggressive nuclear weapons program, have

i For example, Belarus, Ukraine, and Kazakhstan removed or dismantled Soviet nuclear weapons on their territory after the fall
of the Soviet Union, and South Africa’s President De Klerk ordered the dismantling of its nuclear weapons in 1990.
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demonstrated that states can successfully develop these capabilities outside of the
constraints of the Treaty on the Non-Proliferation of Nuclear Weapons (NPT).

The increasing pace of technological developments across all sectors of society, from
the information sphere to public health, creates a significant potential for surprise to
US security interests.” The United States will face challenges identifying and countering
the rapid development of new and innovative technology with WMD applications.

States will continue to accord the highest security protection to prevent discovery and
disruption of their most sensitive programs; advances in computing power, encryption,
and manufacturing capabilities can serve to hide secret programs, leading to fewer
detectable signatures. Even as the United States harnesses these advancements for
its own security needs, federally funded technology developments to detect and counter
adversary WMD programs may not be sufficient. Close and continuous collaboration
with innovators in the private sector will be essential, as markets likely will drive the
commercial breakthroughs that provide the possessor with a competitive edge.

Since the early 1990s, several US initiatives, programs, and strategies have been
created, to include more explicit guidance to SOF and joint forces to address emerging
WMD threats in a post—Cold War environment." Concerns ranged from the security of
WMD, associated materials, and expertise in the former Soviet Union, to the rise of
“rogue” states who already possessed or were seeking nuclear, chemical, or biological
weapons programs that would present a threat to US forces. Although the risk of an
existential nuclear war may have declined, the likelihood of the use of WMD, especially
chemical and biological weapons, by rogue states in regional conflicts had increased.

United States’ WMD-Related Priorities

The United States’ priority efforts, as stated in the 2017 NSS, include detecting

and disrupting WMD, enhancing counterproliferation measures, and targeting WMD
terrorists.® The NDS includes as a DOD objective, “dissuading, preventing, or deterring
state adversaries and nonstate actors from acquiring, proliferating, or using weapons
of mass destruction.”® DOD cannot meet this objective on its own, as other federal
agencies and departments have specific authorities for their nonproliferation and
counterproliferation responsibilities.

By integrating and coordinating with the range of national security organizations across
the US government, DOD must prepare to counter WMD threats before they materialize,
while also preparing to “fight and win”1° conflicts with WMD-armed adversaries and
develop response capabilities needed to mitigate and recover from WMD use.*!

Because the five prioritized challengers identified in the NDS—China, Russia, North
Korea, Iran, and VEOs—already possess or are seeking nuclear, chemical, or biological
weapons capabilities, joint force strategies and plans must recognize the range of
WMD-use challenges across all levels of competition and conflict.

i See, for example, the Defense Counterproliferation Initiative of 1993, the 2002 National Strategy to Combat Weapons of
Mass Destruction, and the 2010 Quadrennial Defense Review.
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Nuclear Threats

Competition among nuclear-armed states can negatively affect important US

security interests, including relations with allies receiving assurance of US extended
deterrence. Without a common view on geopolitical stability, there is potential for
lasting damage to the global nonproliferation regime as more states consider nuclear
weapons programs to defend their interests or pursue their goals.

e The actions of China and Russia to erode US reach, influence, and allianc-
es simultaneously occur as they increase resources to develop and deploy
advanced nuclear weapons and delivery systems, as a means to both co-
erce at the political level and to counter US and coalition advantages at the
military level.

¢ North Korea is already a nuclear-armed state (though not a “nuclear-weap-
on state” as defined in the NPT). North Korea has successfully weathered
decades of international pressure to develop nuclear weapons that can
hold the United States and its allies at risk and protect the Kim Jong-un
regime. Pyongyang also is suspected of supporting the nuclear program of
Syria (set back by Israel in 2007) and Iran.*?

¢ Iran may still aspire to possess nuclear weapons.*® Preventing Iran from devel-
oping such weapons and delivery means has been a leading preoccupation of
international diplomacy and US alliance relationships for over two decades.

e The dangerous potential of VEOs developing or acquiring WMD capabilities
will not diminish, and preventing this will remain one of the nation’s highest
priorities. As stated in the National Strategy for Countering WMD Terrorism,
“The growth in terrorists’ capabilities and aspirations and the spread of
dual-use technology have made the threat of weapons of mass destruction
(WMD) terrorism progressively more acute.”4

e Allies under the US nuclear umbrella have raised questions about the cred-
ibility of US extended deterrence commitments. Some have mused openly
about their potential need to acquire their own nuclear weapons, as have
some other states who do not enjoy formal US security guarantees.*®

The potential need for joint forces to operate in a nuclear environment should
not be discounted. Adversaries may choose to employ nuclear weapons in a limited
way to disrupt or defeat conventional military operations. The 2018 Nuclear Posture
Review (NPR) directs that the joint force “will plan, train, and exercise to integrate
US nuclear and nonnuclear forces and operate in the face of adversary nuclear
threats and attacks.”*®
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Biological Threats

The ability to understand, manipulate, and utilize living organisms is ever increasing
in capacity, worldwide dissemination, and economic penetration.'” The application

of advances in biology are driven largely by commercial interests, rather than
government investments or policy, and science will continue to provide regular
surprises. Technologies than can enable an adversary’s biological weapons program
are more widely available and less expensive, can reduce technical hurdles, and are
increasingly accessible to small states and nonstate actors.'® For example, improved
aerosolization techniques for medical purposes has direct application to weaponizing
and delivering biological agents.

Detecting and attributing biological attacks will become even more difficult as novel
or a combination of agents can be developed and employed with few signatures. The
ability to develop medical countermeasures rapidly will be challenged. In the early
phases of a new infectious disease, governments may not be able to distinguish
between a natural outbreak, accidental release, or deliberate attack. While the
COVID-19 pandemic is the result of a naturally occuring disease, it is easy to see
how a biological attack could overwhelm the joint force’s ability to protect itself and
accomplish assigned missions.

Chemical Threats

The bold and deadly use of chemical weapons in the last decade—by Syria and the
Islamic State (ISIS) against foes and innocent civilians and by North Korea and Russia
for assassination—demonstrate blatant contempt for international prohibitions on
chemical-weapon employment. Russia’s use of the lethal, nontraditional chemical
agent Novichok in the United Kingdom in 2018 was another indication of Moscow’s
belligerent and brazen willingness to ignore the CWC.*® Moreover, the Kim regime is
responsible for the use of the lethal nerve agent VX to assassinate Kim’s half-brother
in Malaysia in 2017.2° Diplomatic pressure, sanctions, and other legal action, have
been the primary responses, though the United States twice struck Syrian military
targets in response to highly lethal sarin attacks by the Bashar al-Assad regime.

In 2002, Russia used aerosolized chemicals with apparent incapacitating intent
but deadly results to end a hostage siege (approximately 130 hostages died from
exposure). While Moscow has never confirmed the agent that was used, analysis
of survivors points to a mixture of fentanyl analogs.?* Although “law enforcement
including domestic riot control purposes” is not a purpose prohibited by the CWC,??
the Scientific Advisory Board to the Organization for the Prohibition of Chemical
Weapons (OPCW) has found the aerosolized use of central nervous-system acting
chemicals (CNSAC), like fentanyl and its analogs, cannot be done safely, with the clear
implication they are inappropriate for law enforcement use.?® CNSAC, a subset of
pharmaceutical-based agents, fuel concern that the CWC’s law enforcement exemption
could be exploited in ways unforeseen when it was negotiated. (The United States,
Australia, and Switzerland are leading a diplomatic effort to preclude this.?*)
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These actors, and others carefully watching, may have concluded impactful
responses to chemical and perhaps biological weapons use are unlikely without
clearly attributable violations of the treaties leading to punitive United Nations
Security Council Resolutions. They may come to judge the advantages of the use of
such weapons outweigh international consequences.

In this WMD security environment, the United States cannot discount that state
actors that do not possess WMD may seek to acquire them, and states already
in possession could seek more advanced capabilities. It is conceivable that new
chemical and biological threats could emerge rapidly and be used in ambiguous or
nonattributable ways across the spectrum of competition and conflict. Advances in
chemical technology, including nanotechnology and microreactors, could yield new
and superior forms of chemical weapons that are more capable against existing
defenses, more discriminate, and/or harder to attribute. Nonstate actors, adversary
SOF, or pseudoprivate specialized units may also use chemical and biological weapons
clandestinely to avoid direct engagement with US joint or partner forces.

The United States should not assume that great-power competitors and rogue
states will wait until armed conflict has begun to employ chemical or biological
weapons. Given that adversaries have seen the United States overwhelm
opponents in regional conflicts, they may choose, in a crisis or prior to the
onset of armed hostilities, early use of WMD to disrupt joint and partner forces.
Limited, plausibly deniable asymmetric attacks have the potential to prevent the
United States from gaining air supremacy, denying territory, assembling offensive
capabilities, supplying forces, or maintaining freedom of maneuver.?®> Chemical
or biological attacks on partner soil could induce panic, impede movement, and
destabilize friendly populations.

How SOF Can Contribute
The 2014 DOD Strategy for Countering Weapons of Mass Destruction identifies
pathway defeat, a concept that originated in the 1990s, as an important task for
the department. It defines pathway defeat as “deliberate actions against actors
of concern and their networks to delay, disrupt, destroy, or otherwise complicate
the conceptualization, development, possession, and proliferation of WMD, related
expertise, materials, technologies, and means of delivery.” Pathway defeat activities
are intended to “create layers of complex barriers to impose recurring, collectively
reinforcing, and enduring costs and setbacks on those seeking to acquire or
proliferate WMD or related capabilities.”?®

Several core SOF activities can contribute to WMD pathway defeat objectives.
The analysis and appreciation of the operational environment assists the joint
force in planning and executing a range of military operations within a joint or
multinational task force.

Their ability to understand regional dynamics through foreign internal defense
and civil affairs activities, such as understanding the language and culture of
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friendly nations, enable long-term relationships that engender trust in US forces.
These efforts not only can prepare partners to counter insurgencies, defend against
external attacks, and engage in coalition operations, but also provide the tools to
help identify and respond to regional WMD risks before they materialize into threats.
Additionally, it has been recognized that SOF missions are “almost always coalition
in nature,” which points to the strength that SOF bring to combined operations.?”

Maintaining local and regional relationships enables SOF to influence adversary
perceptions and behavior regarding WMD through activities such as military
information support operations (MISO). These tactical and operational capabilities
support overall strategic efforts to dissuade and deter competitors and adversaries’
“conceptualization” of WMD intent,?® and from developing, acquiring, or attacking
with WMD. Influencing an adversary’s cognitive end-state—that is, the perception of
the costs and benefits of a WMD capability—is intended to reduce an adversaries’
incentives to pursue, possess, and employ these weapons.

These global capabilities can quickly lead to the effective employment of military
resources to “delay, disrupt, destroy, or otherwise complicate” WMD threats. When
directed, SOF can respond rapidly around the globe to disrupt the early development
and acquisition of WMD capabilities, and deliver kinetic and nonkinetic (e.g.,
cyber) effects on the WMD programs of hostile actors. SOF can employ long-range
reconnaissance assets, conduct direct action and sabotage against WMD delivery
and supporting systems (including command and control and logistics nodes), and
disrupt adversary maneuver and logistics—all of which could be critical capabilities
early in a crisis or prior to an imminent attack.

Moreover, US SOF are uniquely postured to counter adversary SOF activities,
including the staging and use of WMD against targeted populations or joint and
partner forces. SOF’s rapid response to imminent WMD threats could reduce
incentives for actors to employ WMD against US forces and interests. Adversaries
also may hesitate to escalate with WMD if they understand that their weapons
and delivery systems may be held at continuous risk of disruption or destruction.
SOF’s relationships with allies and partners built and maintained throughout its
historic counterterrorism responsibilities are key to understanding and responding
to today’s VEO efforts to acquire WMD. As the commander of US Specical
Operations Command (USSOCOM), General Richard D. Clarke, USA, stated, severing
the “financial, messaging, and foreign terrorist fighter networks that enable and
sustain VEOs” will “degrade and disrupt VEO attacks,”?® including those with WMD.
Importantly, continuous and aggressive US-led counterterrorist actions deny VEOs
the time, space, and resources to develop or plan effective use of WMD.

In 2016, President Barack Obama authorized the transfer of responsibility
for coordinating countering WMD activities in DOD from US Strategic Command
(STRATCOM )to USSOCOM. According to the Joint Staff, a coordinating authority
is the “designated lead for representing a problem set including topics such as
planning, risk, prioritization, resourcing, synchronization of activities in plans, and
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transition to contingencies.”3° In this capacity, SOCOM produced the DOD Functional
Campaign Plan to Counter Weapons of Mass Destruction in 2018, which “nests
under, cross-cuts, and complements the NDS, the NMS, and global and other
functional campaigns.”3* This responsibility, along with the SOCOM commander’s
other coordinating authority roles for countering violent extremist organizations and
MISO/WebOps, provide SOF the ability to understand and influence the planning for
a range of DOD activities for addressing WMD threats.

In his April 2019 congressional testimony, General Clarke stated:

Our worldwide access and placement, our networks and partnerships,
and our flexible global posture enable the department to understand
adversary actions and intent and to respond across the spectrum of
competition, especially below the threshold of armed conflict.3?

Since the end of the Cold War, SOF have maintained a high degree of focus on
WMD contingencies and circumstances where their unique strengths can be applied.
Alongside joint and partner forces, and other federal organizations, SOF provide
robust, mature, and adaptive capabilities against WMD threats.

DOD’s efforts to prevent and respond to WMD threats can take advantage of
unique SOF capabilities to assist the joint force in planning and executing a range of
military operations. Specific notional SOF roles," if directed, can consist of:

e Foreign internal defense and civil affairs activities, to include understanding
the language and culture of friendly nations, enable long-term relationships
that engender trust in US forces and provide the tools to help identify and
respond to regional WMD risks before they materialize into threats.

e Cyber and military information support operations (MISO) that support over-
all strategic efforts to dissuade and deter adversaries’ intentions for a WMD
capability, shape the perspectives of leadership and the population on WMD
activities, and reduce the incentives to pursue or employ these weapons.33

* Rapid responses to imminent WMD threats, including direct action and sabo-
tage, can influence adversary perceptions of the costs and benefits of a WMD
capability, demonstrating that their systems may be held at continuous risk
from disruption or destruction.

e Countering adversary SOF activities can disrupt operational plans to stage or
use WMD against targeted populations or US joint and partner forces.

e Continuous and aggressive counterterrorist actions can deny VEOs the time,
space, and resources to develop or plan effective use of WMD.

iv. Author’s notional application of USSOCOM “Core Activities” (USSOCOM, https://www.socom.mil/about/core-activities)
to NDS priorities.
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SOF, Great Power Competition, and WMD

SOF’s role in countering WMD threats from great powers likely will be more evident
during an emerging crisis or actual conflict than in peacetime. While SOF can support
US efforts to influence Russian and Chinese perceptions of the utility of developing,
proliferating, or using WMD, direct action against the internal WMD activities of
Russia or China may be limited because of the risk of escalation, absent a significant
crisis leading to a presidential directive. Under precrisis conditions, diplomatic and
economic activities likely would remain the preferred courses of action. A caveat to
this judgment is warranted if chemical or biological attacks, traced to great powers,
occur against allies or partners in situations short of armed conflict. Evidence of
responsibility may negate efforts at deniability, and the president may desire SOF
options for a response, which could involve asymmetric or direct actions.

Moreover, Russia and China play an important role with regard to achieving the
US goals of denying North Korea and Iran’s WMD ambitions. As permanent members
of the United Nations Security Council, their veto power—and growing regional
influence—complicates efforts to dissuade Iran from restarting its nuclear program,
and to achieve the denuclearization of North Korea.3*

There is unfortunately a wide generational gap between today’s military
professionals and those who experienced the Cold War standoff between the United
States and Soviet Union. During the Cold War, US and NATO forces prepared for
operations involving tactical nuclear, biological, and chemical weapons in an effort
to disrupt and destroy a rapid advance of Warsaw Pact forces in a crisis.®® Today,
as joint force leaders with active service prior to the dissolution of the Soviet Union
retire, DOD is undertaking the process of refining, adapting, and planning for both SOF
options and DOD efforts against WMD capabilities during a crisis, a skillset new to
many active-duty service members.

Conclusion
In the evolving security landscape, global tensions can increase as a result of
miscommunication, mistrust, miscalculation, and the weakening of the rules-
based international order. The breadth of SOF capabilities must be coordinated
and integrated with all instruments of state power, and with allies and partners,
to counter WMD threats effectively. Adversaries are not likely to risk major, force-
on-force confrontation with the United States, in the near future, moving them to
pursue asymmetric actions in the “gray zone.”?¢ In this environment, SOF likely will
play a larger role for DOD. As potential adversaries sidestep US military superiority
by competing below the level of high intensity armed conflict, and potentially employ
ambiguous and targeted chemical and biological attacks to disrupt US military
operations and weaken US resolve, SOF will be necessary to support early warning
through partner relationships, and conduct SOF-unique asymmetric actions.

As Clint Eastwood’s character famously said in the 1986 movie Heartbreak Ridge,
“You improvise. You adapt. You overcome.”?” Reportedly an unofficial US Marine Corps
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slogan, Eastwood’s famous quote also aptly describes the capabilities SOF bring to
deter and counter adversary WMD use. As the 2018 NDS reminds us, the security
environment demands adaptation to “develop a lethal, agile, and resilient force
posture and employment.”3®

Uncertainty demands being agile and flexible, and, as the NDS states, “strategically
predictable but operationally unpredictable,” and to “out-think . . . out-innovate”
potential adversaries.® Confronting WMD threats before they fully materialize always
will be preferable to responding to actual use. Once again, SOF activities make an
important contribution to this task.

Although adversary use of nuclear, chemical, and/or biological weapons is often
perceived as a low-probability event, there is a need for increased attention to the
dramatic, potentially massively disruptive or even existential consequences of such
use. Normative reluctance to use these weapons is eroding, and technological
developments with WMD applications are advancing at breathtaking speeds.

The global COVID-19 pandemic, marked by surprise, speed, and mass disruption,
demonstrates that both individual and unit preparedness for biological threats—whether
naturally occuring or weaponized agents—requires the ability to rapidly detect, mitigate,
and attribute biological agents. A reduction in force readiness caused by any biological
release will negatively affect SOF and other forces deployed globally. This is perhaps a
requirement that has not received necessary attention among junior and senior leaders,
but the need is urgent—especially if SOF is to maintain its effectiveness against WMD
threats in all levels of competition and conflict described above.

This outbreak highlights that education and leader development on WMD issues
must keep pace with the demands of this new security environment. The NDS states
unequivocally that professional military education (PME) has “stagnated, focused
more on the accomplishment of mandatory credit at the expense of lethality and
ingenuity.”#° Military officers (commissioned, noncommissioned, and warrant) and
DOD civilians require a broad understanding of deterrence and countering WMD
concepts, techniques, and strategies throughout their careers. Without this, the
nation’s leaders may not receive the best risk-informed military advice, and strategic
and operational risk will be higher.

Because the United States may not be able to predict how the convergence
of scientific and technological innovations may produce dangerous new WMD
applications that terrorists may choose, “we must remain vigilant in identifying and
responding to technological trends with nefarious applications.”#* SOF must pursue
relentless innovation to prevent and disrupt proliferation and prepare for offensive
actions to defeat WMD threats.

SOF has long recognized that “humans are more important than hardware,”*? which
naturally extends to the development of trained professionals who are prepared to
develop and execute operations to counter adversaries’ WMD capabilities. With its
increased attention on the demands of the new security environment, SOF will remain
one of the most effective weapons in the US arsenal to counter WMD threats.
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Identity and Virtual Nations:

Implications of Digital Citizenship and Developing Global
Autonomous Communities for Special Operations Forces
Lt Col Jennifer “J. J.” Snow

Introduction

Virtual nations are the latest in a series of unusual emerging global actors. An
addition to the well-known nation-state, aspiring nation-state, and more recent rise

of violent extremist organizations (VEOs), virtual nations pose unique challenges to
the future of governance and the role of the nation as the sole grantor of identity and
citizenship. In the context of this chapter, | define a virtual nation as an individual,
group, or corporate entity that derives power from high capital resources or high data
resources, allowing for the influence and successful massing of decentralized digital
power to achieve physical effects at the state, national, or regional level.

Virtual nations may be self-, state, or nonstate sponsored or self-assembling
entities. Examples may include high-net-worth individuals like Mark Zuckerberg;
alternative governance entities like Bitnation, eCitizens of Estonia, and Cyprus and
United Arab Emirates (UAE) real-estate-for-citizenship schemes; corporate entities,
including Facebook, Google, Amazon, or Apple; and certain self-assembling groups
with specific shared goals, such as the hacker collective Anonymous. These entities
are focused on the pursuit of specific individual or group goals to influence or
shape key events, drive change, or, in a worst-case scenario, seek to cause chaos
or decision paralysis to limit the effectiveness of traditional governance structures
and tools. This chapter examines the latest radical developments in identity and
governance and the challenges these pose for special operations forces (SOF), the
U.S. military, and U.S. allies.

Drivers of Change: How Exclusion Birthed the Rise of Global Citizenship

“I believe the nation-state oligopoly is being phased out naturally,
due to the forces of globalization, and we’re obviously trying
to help fast-forward that process.”

—Susanne Tarkowski Tempelhof, Bitnation founder*

Susanne Tarkowski Tempelhof grew up in a family considered stateless—people living
at the margins without the identification, benefits, or the security that comes with
being a national citizen. According to the United Nations, at least 10 million people
globally live in this condition. Stateless populations continue to grow as policies
designed to secure countries against terrorism block immigration, ethnicity restrictions
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limit options to obtain citizenship, and regional conflict and crises zones contribute to
massive displacement events, leaving many with no place to go.?

In Tempelhof’s case, growing up stateless led her on a quest to fix these issues
for others suffering the same challenges. She began a career in advertising,
seeking opportunities to learn how to gain support and influence for ideas by smart
branding. After a time, Tempelhof earned a position in government hoping to be
able to drive policy change on immigration from within the system. Her work for
the US government landed her a lucrative opportunity that she turned into a highly
successful strategic communications company that conducted specialty projects
across the Middle East.® Her involvement in various conflict zones, where she
undertook nation-building tasks, taught her not only how states operate but also
how they can be successfully deconstructed and rebuilt anew. This experience gave
Tempelhof the expertise and know-how necessary to navigate international law using
information operations and unconventional warfare, especially gray-zone operations,
to create new governments on the fly.

While her company was successful at reshaping governments in conflict,
Tempelhof still could not create the changes for immigration policy she so
desparately hoped to achive. Frustrated by her lack of progress and determined
to find a solution that would make citizenship an open option for those without,
Tempelhof sold her company. Next. she announced she would begin an experiment,
the goal of which would be to create a government that was a viable alternative to
the existing nation-state system, one in which anyone who wanted citizenship could
have it. Her goal was to establish nonterritorial, corporate-like governance models as
a successor to the nation-state model. Her believe that this could be done was driven
by the emerging models founded on recent sweeping technological advances seen
in the internet, blockchain, and cloud computing communities. Tempelhof’s initiative,
Bitnation, provides digital identity solutions, notary services, and birth, marriage, and
death certificates on the blockchain. It also provides smart contracts for businesses
and various nonstate actors and stateless populations.* Of the many communities
that convinced her to change her tactics, the most influential was the Facebook
community and founder Zuckerberg.5

Facebook provides an example of how communities can assemble at a local,
national, or regional level using digital space around shared areas of interest to
influence and drive change—for better or worse. The internet has long been a home to
the displaced, the isolated, those seeking acceptance, and tribes built around shared
values, ethics, and beliefs. These groups create transnational digital communities
capable of driving tangible change across national and regional boundaries. Some are
organized based on refugee migration patterns and keep immigrants connected to
family and cultural or religious belief systems they left behind. Others organize around
specific goals, ideologies, or politics. All have the population to mass decentralized
power and project influence rapidly if appropriately incentivized to do so. With the right
leadership, these populations have the potential to change the world.
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Simple examples of the effects of individuals marshalling new power—the ability
to harness the energy of digitally connected populations to drive change in the
real world—include the #MeToo movement; the Ice Bucket Challenge; Movements.
org, a site that connects human-rights activists with supporters around the globe to
establish partisan networks; and the Global Climate Strike, the latter of which was
inspired by social media postings of 16-year-old Swedish environmental activist Greta
Thunberg, leading to 2,500 events worldwide and attended by almost four million
people.® New power is transparent, available, and easily accessible to everyone who
knows how to use it. And it just might be the next factor to change what government
looks like and how identity works in the future.”

In a model that looks strikingly similar to Bitnation, Zuckerberg announced his plan
to establish an alternate financial infrastructure that will be interoperable with most
global currencies and will enable the execution of smart contracts between parties. In
essence this effort building off of existing Facebook communities constitutes the first
true attempt at a nonterritorial corporate state. Zuckerberg’s Libra cryptocurrency—
which has financial backing from Visa, Spotify, PayPal, and others—will be the first
true global digital currency. There are multiple opportunities here: Facebook could
establish new forms of governance, new digital economies, and alternative financial
options for the unbanked; it could create an entirely novel global financial system.

If Libra is launched successfully, these combined actions could allow Facebook to
maintain primacy by leapfrogging ahead of traditional financial services to capture
businesses seeking greater fiscal agility in emerging markets and resulting in an
overmatch situation.

The use of nongovernment-influenced banking options are expected to be in high
demand from massive unbanked populations in Africa and Southeast Asia.® The
joined populations of these regions constitute 2 billion people and growing, a massive
untapped market.® If Zuckerberg choses to move forward with this plan, will existing
nations even be able to stop it? His ability to mass decentralized digital new power
from online populations, scale it, and build the first global sovereign virtual nation is
entirely outside old power nation-state control. There are no rules for these kinds of
actions because this kind of power didn’t even exist before 2000.%°

Many argue that such an initiative will never succeed, that there are no grounds
to support the creation of a virtual nation or alternative forms of identification, that
Templehof and Zuckerberg are just two extreme dreamers. And they would be wrong.
Multiple examples already exist of virtual nations and alternative identities that are
not just surviving but thriving, backed by both nations and nonstate actors aiming
to capitalize on these new technological opportunities to boost growth, access, and
power on the world stage.*

Estonia was the original adopter of digital identification and the construct of the
“nation as a service” (NAAS), starting with its e-residency program and then their
establishment of digital embassies to back up blockchain-based services securely.
The Estonian government successfully moved a majority of services to the blockchain,
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including benefits and tax filing; marriage, birth, death, and divorce certificates;

smart contracts for business interactions; and even voting. Services are more or

less transparent and work in the background, automatically providing the appropriate
benefits and forms, while also allowing citizens to have full access to all their records,
all the time, in a secure environment.

Eventually, NAAS models may drive competition between virtual nations and actual
nations as they compete to provide the best services, drawing the best and brightest
to their countries to benefit them economically, militarily, and diplomatically. Early
adopters and some fast followers will have the advantage, making them ever more
competitive as they fine-tune their campaigns to citizen needs and wants. These
efforts will be further advanced by leveraging the growing sea of data available on
every individual as they interact with the internet, their phones, and other peripherals
during daily life. ldentity controlled by the nation-state, exemplified by the the Social
Credit System popularized in China to “improve security,” will benefit closed societies
in maintaining control, while liberal democratic states may choose to advocate for
individual control of one’s personal data. In the latter case, having control of one’s
personal data is a plus and may also function as a mechanism for monetizing specific
aspects of that data for nations, researchers, or companies to lease or buy from the
owner. It may also allow the owner to see where their data resides, who is interested
in it, and potentially for what purpose.

As of 2020, all of Estonia’s citizens (1.3 million), 6,000 new companies, and
50,000 digital citizens from its e-residency program are using their identification
to access the Estonia digital services environment globally. Azerbaijan has also
implemented an e-residency program after seeing the economic advantages
experienced by Estonia, including the savings gleaned from reducing the amount of
government administration by lessening the process and paperwork required. Bitnation
has slowly grown and now has 15,000 digital citizens using its infrastructure for
vital records, smart contracts, identification, and other licensing. Bermuda started a
citizen authentication program in 2019 to test an e-ID system. As of 2019, Catalonia
was building a decentralized identity platform with online government services called
IdentiCAT. Thirty-three other nations, including Belgium, Finland, Germany, Israel,
Nigeria, Poland,and Malta all have e-ID systems in place. These systems allow citizens
to access government benefits, banking, and personal records, and they allow citizens
to sign digital documents electronically for business contracts. These e-ID cards have
varying applications within each nation, some strictly for banking, others covering a
wider area of government applications as well as business and banking. As these
kinds of identification become more prevalent globally, the ability to travel discreetly
or under an alternate name that is accurate to an individual’'s biometrics will become
much more difficult, limiting criminal and blackmarket operators but also impacting
clandestine intelligence operations.?

This is not the only new development in the rise of digital identity and virtual
nations. The real-estate citizenship market is a growing sector. Cyprus, Greece, the
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UAE, and Estonia offer citizenship options through real-estate purchases. In Cyprus,
newly constructed or yet-to-be-constructed apartments and condominiums come with
something called a “golden visa.” This concept was originally set up in the Caribbean
and has been adopted in parts of Europe, allowing foreigners to buy their way to
citizenship through the purchase of property. For example, an investor in real or virtual
real estate (properties not yet built) in Cyprus also conveys citizenship to the buyer in
not just one country but also in the European Union. In this version of virtual identity
or virtual nation, the citizens derive their rights and benefits from investment and legal
charters without having to ever step foot in the country or do business there.

Greece, Portugal, and the UAE all have various fees for their golden visa programs;
some are legitimate and some are black-market scams. This space is not well
regulated. China also has invested heavily in this space and provides a sliding
payment scale of options depending on the kind of citizenship one is looking for,
their ability to travel, and their Social Credit score if they are a Chinese citizen.

These types of virtual citizenships are recognized and may grant tax advantages
and other benefits; however, they can also provide a mechanism to evade national
or international law for those engaged in illicit activities, especially if the state of
alternate citizenship lacks an extradition policy. While in some cases identification
may make it easier to track individuals globally, in others, it may make them equally
untouchable under existing legal frameworks.*3

Beyond these nation-states attempting to create hybrid systems that leverage
old and new structures of governance or those growing digital states that extend
far beyond their physical borders exists one more category of virtual nation: the
corporation. These are global companies that are changing roles, moving from
participant status under existing nation-state rules to market maker status, where
they begin to set and establish their own rules outside of state influence and control.
Data is king, and companies like Facebook, Google, Apple, and Amazon are pushing
the boundaries of governance. In many instances they seek opportunities to remove
government in favor of their own functional sovereignty.*

As a nation cannot or will not fulfill specific regulatory or policy obligations, private-
sector powerhouses are stepping in to create their own form of legal jurisdiction.
These controls are designed to address a problem, but unlike a nation, the primary
consideration is always to protect and advance the corporation’s agenda in the digital
political economy. This is a perfect mechanism by which an entity can accumulate
decentralized power, via the customer or end user, and apply it globally to achieve
tangible results. For example, Amazon is a global corporation, an international
marketplace, a logistics provider, a cloud-service solution, a creditor, an electronic-
payment provider, a data collector, a crowdsourced workforce (Mechanical Turk), and
more. It is such a distributed, transnational actor that no one government can claim
control over it. In essence, Amazon has replaced the government as the primary
broker of law because no single entity can provide the same level of service or control.
As Frank Pasquale, University of Maryland law professor notes in one of his articles:
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Rory van Loo has described the status of the “corporation as
courthouse”—that is, when platforms like Amazon run dispute
resolution schemes to settle conflicts between buyers and sellers. Van
Loo describes both the efficiency gains that an Amazon settlement
process might have over small claims court, and the potential pitfalls
for consumers (such as opaque standards for deciding cases). |
believe that, on top of such economic considerations, we may want to
consider the political economic origins of e-commerce feudalism . ..
.The evisceration of class actions, the rise of arbitration, boilerplate
contracts—all these make the judicial system an increasingly vestigial
organ in consumer disputes. Individuals rationally turn to online giants
for powers to impose order that libertarian legal doctrine stripped from
the state. And in so doing, they reinforce the very dynamics that led to
the state’s etiolation in the first place.”®

Entities like Amazon are enjoying a rapid transfer of power from government
because government is limited in ways that make its ability to operate successfully at
speed in a technology-influenced environment an impossibility. So instead of reducing
barriers inside the bureaucracy, government organizations slowly start to give away
power to contracted corporations to execute on its behalf. This began at the end of
World War Il and is a legitimate threat to national security. Examples include Amazon
Cloud for Department of Defense (DOD) or Google’s Project Maven. What happens
when critical DOD processes, logistics, acquisitions, and equipping functions are
completely taken over by Amazon in the future? Does Amazon have the ability to
leverage this power as control? The more power given to these actors the less power
and control the government has to operate independently. What happens if a certain
division decides to strike because they do not believe in supporting a specific mission
set? What if another nation-state pays for them to strike to cripple the capability or
another state? What recourse will a commander have if a company decides to turn off
or withhold a capability? How much of the DOD intelligence and operational capability
is currently reliant on outside entities that they do not control?

Pasquale concludes his observations of this transfer of power from government to
the private sector with the following cautionary note:

Understanding the bigger picture here is a first step. Political economy
clarifies the stakes of Amazon'’s increasing power over commerce. We
are not simply addressing dyadic transactions of individual consumers
and merchants. Data access asymmetries will disadvantage each of
them (and advantage Amazon as the middleman) for years to come.
Nor can we consider that power imbalance in isolation from the way
Amazon pits cities against one another. Mastery of political dynamics
is just as important to the firm’s success as any technical or business
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acumen. And only political organization can stop its functional
sovereignties from further undermining the territorial governance at the
heart of democracy.®

Is Amazon a potential threat to national security? Probably not. Could it become
one in the future? Yes, it could, especially if governments continue to give away their
power and allow external entities to decide legal and governance procedures based
on company policy. These kinds of revolutionary changes will require entirely new ways
of thinking, new laws, and policy to deal with transnational, borderless sovereigns
who may also seek to engage in novel forms of warfare to further erode traditional
nation-state systems to their advantage.” One of the ways such entities may attempt
to do this could be through the control and employment of emerging disruptive
technologies.*®

Leveraging Technology-Influenced Environments for Competitive Advantage

“After weeks of speculation, megacorporation Google is claiming
to have achieved ‘Quantum Supremacy’ in a paper published
in the prestigious journal Nature.”

—Victor Tangermann*®

“The possession of great power necessarily implies great responsibility.”
—William Lamb,
2nd Viscount Melbourne, prime minister under Queen Victoria, 18172°

Whoever controls the technology, information, and access will control economies,
governments, industry, and warfare. As more and more powerful technologies

come online, those who find themselves as creators or owners of such capabilities
will be confronted with the age-old question of how to employ them ethically, for
society and to improve the human condition, or for self-gain, power, and control and
subjugation of others. These narratives are playing out on the global stage between
nations like the United States and China. What most nations have yet to realize is
that the stage is about to get more crowded, and not with additional nation-states
but with virtual nations.

A recent example of a technological advantage is Google’s breakthrough in
quantum computing. This solution will enable users to solve extremely complex
problems that mathematically would have taken thousands of years but now can
be done in minutes to seconds.?* A second example, also from Google, is the
employment of the DeepMind Al to successfully beat 98.8 percent of all human
players in a complex video game called Starcraft 11.22 Such technologies pose an
overmatch advantage that, when combined, could easily outcompete existing nations
in a variety of strategies and consistently lengthen the gap between technology
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owner and potential rivals. Imagine the advantage DeepMind would have if combined
with quantum computing and then applied to international financial markets or
multidomain operations on the battlefield. The owner of this capability would have an
unbeatable solution, because it would constantly feed new data about competitors
into the system, learn and adapt faster than competitors, and essentially anticipate
and defeat moves before they are even tried. If that owner is a corporation, a high-
dollar individual, or a nonstate group, the Westphalian rules that have governed the
nation-state system since 164823 do not apply. A revolution in capability that impacts
multiple sectors, rapidly dethrones current incumbents, and leads to a consolidation
of power in the hands of a few regional or global leaders could dramatically alter the
diplomatic, information, military, economic, and political landscape.

Using the quantum-computing example, it is expected that entities will race to be
the first to employ these new technologies to gain and keep an advantage. Those
that succeed will not be burdened with extensive rules and regulations and may not
be concerned with morals or ethics, either. Bureaucratic, slow-moving, and highly
regulated entities will fall by the wayside to be subsumed by the winners. Quantum
computing owners will have the advantage in creating new processes, tactics,
materials, and drugs. This advantage will enable them to corner key markets by
anticipating trends and individual and group behaviors to out-maneuvering others with
ease. The early adopters get the win and are able to maintain their position because
the technology keeps them multiple steps ahead of their rivals.

In this scenario, quantum prescience becomes the norm, moving from science
fiction into science fact. Early versions of these technologies already exist and are
being used successfully by hedge-fund managers and private-sector strategists.
Quantum computing will serve to amplify those effects and grant the owners the
power to dominate in multiple sectors, especially if their competition is late to the
game or lacks similar access and capability. In game theory (even in a sequential
game), with an overmatch technology like Quantum that gives a transparent,
proactive, predictive view of all other player moves, a firstmover advantage is the only
advantage, and everyone else comes in last.?*

These are just a few examples of how identity and governance are radically
changing without government input and in ways that could pose significant risks to
international security and special operations. So how did we arrive at this place? And
where do we go from here?
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Traditional Governance versus Virtual Governance

“There is only one global superpower these days: the public opinion
of 7 billion people. The question is how to marshal that power.”
—Simon Adholt,
founder of the Good Country Party Virtual Nation?®

Simon Adholt is another marketing expert who sees the potential of new power

and believes it can be harnessed in ways that can drive both positive and negative
changes globally. In a 2014 interview, Adholt argued public opinion has become a
force for driving change in and external to existing systems.2® When large groups of
people come together as they did in Arab Spring, there is not much that can stop
them. Science-fiction novels initially postulated the existence of a global citizen, but
until recently, the technology did not exist to make this a reality. Today, virtual nations
and digital identity are becoming fact and moving from thought experiment into viable
foundations for future forms of governance that are not dependent on a nation-state
system. More than ever, the internet is bringing us closer together, uniting millions in
cyberspace. Social media platforms host billions of users who can connect with each
other on shared interests across the world. Over four billion people were using the
internet as of 2018; 67 percent of the world has access to a mobile phone, and over
half of those are smartphone devices; and over three billion people are using social
media on their mobile devices every month.?’

Public space is no longer just a physical place, it is digital as well. This means
enhanced interconnectivity is making physical boundaries less relevant. Emergent
technologies necessary to establish digital identities are creating the basis for
the adoption of a legally recognized international identification. For the first time,
individuals could be connected to each other voluntarily, choosing their form of
governance and freeing themselves from traditional governance structures. Previously,
nations were the basis for this shared sense of community, but today people are
more likely to see themselves as global citizens than national citizens, joining together
on complex issues involving the environment or human rights.?® Following recent
economic and political challenges, there is a growing belief that online transnational
communities present viable options to replace what many perceive to be outdated,
failing, and corrupt national governance and identity models.?° As Liav Orgad noted
in his work, “By showing global responsibility, even if limited and with a weak sense
of agency, individuals are participating in activities whose scope and target audience
go beyond national boundaries. The changing public opinion thus goes hand in
hand with changes in individual actions motivated by a sense of global political
responsibilities.”3¢

Citizens have traditionally derived their identity and their legal status from where
they are born. Their state provided them with certain guarantees, benefits, and legal
protections. In exchange, each citizen may be required to provide a service or pay
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taxes to support the state. With citizenship also comes a certain amount of power.

A US citizenship will convey more rights, freedoms, and soft power than some other
citizenships might. This is because countries like the United States or the United
Kingdom also have diplomatic and military tools to protect their sovereignty and

their citizens. The powers granted to citizens also extend to their ability to travel
freely around the world. But what if power was no longer tied to traditional forms?
Jeremy Heimans and Henry Timms explore this topic in their book, New Power: How
Power Works in Our Hyperconnected World and How to Make it Work for You (2018).
While traditional forms of power are held by state actors, new power is available to
everyone; it is distributed and decentralized. Most important, it can be massed rapidly
in the digital realm by nonstate actors and used to achieve physical effects at the
state, national, and regional levels. The Ice Bucket Challenge, #MeToo, Black Lives
Matter, Facebook, AirBnB, Cambridge Analytica, Occupy Movement,and the Parkland
Students for Gun Control initiative are all recent example of new power in action.3* As
Decca Aitkenhead notes in an interview with Heimans:

“The future . .. will be won by those who can spread their ideas better,
faster, and more durably. . . . It’s really hard not to make the argument
that the forces of misinformation and extremism and nativism are in
the lead.”

He invites us to contrast the success of the new power recruitment
strategy of ISIS with the failure of the US State Department’s old

power effort to thwart it; ISIS recruits through a peer-to-peer network
of youngsters sharing seductive intimacies on social media, which the
State Department sought to defeat with a calamitously ill-judged Twitter
account bearing an image of its official seal and the instruction: ‘Think
Again, Turn Away!"%?

The key is to navigate when it is appropriate to stay with traditional power
structures and when new power tools should be employed. Governments tend to
be inexperienced at this, while the private sector and virtual nations excel. Those
entities that understand new power will have a vast advantage when working to spread
their message, building loyalty across communities and turning these groups into a
movement to force change. And that includes establishing borderless nations and a
global citizenry. Understanding these new entities and how they will play into military
operations is also crucial, especially for special operations.33
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Virtual Nations, Digital Identity, and the Implications

for Special Operations Forces

As these new actors begin to play larger roles on the world stage, it will be important
to understand their impact on military strategy and plans. Special operations teams
will be the first forces likely to encounter and be forced to deal with the effects

of virtual nations and digital identity. New technology,training, and access to the
right experts and information are crucial to the future success of SOF. Some of the
expected features of this new landscape include the following challenges:

¢ Impaired ability to conduct covert operations because of restricted
freedom of movement as digital identity and biometrics facilitate tracking
through social media, adware, digital fingerprinting, cell-phone and com-
puter usage, global transportation trackers, and open-source space and
intelligence resources.

e Compromised ability to surprise a near peer or peer competitor or to mass
forces rapidly for an operation without being detected.

¢ Increased risk of warfare on the home front with individual leaders or teams
and their families targeted through cyber or other means.

¢ Non-nation-state actors that emerge from corporations or individuals and
small groups entering conflict zones, as ease of access to new technologies
and new power grant capability to successfully compete with nation-state
modern militaries.

¢ |ncreased military use of cyber tactics, partisan forces, proxy wars, and
“new frontier” wars (i.e., conflicts in the polar regions, conflict through mis-
information, conflict in emerging zones such as space, and satellite-based
warfare and subterranean warfare).

¢ Increased use of nonkinetic combat (economic, legal, and social methods)
to cripple enemies from within.34

The way of warfare as we know it is changing permanently. But there are measures
that can be taken to remain competitive and transition to a more agile force for the
future. Tactics and methods to consider include:

¢ |ncorporate nontraditional experts into strategy, planning, and futures dis-
cussions to understand state of art and what is to come.

e Ramp up cyber foreign internal defense and build global partisan networks
with friendly hackers and makers to maintain forward posts for intelligence
and information purposes.

e Build innovation and forecasting into special operations at the team level
up through headquarters staff.
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e Consider the implementation of special teams operating under Title 60
(Title 10 and 50) authorities for extreme crises events.

e Prioritize the biggest threat areas for SOF today, and implement targeted
efforts to create teams that are empowered to move forward on radical
solutions that will reclaim the lead, and if possible gain and maintain
overmatch; this includes cyber, misinformation and psyops, targeted
countering-weapons-of-mass-destruction efforts, artificial intelligence and
autonomous systems, novel covert operations, interoperability, advanced
communications, and avatar driven operations.3®

Conclusion

While virtual nations and digital identity may become a positive for hybrid national
governance structures in the future, ignorance of the dual nature of these
developments is no excuse for dismissing them and ignoring their potential. Virtual
nations could be tremendously beneficial in reducing global conflict and granting

stateless populations the rights and benefits all humans deserve, saving lives, cutting

costs, and streamlining government administration for the better. Or they could pose

the next major threat to democracy, polarize populations, and lead to advanced forms

of conflict that will scale similar to the digital spaces they derive from and cause
massive disruption in ways previously not seen.

The digital space has quietly turned into a powerhouse, and it is hard for global
leaders to realize the threat because the powers aligning against them don’t wave a

flag, wear a uniform, or even operate according to national and international law. And

yet they exist, and they are growing stronger daily. Special operations forces will be
the first to confront these challenges because of where they sit and the operations
they execute. Policy, regulation, acquisitions, and authorities must catch up quickly,
and only by radically changing the mindset of how we view the current and future
battlespace will SOF continue to command the advantages they hold today and the
ability to operate successfully.3®
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Special Forces and Strategic Deterrence
Brad Roberts

What role, if any, do special forces play in underwriting strategic deterrence as
practiced by the United States? What role should they play? In recent decades,
most experts in the defense community would probably have answered both of
these questions with “little, if any, role,” given the close association of strategic
deterrence with nuclear weapons and of special operations forces (SOF) with the war
on terrorism. The Department of Defense’s joint operating concept for deterrence, for
example, makes no mention of a role for SOF.* Similarly, the joint publication setting
out the roles of SOF makes just a single reference to the role of SOF in helping to
“prevent and deter conflict or prevail in war” and no mention of strategic deterrence.?
Analyses of the potential contributions of SOF to strategic deterrence are few and far
between.? The major shift in national defense strategy from the war on terror to major-
power rivalry has only reinforced a widespread perception that SOF’s role is in decline.

But this answer is wrong. Special forces can, and should, play a significant role in
meeting the strategic deterrence requirements of the United States in the emerging
security environment. However, their precise role has not yet been defined, partly
because the new challenges of strategic deterrence have not yet been defined with
sufficient specificity to characterize the particular contributions of SOF. This lack of
definition exists partly because US strategy toward conflict in the gray zone—that is,
in conflict short of armed hostilities—remains underdeveloped. But a simple mental
picture of the main challenges in the emerging security environment can help add
some fidelity to the consideration of SOF roles.

This chapter begins with a review of developments in US defense strategy bearing
on the question of SOF roles and provides a short list of the key roles for SOF in
the new security environment. The chapter then turns to the problem of strategic
deterrence in this new environment. This is a problem different from the Cold War
problem. In the Cold War, strategic deterrence addressed the problem of preventing
Armageddon-like massive nuclear exchanges. In the new security environment,
strategic deterrence must address the problem of securing the interests of the
United States and its allies in conventional regional conflicts against nuclear-armed
adversaries. Next, the chapter turns to an exploration of the particular deterrence
challenges of such conflicts. It then explores the potential contributions of SOF to the
achievement of US objectives.

The Changing Place of SOF in US Defense Strategy

A casual reading of the Donald Trump administration’s strategic documents leaves
the impression that SOF will be of declining relevance in the years ahead. The
2018 National Defense Strategy (NDS) reflected the administration’s assessment
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that “inter-state strategic competition, not terrorism, is now the primary concern
in US national security.”* The reduced concern about the threat from radical
violent extremists implies a reduced role for the forces at the center of the fight
against them. The increased emphasis on interstate rivalry implies a resurgence
of general purpose and strategic forces. Thus, the 2017 National Security Strategy
(NSS) emphasizes “the growing political, economic, and military competitions we
face around the world” and a “peace through strength” strategy aimed at military
preeminence.®

A closer reading of these documents tells a different story, however. The NSS
commits the United States to retain a full-spectrum force:

The Joint Force must remain capable of deterring and defeating

the full range of threats to the United States. The Department of
Defense must develop new operational concepts and capabilities

to win without assured dominance in air, maritime, land, space, and
cyberspace domains, including against those operating below the level
of conventional military conflict. We must sustain our competence in
irregular warfare, which requires planning for a long term, rather than
an ad hoc, fight against terrorist networks and other irregular threats.®

Similarly, the NDS argues, “the reemergence of long-term strategic competition,
rapid dispersion of technologies, and new concepts of warfare and competition that
span the entire spectrum of conflict require a Joint Force structured to match this
reality.”” This leaves open a basic question: What is the necessary and appropriate
place of SOF in that structure?

Most obviously, SOF still has a central place in the fight against terrorist networks
and other irregular threats. The precise level of effort cannot be anticipated, but
excellence at this mission for the long term remains a key national priority. Less
obviously, SOF has a place in the fight against rogue states—that is, regional powers
controlled by regimes hostile to US interests, US allies, and US-backed regional
orders. Currently, North Korea and Iran are two primary examples of rogue states.
SOF has a central place in the effort to combat rogue-state ambitions for weapons of
mass destruction (WMD) through an aggressive counterproliferation effort aimed at
suppressing trade in sensitive materials, technologies, and expertise and collapsing
existing WMD and missile-development programs.

Even less obviously, SOF has a place in meeting the challenges posed by rivalry
and long-term strategic competition with Russia and China. To understand that place,
we must understand the ways in which Russia and China have prepared for regional
wars against the United States and its allies. They have prepared for conventional
wars under the shadow of risk cast by their nuclear and other strategic capabilities.
Rogue states have made similar preparations. This is the hardest new problem
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brought to us by a changing security environment and the evolution of US defense
strategy. What can SOF contribute to meeting this set of challenges?

Defining the New Challenge of Strategic Deterrence

Russia, China, and North Korea have strong motivation for a credible deterrence
posture vis-a-vis the United States. In their common assessments, the end of the Cold
War ended the counterbalancing of American power, and, since then, the United States
has been on an ideologically driven campaign to remake the world in its image and to
encircle and contain them as a prelude to attempts at regime change. Thus, for three
decades these states have been seized with the question of how “to deter and defeat
a conventionally superior nuclear-armed major power and its allies.”®

Having started on this project in the 1990s, at a time when these three countries
had little money or technology to throw at this problem, they focused first on putting
their intellectual houses in order. The result is a set of concepts, hypotheses, and
some wishful thinking about how to succeed in that effort. Think of these collections
of theories of victory in the spirits of Carl von Clausewitz and Sun Tzu. Clausewitz
defined victory as the “culminating” political point in a conflict when one state
chooses to no longer run the costs and risks of continued war. Sun Tzu defined victory
as subduing an enemy without fighting. A theory of victory in the spirit of Clausewitz
is a set of ideas about how to bring the United States and its allies to a culminating
point to accept war termination terms offered by its adversary. A theory of victory in
the spirit of Sun Tzu is a set of ideas about how to remake regional and global orders
without engaging in overt armed conflict.

Russia, China, North Korea, and Iran all have such theories to deter and defeat the
United States and its allies. Despite important differences among them in orientation,
interest, and capability, these states face a common problem and, therefore, have
come to similar strategies. Boiled down to their essence, these strategies reflect the
following core hypotheses.

e First, if war with the United States and its allies appears inevitable, or if some
local prize can be won opportunistically, an adversary can accomplish a fait ac-
compli at a reasonable cost and can prevent a decisive response by the United
States and its allies by presenting them with a credible image of a terrible cost
to be paid in the attempt.to reverse the fait accompli.

e Second, if the United States and its allies choose unreasonably to try to
reverse the fait accompli, an adversary can break weak links in these allianc-
es, thereby putting the United States in a position of having to decide to fight
alone (or nearly so) or not at all.

e Third, if the United States chooses unreasonably to fight on, an adversary can
compel it to stop short of doing grievous damage by inflicting high costs on its
power-projection forces.
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e Fourth, if the United States chooses to put the regime at risk or to significantly
punish it for aggression, an adversary can persuade it to back down by illus-
trating the vulnerability of the American homeland to attack.

e Fifth, this entire pathway can be avoided by success in the gray zone—that is,
through the use of a creative mix of hard and soft power tools to remake re-
gional security orders in a manner that breaks encirclement and entanglement
without running the costs and risks of war. If the United States and its allies
resist militarily, and consider bringing to bear their full military potential, they
must contemplate the credible counterescalation capabilities now in place to
deter and defeat them.

Underpinning Russian, Chinese, and North Korean confidence in their escalatory
threats is an assessment about asymmetries of stake and geography. In their
assessment, regional conflicts would involve important interests for the United States,
but not vital interests in the way they would be seen in Moscow, Beijing, or Pyongyang.
The asymmetry of geography follows from the fact that the United States must attack
their homelands to prevail in a regional conflict, which would lend credibility to their
threats to respond with attacks on the American homeland. They imagine the use of
force as a way to “sober” the United States to these asymmetries.

In short, these three potential US adversaries have developed strategies for nuclear
blackmail and brinksmanship and multidomain escalation in time of crisis and war that
they apparently believe would deter and, if necessary, defeat the United States. In time
of crisis and war, the United States would find itself in a multidomain, multidimensional,
and transregional conflict (to cite former chairman of the Joint Chiefs of Staff Joseph
Dunford).® In the gray zone, Russia, China, and North Korea use the cover provided
by these strategies to push up to the brink of war to try to remake political facts on
the ground. Given their increased assertiveness regionally and, in the case of Russia
and China, globally, the leaders of these three countries apparently have newfound
confidence in their ability to accept the risks of confrontation with the United States.

The task for US strategy is to strip away this confidence. The United States and its
allies must have the means to:

¢ Erode the conditions for success in the potential fait accompli, so that it looks
like an unattractive quagmire instead;

¢ Reinforce the expectation of alliance solidarity in time of escalating conflict;

e Ensure the ability of the United States to surge forces into the theater in a
timely manner, despite the contested environments and domains;

¢ Protect the American homeland from limited attack and ensure a credible
threat of nuclear retaliation;

e Render unrewarding Red (defined below) efforts to alter regional security or-
ders through gray zone tactics.
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Put differently, the United States and its allies must have the means to affect
the deterrence calculus of its potential adversaries in conventional regional conflicts
under the nuclear shadow. The Deterrence Operations Joint Operating Concept
describes this deterrence calculus as containing three primary variables:

e The adversary’s perception of the benefits of a course of action.
e The adversary’s perception of the costs of a course of action.

e The adversary’s perception of the consequences of restraint or inaction (i.e.,
the benefits and costs of not taking the course of action in question).*°

In meeting the new strategic deterrence challenge of conventional regional wars
against nuclear-armed adversaries, these three factors should be understood as
the adversary’s deterrence and escalation calculus. Adversaries must be denied the
confidence that the costs and risks of war against the United States and its allies, of
escalating and counterescalating in war, and of pressing demands in the gray zone are
acceptable, especially relative to the expected gain.

Defining SOF’s Potential Contributions

What can SOF contribute to the achievement of these objectives? Little thinking
appears to have been done on this question, not least because little thinking has
been done about the character of these new challenges or of the needed response by
the United States and its allies. New thinking is needed. For the time being, some old
thinking has come into play.

In the period between 9/11 and Russia’s annexation of Crimea in 2014, the United
States focused its military innovation on the challenges of counterterrorism and
counterinsurgency. As military planners have come back to the problem of state-to-
state conflict in an era of major-power rivalry, they have fallen back on some thinking
that began to take shape in the 1990s when a new problem took shape: rogue-state
challengers and the possibility of major theater wars with a WMD dimension.*

The 1993 Bottom Up Review of US defense strategy, conducted after the collapse
of the Soviet Union, both highlighted the new threat posed by leaders such as Saddam
Hussein armed or arming with WMD and launched the Defense Counterproliferation
Initiative to adjust deterrence strategies to this new problem. The first Quadrennial
Defense Review in 1994 defined a new planning focus: major theater wars. Rogue-
state acquisition of long-range missiles added urgency to this problem. As a matter
of national policy, the United States rejected mutual vulnerability with rogue states
and, in 1998, set out to develop a national missile defense posture sufficient for this
purpose, motivated in large part by the assessment that nuclear deterrence might
prove unreliable against a leader who fears defeat and ejection (or death) by a US-
led coalition enjoying conventional supremacy. For such an adversary, no war with the
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United States could be expected to remain limited in a meaningful way because it
would automatically involve questions of regime survival.

In the period between 9/11 and 2014, the United States did not neglect this
topic completely. The George W. Bush administration continued the focus on rogue
states and the rejection of mutual vulnerability but also added the terrorist aspect. It
emphasized “the nexus” of rogue states, terrorism, and WMD and embraced preventive
and preemptive military action as necessary complements to deterrence and defense.
Like its predecessor, it emphasized strategic cooperation with Russia and China, while
also hedging against a turn for the worse. In contrast, the Barack Obama administration
did not embrace the term “rogue state” or “the nexus.” But it set out a comprehensive
agenda for adapting and strengthening regional deterrence architectures to deal with
the threats posed by regional challengers. It too rejected mutual vulnerability with such
states while seeking cooperation with Russia and China to strengthen strategic stability.

After 2014, US defense planners began to return to the problem of major-power
rivalry and conflict. In 2015, Secretary of Defense Ash Carter called for “a new
playbook” for Russia, while also leading an effort for a “third offset” to restore
conventional deterrence of major-power rivals. Since then, the ideas from the 1990s
have enjoyed a resurgence in the defense community, including an emphasis on
deterrence by denial (with missile defense and resilience in the new domains), with
a reluctance to rely heavily on nuclear deterrence, and with the expectation that
adversary WMD employment would likely come only in a last-resort effort to prevent
regime removal. These ideas fit poorly with the new challenge.

The 2018 NDS proved helpful in shifting military thinking onto the new challenge
of strategic deterrence. The congressionally mandated bipartisan National Defense
Strategy Commission hailed the NDS as “a constructive first step” that “points the
Department of Defense and the country in the right direction.”*? But the commission
went on to deliver a sharp critique. The NDS may point us in the right direction, but “it
does not adequately explain how we should get there.” Its criticism is especially sharp
on the absence of concepts for translating deterrence objectives into meaningful
outcomes.*® To cite further:

e The NDS “leaves unanswered critical questions regarding how the United
States will meet the challenges of a more dangerous world.”

e “Although the NDS states that deterring adversaries is a key objective, there
was little consensus among DOD leaders with whom we interacted on what de-
terrence means in practice, how escalation dynamics might play out, and what
it will cost to deter effectively.”

e “DOD leaders had difficulty articulating how the US military would defeat ma-
jor-power adversaries should deterrence fail.”

e “There are numerous unmet operational challenges such as . . . deterring, and
if necessary defeating, the use of nuclear or other strategic weapons in ways
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that fall short of justifying a large-scale nuclear response.”

e “The United States . . . urgently requires new operational concepts that ex-
pand US options and constrain those of China, Russia, and other actors.”

e “Put bluntly, the US military could lose” the next state-to-state war.

e “The Department does not appear to have a plan for succeeding in gray zone
operations . . . nor does the administration as a whole.”

e “The NDS asserts that DOD will ‘expand the competitive space’ but offers
little evidence of how it will do so.”*

The NDS Commission’s assessment has a clear implication for the exploration of
SOF’s contribution to the new challenge of strategic deterrence. Assuming the NDS
Commission is correct, SOF cannot simply fit in to existing concepts, strategies, or
approaches. It cannot “plug and play.” It must help the Department of Defense, and
national leadership more broadly, chart a new SOF course. The central question is,
what can special operations core activities contribute to meeting these challenges?
For the following analysis, “Red” and “Blue” are used to put in abstract terms the
adversarial parties in these conflicts. Red refers to potential US adversaries. Blue
refers to the United States and its allies.

SOF and the Fait Accompli
What can SOF contribute to the Blue objective of eroding the conditions for success in
the potential fait accompli? Blue’s deterrence objective should be to strip away Red’s
confidence it can achieve a quick and decisive victory and avoid a quagmire that gives
Blue time to play to its strengths. To accomplish this objective, Blue must have robust
and reliable means to impose early and crippling costs on Red and to rapidly reinforce
its own forces.

SOF can contribute to both of these missions. With special reconnaissance, it
can help provide timely warning to Blue. With foreign internal defense, it can disrupt
and delay Red force flow and logistics support. With security force assistance, it can
strengthen the capacity of allies and partners to support these tasks. Additionally, we
should note the prominent role that Red (especially Russia and North Korea) attach
to the role of their SOF in accomplishing the fait accompli; this suggests an additional
preventative role for SOF direct action.

SOF and Alliance Solidarity

What can SOF contribute to the Blue objective of reinforcing Red’s expectation of Blue
solidarity in time of escalating conflict? Blue’s deterrence objective should be to strip
away Red’s confidence that its efforts to impose costs and risks on US allies and
alliances will not generate an unwelcome reply from Blue. In part, this requires steps
to address the misperceptions that those alliances are weakly linked, that allies are
weakly led, and that allied publics can be counted on to pressure governments not to
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respond forcefully to Red actions (the most important tasks necessary to accomplish
this objective are outside the military domain). This partly requires military means,
first, to reduce Red’s expected benefits from attacking US allies and alliances and,
second, to increase Red’s expected costs.

SOF can contribute to both of these tasks. To meet the fait accompli challenge,
special reconnaissance, foreign internal defense, and security-force assistance can
play significant roles.

SOF and “Surge”
What can SOF contribute to ensuring Blue’s ability to “surge” its forces in a timely
manner and despite contested environments and domains? Blue’s deterrence
objective should be to prevent attacks on US power-projection forces—as well as
other forces (allied, coalition, or United Nations) that may be brought into play—
that would compromise the military campaign they are executing. To accomplish
this objective, Blue must be able to strip away Red confidence such attacks would
cripple Blue capability to provide timely defense to US allies and result in costs
Red considers bearable. This implies the ability to defend critical infrastructure in
CONUS, supporting power projection, especially from cyberattack, to defend ports of
debarkation and embarkation and to strike critical Red nodes and other assets across
the theater and in a manner that keeps them out of operation.

SOF can contribute both defense and offense to these tasks. It can also help to
counter Red SOF operating in support of this mission.

SOF and Homeland Defense

What can SOF contribute to the protection of the US homeland from limited attack
and to ensuring a credible threat of nuclear retaliation? Blue’s deterrence objective
should be to prevent both limited strikes intended for coercive purposes through
deterrence by denial and large-scale strikes intended for decisive military and political
effect through deterrence by threat of retaliation, including nuclear. To accomplish this
objective, Blue needs effective limited homeland missile defense as well as a nuclear
deterrent that can retaliate at the major thresholds Red might perceive.

SOF’s contributions to these tasks are more limited but not nil. SOF can play an
essential role in “left of launch” defense against missile attacks (that is, preventive
and preemptive attacks) and in eroding Red confidence in its ability to command and
control its forces in time of war with the United States.

SOF and the Gray Zone

What can SOF contribute to the effort to render unrewarding Red efforts to alter
regional-security orders through gray-zone tactics? Blue’s deterrence objectives must
be modest in this context, as the gray zone is, by definition, one in which military
forces are not employed to impose costs on the enemy (therefore making threats

to employ them not credible). But deterrence is not irrelevant. Red prosecutes its

58 | DAVIS, GAC, RAGER, REINER & SNOW



interests in the gray zone in part by projecting confidence in its ability to manage the
transition into overt hostilities and, thus, Blue preparations for such a transition can
help to strip away Red confidence in safeguarding its interests if war erupts. Moreover,
Blue may calculate that military action in the gray zone is necessary and warranted
because it finds the cumulative effect of Red actions in the gray zone unacceptable.
Thus, Blue’s deterrence objective should be to strip away Red confidence that its gray
zone actions will result in gains that are not reversible. To accomplish this objective,
Blue must have the means to recover its regional position and/or to damage Red’s
regional position by other means.

SOF could make potentially numerous contributions in this realm. Special
reconnaissance, foreign internal defense, direct action, and security-force assistance
are all likely to play a role. Given the high priority Red attaches to information campaigns
in its gray zone strategy, SOF’s military information support operations may be especially
critical, particularly if they can be knit into a whole-of-government approach.

Conclusions
In the new security environment, a new problem of strategic deterrence has emerged:
conventional regional wars against nuclear-armed adversaries. The US military
response to the present environment is still taking shape. A look at theories of
victory of potential US adversaries reveals the specific new challenges of strategic
deterrence. Meanwhile, a simple picture of the needed response from the United
States and its allies reveals a broad range of potential contributions by special
operations forces. Beyond this simple picture, greater fidelity is needed to tailor the
further develop of SOF core activities to the new security environment.

The views expressed here are the personal views of the author and should not be
attributed to the laboratory or its sponsors or any other US government agency.
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Quantum Corps: Consequence and Superiority
in the Theater of Applied Imagination
Marshall M. Monroe

Introduction

There is a novel and multilevel initiative underway to unify successful real-world
innovation models in a practical pattern language that can enhance and accelerate
transformation management and performance. Merriam-Webster! defines science

as “knowledge or a system of knowledge covering general truths or operation of
general laws especially obtained and tested through the scientific method.”" Given this
definition, one might describe this new focused inquiry of innovation success models
as nothing short of the dawn of a new field of science. It is resulting in a unified
practical framework and doctrine relevant to agile problem-solving, mission planning,
product development, scientific discovery, personal performance, content creation,
strategic planning, perception management, new concept operations, systems
development, economic competitive advantage, and enterprise transformation.

All these topics are relevant to the planning, direct action, and optimal performance
of special operations forces (SOF). This emerging science is of strategic value in
high-delta environments such as the ones we face today resulting from globalism,
advanced software, and digital information systems proliferation. Within the domain
of national security, this doctrine is proving applicable in both kinetic (traditional
military) and “soft-power” or “gray-zone”" competition and conflict. Based on the
nascent study and heuristics outlined herein, recommendations include advancing
the new scientific domain in this space. Additionally, recommendations call for further
development of new practical doctrine in this field, refinement of practical tools
supporting “innovation velocity,”Y and a coherent experiential training regimen for a
new class of freedom defenders deployed in multiple theaters and contextual settings.

The investigations, original concepts, and intellectual property disclosed herein are being commercialized under the trade name
Quantum Leap Mechanics (QLMx), and this article is an excerpt from the upcoming M. Monroe book currently entitled Making
Magic.

i The steps of the scientific method are question, hypothesis, experiment, observation, analysis, and conclusion.

iii  Cambridge Dictionary defines soft power as “the use of a country’s cultural and economic influence to persuade other countries
to do something, rather than the use of military power.” Joseph Nye of Harvard University first coined the term in Bound to Lead:
The Changing Nature of American Power (1990). https://dictionary.cambridge.org/dictionary/english/soft-power.

iv. The Cambridge Dictionary defines the gray zone as “activities by a state that are harmful to another state and are sometimes
considered to be acts of war, but are not legally acts of war.” https://dictionary.cambridge.org/dictioinary/english/gray-zone.

v Innovation velocity is a widely accepted term in the business world and refers to the speed and direction of growth that an
innovation creates.
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We recommend creating a Quantum Corps, a new special force with specialized
training for unconventional situational response and planning."

Background

The practice of conceiving new ideas and bringing them to fruition has a unique
history. As a phenomenon, it has happened since recorded or known human
existence, whether in the marshaling of fire as a heat source, in the forging and
furnace of new types of tools (wrought from stone, iron, bronze, and titanium, or the
semiconductor), or in the construction of great works, like the pyramids in Egypt and
Central America, the Notre Dame cathedral in Paris, or the Burj Khalifa in Dubai.
Defined in a realistic way, “applied imagination” includes a vast sweep of endeavor
and consequence. From winning strategies for catching prey in the interest of survival,
calculated war strikes, and in the growing of crops to social structures, political
models of governance, great works of fine art, the discovery of the double helix, and
the silly commercial success of the Pet Rock,"! “applied imagination” touches all
areas of academia yet has not been declared a subject in itself. Today, the topic has
been confined conceptually as a reference to dot-com-type digital-software-enabled
start-up companies, but we endeavor to maintain the wider view. We reflect on how the
9/11 Commission labeled the terrorist attacks of September 11, 2001 a “failure of
imagination”—leaders did not understand “the gravity of the threat.”?

Upon simple observation, we can see the practice of applied imagination largely
precedes any attempt to understand what it is that is actually going on, or any inquiry
of how to get better at the practice of it. It is a fascinating phenomenon because
it generally results in something new that never existed before. It is about not only
“design thinking” but also conceptual breakthroughs that can take a multitude of
forms—thus, it is a superset of “design.” As a practice, applied imagination has
left us countless expressions of itself at work, yet its ubiquity means it escapes our
focused attention. We can begin to think of it like atmosphere, sunlight, procreation,
consciousness, electrons orbiting a nucleus, or gravity. At once common and every
day—ubiquitous—yet deeply miraculous if observed and studied at a deeper level.

The Invention of Creativity

In the mid-twentieth century, the topic of applied imagination, or innovation, or what
has also been called “industrial problem-solving,” took a significant leap forward
with a set of observations and inquiries."i" Since then, a dynamic, scattered, and
fragmented set of studies of the topic have taken shape.?® Beginning with the
landmark work of George Prince and William Gordon and their concept of “Synectics”

vi We expand on this concept in the Recommendations section.

vii - The Pet Rock was a collectible toy made in 1975. It was marketed like live pets in a cardboard box equipped with straw and
breathing holes.

viii We include a curated reading list in the bibliography. It offers a cross section of publications on the applied imagination or
innovation topic.
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in the 1950s, many authors and subject-matter experts have taken their pass at
defining “creativity” and how to at least consider, if not master, it.* These inquiries
exist in a broad cross section of fields of endeavor, in many cases focusing only on
generating new ideas—some in the arts, some in the practice of writing, some in
“start-up incubators,” some in business schools, and some in engineering or science
discovery. Sometimes the topic is treated on a small scale, as in the arranging of
flowers, a new software service, or in works of literature or personal self-discovery.
Other times it is large in scale, as in political history, industrial strategic planning,

or mass social movements. Sometimes the domain is intensely technical, as in the
SR-71 aircraft™; other times it is more artistic or procedural. Each is of interest, but
the most fascinating aspect of these studies is that none of them share a meaningful
cross-reference or set of unifying and adaptive articulated themes.

Amid this backdrop, we began an effort in the 1980s to explore this topic, seeking
to identify resonant themes that could begin to converge into a unifying framework. An
analogy to this effort was the study of the physical laws of gravity, which began with
a ubiquitous physical phenomenon, and, then, through structured observation and
evaluation—such as documenting the motion of the planets—a set of equations could
be derived to profile a new physical law.

High-Delta Environments

Over thousands of years of human history, the phenomenon of applied imagination
can be seen at work in myriad domains. Because of the physical, molecular nature

of the construction of new worlds, and in the physical or “oral tradition” forms

of information distribution, the context for the actions could be described as a
punctuated equilibrium. A seismic type of new concept like the Archimedes’ screw*—
or the printing press, or concrete, or live theater, or the flying buttress—would alter or
impact a domain and would remain as a novel concept of operations for many years, if
not decades or even centuries. But today, something new is happening. In the context
of digital networks and information systems, ideas propagate faster. They come to
fruition, especially in the case of software applications, at higher speed, condensing
development times. Additionally, as the new concepts are absorbed and propagated,
they are copied or built upon more quickly, resulting in a more fluid “theater” of
operations for the innovator.

One way to illustrate this basic phenomenon is shown in the two diagrams in
Figure 1, where “Q” represents quantum-type improvements and “t” is time. On the
left we see what punctuated equilibrium looks like—with long periods of relative
stasis in a domain, then specific, quantum-type improvements, followed by relatively

ix  The CIA developed the secret A-12 OXCART in 1965. The SR-71 Blackbird was the Air Force’s two-seat follow-on version. The
OXCART program’s innovations (there’s that word again) both produced the two fastest, highest-flying, piloted jet aircraft and
pioneered stealth technology.

x  The Archimedes’ screw is a helical surface wound around a cylindrical shaft (i.e., a screw) fitted inside a hollow pipe or trough.
The unit is set up at an angle to the water. Turning the shaft raises the water up the helical structure to the top end.
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long periods of relative stasis. An example of this might be in the travel domain,

with the sequence being first walking barefoot, then walking in shoes, then riding a
domesticated horse, then riding in a carriage, then in a car, in a plane, in a jet, and
so on. On the right we see something more akin to the innovator’s environment today,
where new ideas are appearing more frequently, and the “half-life” of novelty, and

any subsequent competitive advantage generated thereby, is much, much shorter.
Examples of this might be the graphics processing unit (GPU), machine-learning
algorithms, or multirotor drones, where improvements keep coming and seemingly
not a week goes by that another innovation does not improve the performance,
opportunity, and threat implications of these devices.

Punctuated Equilibrium

Q Q Fluid Iteration

Figure 1. Punctuated equilibrium vs. fluid iteration, where Q represents quantum-type improvements and t is time.

We identified the modern high-delta environment context three decades ago, which
formed the motivation to investigate this topic and build practical frameworks to help
navigate the current and near-horizon world.

The Emerging Framework—Quantum Leap Mechanics (QLMx)

After three and a half decades of study as a practitioner in this innovation field,
including consideration given to existing thought and resources on the broad topic,

we have identified that the nature of optimal conceptual progress is best described

as a pattern language. This means a number of concurrent critical “factors” are in
play and at work as new concepts are formed, refined, developed, and deployed. This
observation has come from an intentional investigation at the professional practitioner
level in a multitude of application areas, including:

¢ Private-Sector Entertainment Content and Product Development
e Commercial Industry Resorts and Theme Parks (Innovation at Municipal Scale)
¢ National Security Intelligence Tradecraft

e Regional Economic Development—Generating multiple billions of dollars in
public-sector impact
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¢ |Industry Transformation—Agriculture Technology Systems
¢ Nonprofit Advancement, Operations, and Communications
¢ cRetail and Mobile Application Development

e |llusioneering

e Venture Capital Investing—Start-up Acceleration

¢ Real Estate Development

Special Operations Strategic Planning across Multiple Domains

At the highest level, the concept of innovation can be compared to how an electron
orbits a nucleus in an atom, as shown in Figure 3. The electrons seem—for reasons
not entirely understood—to prefer certain levels (n) of sustainable motion pattern,

or orbitals. Upon the injection of sufficient energy (E) an electron can be moved up in
energy level, but this transition generally happens in an all-or-nothing shift. Similarly,
when an electron drops in energy level, it moves to a lower orbital and a unit of energy
is released in the form of light, or electromagnetic energy (hv; where h is Planck’s
constant and v is the frequency of the electromagnetic radiation). This is the origin of
the concept of “quantum” transition.

Figure 3. lllustration of electron orbitals around the nucleus of an atom.
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Because of the symbolic value of this pattern found in nature, and because it is
consistent with the nature of consequential innovation for purposes of this study, the
quantum-physics model became a foundational element of our present investigation.

In the process of observing and working across these domains, and within this
notion of Quantum Leap Mechanics, the resuting framework is communicated visually
in Figure 4.

Figure 4. Mandala of Quantum Leap Mechanics framework.

This diagram, or mandala, represents the simultaneous workings of seven different
core-quality patterns that together constitute what we have dubbed the Quantum Leap
Mechanics model for innovation velocity. These concurrent core-quality patterns are
given basic, familiar names, with each representing broad and deep compartments of
endeavor. The core orbitals are summarized as follows:

SketchPad, S, (circle)
e |deation; including Beginner's Mind and Scribbles; Blue Sky, Concept Formation

¢ Includes Aesthetics, Multi-Modal Communication and Visualization—Design
and Style

¢ Includes Tools for Seeing Problems in New Ways—Brainstorming, Art of the
Possible

¢ Persona for this is an enthusiastic child, Charles Eames,” crayons to the
paper’s edge

TextBook, T, (“Diamond” tip)
¢ Science, Technology, Natural Laws, Mathematics—Height of Abstraction

xi  Charles Eames (1907-1978) was an American designer, architect, and filmmaker.
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¢ Can’t fake this, requires education—Calculus, FFTs, " Dif. EQs," Physics
e Enables leaps in performance, transcending intuition; Experimentation Rigor

e Persona for this is J. Robert Oppenheimer, Albert Einstein, or Richard Feynman

Balance Sheet, B (little square in bigger square)
¢ Business, Profit Motive, Accounting, Law, Regulatory Context, Tax, Capital Formation

e Various models for reward, Risk Management, Project Delivery, Human
Resource Management

® Persona for this is Warren Buffett, Michael Boskin, or Jim Cramer

WorkBench, W, (rectangle)
¢ Prototyping, Tools, Testing, Crafts, Shop Space, Garage, and Scale Fluency

¢ Includes Fabrication Skills—Code, Shop, Machines, Materials, Attitude, Work Ethic
¢ Think of a construction foreperson or general contractor—a good one

e Persona for this Leslie Groves, director of the Manhattan Project

MarketPlace/COTS," M, (“line” /extended rectangle)
e Available Components, Expertise, Products, Services—Supply Chain

e Search Engines, Machine-Learning (ML) Tools, Trade Shows, Worldliness, Image
and Video Libraries
e New Tools for Search and Reference Cataloging, Prior Art, Competitors

e Persona for this is Lily Tomlin as the switchboard operator Ernestine,™ Connectors

PlayBill—“ART”, P, (ring)
e Myth, Mystery, Primal Urges, Biological Drives, Emotion, Intuition, Subconscious

e Fear, Love, Addiction, Obsession, Desire, Lust, Tragedy, Greed, Glory
e Gender Affordances, Attractions, Life, Birth, Death, Procreation, Generational Lines
e Symbolic and Archetypal Elements—Hero, Mentor, Guardian, Villain, Siren, Muse

e Persona for this is Rafiki in Lion King, Yoda, and William Shakespeare

xii - FFT is an acronym for fast Fourier transform, an efficient algorithm used widely in engineering, music, and science for
signal processing.

xiii  Dif. EQs stands for differential equations. This is a mathematical equation that relates one of more functions and their
derivatives. The function typically represents physical quantities, the derivatives are the rate of change, and the differential
equation defines the relationship between the two. Applications include modeling cancer growth, the transfer of electricity, and
modeling investment returns.

Xiv i.e., commercial off-the-shelf.

xv A recurring character on the television show Rowan & Martin’s Laugh-In (1967-1973).
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GoodlLife, G, (triangle)
e Values, Ethics, Trust, Community, Morality, the “Soul” of Motives

e The Inherently Social Aspects of Change and Transformation

e The benefits and risks of peer pressure, purpose, conformity

e Faith (rapidly becoming an undiscussable topic), Deep Significance, Spirit
e Critical Factor for High and Ultimate Risk Environments (Pilgrims)

e Persona for this is Stephen Covey, Billy Graham, Mother Teresa

Beyond the individual core-orbital qualities outlined above, the key is to train
conceptual thinkers to shift among these various mindsets and consider any idea or
initiative with each in mind. A key framework for this understanding is the “Monroe
Muscle Theory of Mind,” where multiple cognitive modalities work in concert with one
another—and often in opposition to one another—to effect functional results. One
will quickly notice that in our consciousness, these modalities do not appreciate, or
even care to acknowledge, one another. Over time, and with structured training, the
skills develop to enable quick and agile changes in perspective, for rapid triage and
refinement of concepts. An omni-lateral awareness develops and serves the process.
This framework also informs team design.

A Preliminary Mathematical Framework
The exploration of this topic begins with understanding the roles of time and “degrees
of novelty,” which form the basis for measurement and prediction. In this model, the
basic form of a parabola is used to approximate the energy profile of an innovation
initiative, as illustrated in Figure 5. As defined in Figure 1, “Q” represents quantum-
type improvements, and “t” is time. This premise of a parabola is taken as a broad
approximation only and is used to assist in the development of a model framework
for early evaluation. In this approach, the time duration (t) of an innovative project
is taken as “R” which, in the diagram, is P, for the slower, longer type of project and
P, for an accelerated, high-speed implementation. The latter is a desired relative
outcome of this project, with innovation delivered at a sustained high quality, but in a
shorter amount of time.

The formula portrayed in the figure is the vertex form of a parabolic equation, where
Q is the peak of the parabola, P/2 is the midpoint of the parabola, -Q/(P/2) is the
vertex of the downward facing parabola, and -Q/(P/2)? is the factor, KQ, that determines
the width of the parabola, identified as the “Kink.” The “x” in the formula is really “t,”
time. By further extension, the equation for calculating the concurrent investment, |, and
resultant value derived by a full-spectrum innovation project would be:

68 | DAVIS, GAC, RAGER, REINER & SNOW



Figure 5. A normalized, parametric view of the journey from initiation to fruition in creative projects.

On first exposure, this type of mathematical treatment of a largely amorphous
phenomenon, like “degrees of novelty,” seems somewhat far-fetched. Yet when we
compare it to the early concepts of measuring and deriving universal constants
related to the force of gravity, it becomes less crazy. The key lies in the establishment
of measures and units thereof. Furthermore, we begin to see that if we do grow this
model and approach, we may find that new software-enabled tools may begin to take
shape that can help us with this process.
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An Innovation and Quantum Leap Archetype

Figure 6 represents a summary framework for discussing new concepts, their
formation (the Vision), and the Journey to Fruition. This framework emphasizes
representing all the elements of an instance of successfully expressed applied
imagination. In this case, a sphere represents the preexisting reality, and a reticle and
related new, if not focused, sphere identifies the new reality. The colors of the steps
represent not only the need for a managed temporal sequence to fruition but also the
concurrent core-quality factors that should be managed along the way. Importantly,
this discourse is intentionally limited to the practice of applied imagination toward a
beneficial or preferred outcome and does not give full consideration to raw “creativity,”
which can include random ideas with no intention or goal of fruition.

Figure 6. The Vision and Journey to Fruition.

The Narrative Crosscut—Story Matters

Simultaneous with the structured core-qualities framework is the novel insight that
conceptual leaps are best mapped and planned with a storytelling approach and
toolset.

The core of this insight comes from observation about what tools and processes
have resulted in the greatest “leaps” of human conceptual thought. One way to
envision this is the Hero’s Journey Spiral, illustrated in Figure 7. We adapted it from
the classic hero’s journey, a common narrative taught in writing classes. The latter
involves the hero enbarking on a journey—leaving the familiar world behind, learning
a lesson, applying the lesson to win a victory, and returning home a tranformed
person. In the Hero’s Journey Spiral, the hero “spirals around” thinking, then comes
up with an idea that begins to take him out of the spiral, past the familiar or status
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quo threshhold—indicated with the
dashed line—onto an innovation
journey, resulting in a breakthrough—
the star in Figure 7. The hero comes
back and contemplates again.

Let us journey back in this inquiry
to the ancient Greeks and their
invention of the concept of drama as
a tool and process for inquiry and
collaborative thought. The Greeks not
only engaged language and discourse
but also pioneered a new, deeper
application of stage and proscenium

(forestage) for the purpose of examining

the relational and associative elements

The Hero's Journey Spiral
-M. Monroe

of the human condition and the nature of existence. We can look to the landscapes
of Greece and Rome to see how significant this concept became to their society. The
amphitheater pictured in Figure 8 outside Florence, Italy is a great example.

Figure 8. Photo of amphitheater outside Florence, Italy.

Theater helped initiate massive leaps forward in concepts of democracy, social
order, rule of law, property rights, and a civic logic. Story and story arts, therefore,
formed a key component of the engine and thrust of Western values and successes.
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As such, this modality of examination and conceptual exploration has come to the
center of the Quantum Leap Mechanics model. We see there are two broad categories
of theater:

e Recreational, Kinetic, Acrobatic, and Visually Mesmerizing Theater
- Emphasis on Presentational Delight, Daring, and Physical Agility
¢ Deeper, Relational, and Associative Conceptual Theater/Drama/Opera
- Consisting of narratives that reflect more profound subjects and themes

- These deeper models can achieve a transformation of consciousness

Story, Drama, Theater, and History

From a historical perspective, storytelling has been a survival factor all the way back
to the cave paintings. We capture the ancient Greeks and Romans as advancing the
concepts of theater, then we see Shakespeare and his stunning aptitude for language
and conveyance in the form of a five-act play. Into the modern age, we see Walt Disney
discovering the new art of animation, along with television and film; he took story

into a new dimension with the invention of the theme park. Finally, today, computer
graphics enable an entirely new engagement with story, and we engage these
technologies in the Quantum Leap Mechanics toolkit, including in the QLMx Scenario
Centers and in the Quantum Hologram Workstation (QHW) Development.

Courting the Muse

This framework does not prescribe a thought process or a specific sequence of events
that will lead to great ideas and fruition because the specifics of process vary greatly
by application and circumstances. Consequently, the QLMx framework provides a way
to dislodge an individual’s or a team'’s thinking from a rut and shift it to a new angle,
with core qualities like facets of a finely crafted diamond. It is an audit of sorts, but
an audit with process implications.

As such, the system outlined in this chapter is conveyed and communicated in
various “vehicles,” depending on the audience age, culture, and sophistication. For
young people, the prevailing metaphor is a space shuttle-type rocket ship, with the
liquid and solid rocket boosters being analogous to skKills, reference research, and
discipline. Distant stars and the orbiter are analogous to dreams and new ideas. For
adult professionals, the model can be shared using a diamond analogy, with facets
and precision analogous to the core-qualities refinement model, with implications of
creating an object or result of enduring value. In some cases, the topic can remain
more abstract and theoretical, but only when the audience is prepared for such an
approach. In all cases, the premise is the transition from an existing, or “normal,”
state to a more preferable elevated, or “energized,” state.

72 | DAVIS, GAC, RAGER, REINER & SNOW



Application Dimensions

The Quantum Leap Mechanics framework is applicable at multiple levels. Each
of these operational dimensions contributes to overall innovation and fruition
performance.

Talent and Team Elements

Everyone has the capacity to use their imagination. It is the harnessing of this ability
through literacy and skills development that this fundamental ability is leveraged. While
some people can be trained for excellence in all areas of the orbital-quality matrix, it is
often better to build a small team that together covers all the bases of need. This is

a result of the cognitive and personal uniqueness of human personalities and types,
which may or may not include personal life experience and context.

Facility and Tools

This new doctrine has strong implications for what kind of environment and tools are
optimal for accelerated, high-velocity innovation. Innovation and quantum activities
are messy. They also do not lend themselves to hipster interior environments and

a constant spotlight of evaluation. Picture a garage. A garage of someone who

likes to make stuff and try things. Now add advanced manufacturing, an art atelier
for concepts, a television soundstage, and a feature-film-grade animation and
postproduction suite. This mix of venues is not typically colocated. But this is a
concept kitchen. Talent and tools must be quantum and omni-lateral. One process
map is shown below in Figure 9.

Tremor Collection Scenario Action Fruition
Options
Ideation

Figure 9. Process Framework: From project initiation to fruition (M. Monroe).

As we study this topic in concept, we are also building specialized tools designed
specifically to use the frameworks and increase the velocity of innovation in
individuals, teams, enterprises, and metaorganizations. One such tool is MIXONIUM,
a content-management platform that allows for the rapid mash-up of disparate file
types into a URL post that can be easily tagged, enriched, and shared. Another tool
is VibeWyre, which allows one to follow social media sources easily under a channel
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topic. This allows for a near real-time monitoring of ideas and insights in a particular
field or on a particular topic.

Organizational Scale

Individual /Personal—Q-Self

This technology and related systems lend themselves to personal assessment and
increased performance. The idea is to explore and optimize the “Quantum Self”

by taking individual capability to the next level, using the quantum orbitals as a
framework for assessment and reflection. We are building a personal development
program at the Magic Canyon Institute that identifies strengths, weaknesses,

and growth opportunities for civilian and military personnel at all levels. A key
management factor is realizing that every individual that touches an innovative effort
has power to substantially enhance, or hinder, optimal outcomes. The core objective is
actionable literacy.

Small Team—Q-Cell(s)

At this scale, the system is ideally suited for training and enhancement of existing
SOF. Not only could the system improve existing specialty teams, but there could
be a regimen assembled for the creation of an entirely new SOF team—tentatively
dubbed “Q-Cell’—that is specifically selected and trained in this quantum type of
problem-solving.

Enterprise—The Quantum Horizon Laboratory

In situations where an enterprise has an interest for a purpose-built organizational
element in the service of quantum innovation, we have developed the Quantum
Horizon Laboratory concept, which includes conceptual, rapid prototyping, field survey,
intellectual property (IP), and management elements. This approach is not classical
“R&D” but rather applied development, or “research and deployment,” with a constant
tether to operational elements of the overall enterprise mission. This allows for
disruptive concepts as well as ongoing support for existing operations.

Intra-Enterprise—Quantum Latency Council

At the large scale, we envision a system like the quantum-horizon concept to be
taken to an even higher level at the Department of Defense (DOD) or Department of
Energy (DOE) level, or even the intelligence community (IC) level, wherein innovation
is fostered across enterprises via an information-technology empowered advisory
hub. This could be an extension of the existing strategic latency concept, leveraging
existing efforts and reinvigorating some older advisory concepts that have lost
relevance in the highly dynamic environments faced today by special operators.
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Heuristics—Blue Sky and Reduction to Practice

One key finding about applied creativity is that when high levels of performance are
required, the best path to improvement is actual practice and kinesthetic involvement.
An analogy is that one might read for years about playing the violin, but upon picking
up an instrument, the sound would be less than worthy of Carnegie Hall. Applied
imagination is a muscle-memory and tools domain.

Yes, we do believe that lightning can strike—an idea can pop to a random person
and they capture it—but the QLMXx process is about fostering literacy and capacity
from ideation through fruition, which requires more rigor and preparation, and can
increase the probability of seismic success. As such, training and certifications in this
field must involve actual problem-solving or creative practice.

An additional element of heuristics is that we firmly believe the model of a new
science should be tested against reality and evaluated against actual successes and
failures. Hence, we study many case histories through a growing program of Quantum
Walkabout guided tours, to see and consider innovations in their environments—
as in Walt Disney World, inside laboratories, and in private-sector environments.

This includes bloopers—Ilike the steel ball shattering a Tesla truck window (which
Elon Musk attributed to damage of the window before the test) during a live
demonstration.®

One internal descriptive term for this audit approach is “omni-lateral” thinking and
orientation. This framework is not just an area of focus during ideation. It is critical to
maintain this “worldview” through production and implementation. Hence the strong
emphasis on real-world engagement.

Science Fiction—Quantum Corps—
A Glimpse to the Forward Operating Environment
Imagine that we find ourselves in something we might call the Info Stone Age. As
transformational as digital tools have been in the twenty-first century, we are only
at the beginning of what they can imply for the publishing, sharing, and access
to capability and ideas. A simple example would be the area of learning music.
The access to video as a communication tool has transformed the art form and
democratized who has access to “inside-baseball” information about the theory,
practice, and production of world-class music recordings. Kids the world over can find
out how to make great electric guitar distortion sounds, how to mic a classical guitar,
and how to stack vocals—techniques reserved for the inner sanctums of recording
studios just a few years ago. Digital access has altered the landscape of competition
globally, expanding the field of competent practitioners, and reducing the advantage
of incumbant experts. This trajectory is at once exciting and vexing for those using
innovation as a platform for advantage.

Now imagine that the Special Operations Command leadership embraces the
sweeping change being brought on by digital technologies and information systems,
and the result is a new kind of specialized tiger team. In order to achieve and sustain
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innovation superiority, the team would be trained in the optimal applied imagination
platforms, with skills identified and honed with continuous training, on the order of
how current teams are trained for marksmanship, communication, or intelligence,
surveillance, and reconnaissance (ISR). There would be drills. Lots of drills. Quantum
innovation is like marksmanship or flying an aircraft. It is best done through routine
practice and updating certifications. One can envision a quantum corps dedicated

to rapid and agile innovation, scanning the globe for new concepts, integrating them
into larger systems deployments, crafting agile first-article deliverables, and traveling
to theaters of operation as needed. This corps would have a patch, a regimen, and a
coach—or set of coaches—in the same manner that special operations teams have
strength and cognitive performance coaches.

As part of this new capability initiative, it is important to continually revisit the
notion that the focus of a Quantum Leap Mechanics innovation velocity effort is the
creation of utterly new systems and solutions. This is a shift from drilling on known
exercises with predicted outcomes. The outcomes in this case are new things, new
concepts, and new ways of succeeding or meeting mission requirements. It is like a
form of magic—bringing into existence something that has not existed before.

In Figure 10, a team coordinates to bring a fictitious “rabbit out of a hat,” using a
new practice or a new coalition of skills. In the future, this may be an endeavor in the
traditional kinetic area of combat or operations, but it may also be in the realms of
soft power, in an emerging world of ubiquitous ISR, or in a real world we have yet to
discover and inhabit.

Figure 10. Making Magic: A fictitious collaborative endeavor to pull a rabbit out of a hat (M. Monroe).
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Recommendations

Q-Cells, New SOF Corps

There needs to be an aggressive effort to take the existing Quantum Leap Mechanics
framework and translate it into a curriculum that special operations personnel and
policy leadership can use in confronting nonstandard national security challenges.
This type of program could spawn utterly new concepts, and it could be activated to
help solve new and emerging operational needs for the SOF and the Joint Special
Operations Command (JSOC). Like air, ground, and cyber superiority, there needs

to be a new priority placed on “conceptual agility superiority” in the US national
security enterprise. In its most actualized form, this could be the genesis for a new
special force, operationally named the Quantum Corps, with specialized training for
unconventional situational response and planning. The prototype for this could be a
heightened, elevated, and expanded JSOCx.

Q-Cells Training Camp, Facility, and Program

We believe there should be a physical center and virtual collaboration toolkit to aid in
the operation of a training and concept-development regimen. Prototypes of this type
of experiential, location-based programming have been tested at the Magic Canyon
Institute, Ranch, and Wildlife Park in northern New Mexico, and the proprietary digital
content management system MIXONIUM has been implemented as a key element of
creative collaboration operations. Programs can range from low-intensity workshops
to extreme and intense boot-camp-type immersion, including tangible adversity. We
also suggest exploring a location-based facility and program in or near the Walt
Disney World area of central Florida, because of the unprecedented concentration of
innovative constructs and designs within that roughly 20-mile radius region. One key
reason for the location-based approach in this digitally connected age is that true
literacy and skill in this domain requires dialogue and self-confrontation at a level that
warrants close human contact for support, instruction, and adaptation of principles to
specific operational requirements. The young generation of today that is buffeted by
countless false and subversive messages, and credentialed authenticity will be a pillar
of success for any program like this.

Quantum Council

We believe while various advisory boards and commissions in the national security
system for advising on science-and-technology (S&T) areas already exist, there
should be a new board—perhaps as a replacement for the DOD Jason program—that
is based on these agile innovation principles. This structure is sourced from the
rapidly moving private sector, and as globalization and digital networks continue to
advance, the “velocity” of innovation in the US government will need to keep pace.
This framework and the organizational implications could assist in this area. As an
example, we believe an effective approach would be to take the SOCOM strategic
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latency initiative and expand it with resources and a talent network to fit this goal.
There should be a specialized university partner construct.

New Digital Tools—Augmented Innovation

As a new and unified field theory of applied imagination and innovation velocity
continues to take shape, we can actively develop tools to improve the process of
formulating ideas and concepts, for bringing them to life and fruition. The emerging
QLMx framework provides a superstructure for tools advancement and at least partial
automation. At Marshall Monroe MAGIC, this vision is taking shape across a number
of technology platforms. These include the incubation of MIXONIUM Ultra Media, a
patented technology for curating and passing packets of rich media that transcends
file types and represents a new communication form. It is a format ready-made for
code automation via artificial intelligence, machine learning, and spatial computing.
These efforts include a comprehensive look at telematics, and how augmented,
mixed, and virtual reality can be used not only to play games or reproduce the existing
world but also to play with ideas—to augment the practice of innovation itself. This
work also includes the invention of a new type of collaborative scenario studio—
leveraging digital tools and rich natural environments to create an optimal setting and
“space” for the birthing and deployment of new ideas. We will continue to advance the
concepts, with implications for partners and allies as the demand for transformation
and the “need for speed” of concept development increases.

Freedom to Innovate

As the pressure from aggressive authoritarian dictatorships and communism
continues to be felt across the globe and right in our pockets on every smartphone,
we believe this topic might be an important vehicle for raising awareness and valuing
the concepts of Western free enterprise and democracy—including the right to the
pursuit of happiness and of reimagining one’s station in life, rather than a hollow
promise of guaranteed equal outcomes as prescribed by the state. As such, one
engagement option would be to open an applied creativity workshop or “boot camp”
for young and old who wish to engage with this profound topic. This could be an
expanded “makers fair’—type venue, or something with a more artistic focus, akin to
a writer’s workshop or music camp. This type of youth and family programming has
also been tested at the Magic Canyon Institute, Ranch, and Wildlife Park. One extreme
example of this notion would be to connect an effort like this with the original vision
for EPCOT—the Experimental Prototype Community of Tomorrow—in Walt Disney
World. This is a matter of national competitiveness at a consequential scale.

Conclusion

As a student of new ideas and their pathways to fruition, | am honored and consider
it a privilege to contribute to a volume like the Strategic Latency Unleashed. Unlike
extraction industries, which consume resources and may be at best “renewable”
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or “sustainable,” applied imagination is “exponentiable,” in that with each new
advancement, more becomes possible, and the raw material of capability and capacity
is not reduced or preserved, but, rather, increases.

Looking ahead with a “2020 Vision” and beyond, we anticipate the current conditions
of a high-delta national security environment will continue, as artificial intelligence,
machine learning, global soft-power networks, robots, automated/UAS vehicles,
metamaterials, big data, mixed-reality systems, spatial computing, digital devices, and
virtual worlds continue to evolve. Consequently, a new science directly applicable to
navigating and leveraging new contexts could, and should, be explored further.

Appendix: QLMx Innovation Literacy and Articles Compendium
Component-detail articles by M. Monroe illuminate additional factors and practical
models for an optimal applied creative process. These insights and approaches are
original and based on empirical observation and testing. They include the following:

1. Orders of Innovation: Check Your Passport—Q.CON 0-1-2-3*i
2. The Oak and the Acorn—Legacy v. Novelty in Managing Innovation Strategy
Concepts of Routine, Habit, Confirmation Bias, and Hidden Algorithm
3. “Heat Vision”—Soft Focus, Nonverbal Communication, and Equestrian Arts
4. Epic Creativity Stories: Glory (Disneyland) and Bloopers (Kodak, Sears)
5. Virus/Host—a Procreation Model for Spawning, Identity, and Ownership
6. How to Brainstorm and Make Meetings Not Suck
7. The History of Creativity: A Humbling View—World Events, USG S&T, VC, USPTO
8. State-Sponsored, Weaponized Innovation—PRC, EU, S. Korea, Airbus
9. Resiliency, Determination, Obstacles and the Quicksilver Quotient
10. Rendering and Movie Poster—The End-State Nirvana Image
11. The Nirvana Scenario—Dream for Ultimate Success and Work Backwards
12. Holodex, MxR.HIVE—Inventory of Industry, Markets, Situation Awareness
13. Blue Sky Project Management—The QLMx Method
14. The Omni-Lateral Team—Casting and Assessing Small Groups for Creative Agility
15. Explaining the Dream—Walt and the Wonderful World of Disney (Disneyland)
16. Reality Radar—Deep Dive Assumption Assessment and Inventory
Patterns of life, habits, sacred-cow tipping
17. Media Mindfulness—The Potential and Perils of Infinite Digital Content
Black box algorithms, plausible deniability, and platform bias
The Power and Risks of Weaponized Peer Pressure, Propaganda, IW
18. Creative Dark Matters—How to Poison the Well and Reduce Creative Output

xvi This is a work mode for the program analogous to the DEFCON status system, with numeric designations indicating “CONditions”
for readiness and response. In this case, Q.CON represents the quantum conditions of a situation. For example, Q.CON-0:

Stasis and Precision Desired—No Need for Innovation (typical military/franchise operations—execution priority); Q.CON-1:
Orderly, Incremental Improvement Desired (product development, design, or iteration—oak innovation); Q.CON-2: Need for Mild
Structural Realignment; Adjacent Ideas (venture pivot, core capacity intact, management disruption); Q.CON-3: Radical and

Revolutionary Ideas Required or Desired—Acorn (seismic shift, values, and survival fear awakened, threatened).
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Anti-creative infections and sabotage strategies; clutter and distraction
19. Phases of Quantum Transformation
Phases of Vision—background scan, prior art inventory, ideation, scenarios
Phases of the Fruition Journey—rapid prototype, mobilize, test, repair, deploy
20. Divine Intervention—Why Western Cultures Innovate and Discover More
21. Consumer v. Innovator—Transcending Imitation and Conformity with Integrity
22. Teatro Magico—Drama, Story, and Concept Development
The scenario video; role playing; living laboratories
New applications of 3D real-time cgi systems—AR/XR/MxR
23. Monroe Muscle Theory of Mind
Isometric cognitive modalities, fluency and agility; the human figure
24. Boot Camp, Fitness, and the Anatomy of Optimal Creativity
Exercise, health, dopamine, fatigue, and stimulation
25. Fuel Mixture, Vectored Thrust—Role of the Producer and Production Assistant
A New View on “Management” and Administration
26. Linguistics—Words Matter
Selective use of words, in a plural world
27. Ownership Topology—Managing the Invisible Physics of Attribution
Virus, host, and the biological strategies for offspring
28. The Diamond Mine—Exercises for Lateral Leap Literacy Aptitude
Including case studies and related rich media
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Russia’s Special Purpose Forces: A Strategic Weapon
Major Jonathan N. Fagins, Michael Nacht, and Glenn Chafetz

Introduction
When Russian president Vladimir Putin authorized military intervention in Syria
in 2015, the international community turned its attention to Russia’s use of
unconventional forces, most notably Spetsnaz. Western states, however, remain
unsure about what Spetsnaz is, what it does, and how it fits in among other
Russian “unconventional” (or “hybrid”/“special”) forces. The confusion stems
from nomenclature, the breadth and variety of Spetsnaz itself, and the fact that
the Russian government has used a variety of different institutions and methods to
achieve its goals in Syria, Ukraine, and elsewhere.'

This chapter argues primarily that Putin uses the full range of these institutions
and methods to achieve his two highest strategic priorities without having to
resort to full-scale war: (1) to weaken and destabilize the West, and (2) to bring
the countries of the so-called near abroad closer into Russia’s orbit (or at least
prevent those countries from becoming closer to the West). The chapter begins
with a discussion of definitions and history. It then places Russia’s use of special
forces in political-strategic context, that is: to what purposes does Putin put these
tools? Next, the chapter provides the conceptual context for Russia’s contemporary
use of these kinds of methods and forces, relying principally on how Chief of
the General Staff Valery Gerasimov has articulated Russian political and military
leadership thinking on conflict and the role of unconventional forces. The chapter
then illustrates how the Russians applied Gerasimov’s ideas in Ukraine and Syria.
In addition, we clarify which tools the Russians used for which missions and why.
The chapter concludes with thoughts on the effectiveness of Russian use of special
forces and the likelihood of success for similar efforts in the future.

What Is Spetsnaz?

The Russians have used the word Spetsnaz to refer to a variety of different units
attached to intelligence, police, or military institutions and forces. The term itself
is a portmanteau of the Russian words spetsial’noe and naznacheniya, meaning
“special designation” or “special purpose.” Spetsnaz units have no common or
standard institutional home, uniform, insignia, training, or qualifications.* Forces
calling themselves Spetsnaz are or have been attached to many military units, the
Soviet Committee for State Security (KGB), its post-Soviet successor institutions—
the Federal Security Service (FSB) and External Intelligence Service (or Foreign

In this chapter, we use Spetsnaz to refer to only the various forces that call themselves by that name. We use “SS0" to refer
to only that institution. We use “special forces,” “special purpose forces,” “unconventional tools,” or “methods” to refer
broadly to the full range of institutional means at Putin’s disposal.

82 | DAVIS, GAC, RAGER, REINER & SNOW



Intelligence Service; SVR)—the Main Directorate of the General Staff (GRU"),2 the
Ministry of Interior (MVD) and other police units, the Russian Airborne Forces, the
Special Operations Forces (SS0),'" and other institutions.V

Beyond the application of the term, another source of confusion is that Spetsnaz
missions are quite broad and have included raids and sabotage, assassination,
special reconnaissance, intelligence collection, combating adversary special
operations forces (SOF), subversion, psychological operations, military assistance,
support for Russia’s conventional forces, search-and-rescue operations, and peace
support operations.® Of greatest interest in this book are the strategic covert
actions—including those of Spetsnaz—that give the Russian government plausible
deniability for visible actions for which it wishes to avoid responsibility (and wants to
attribute to others)," as exemplified by the Russian shadow invasion of Ukraine, which
included the seizure of Crimea, the attack on the Donetsk Basin (Donbas or Donbass),
and the various destabilization efforts against the Kiev government.*

History of Spetsnaz

While much of the recent attention has been on Russian Spetsnaz pretending to
be Ukrainian “self-defense irregulars” (the famous “little green men”) in Crimea
and the Donbas, these types of covert use of forces for sabotage, assassination,
misdirection, and reconnaissance are not new." The Bolsheviks used concealed or
misattributed forces during the Russian Civil War. The Soviets employed partisans
and long-range special-mission teams during World War Il and planned to use them
during any war with NATO.® Special forces also supported and trained pro-Soviet
forces against anti-Soviet governments and factions in the Soviet sphere and the
developing world.® Other previous uses include the preservation of the Soviet regime
and support to pro-Soviet forces in North Korea, East Germany, Hungary, Cuba,
Czechoslovakia, and Afghanistan and throughout Africa.” After the collapse of the

i Although the GRU became the GU in 2010, for purposes of consistency, the authors use the term GRU throughout the
remainder of the chapter.

iii For the sake of readability, we have listed translations of institutional names in the text for the following transliterated
Russian names: Komitet Gosudarstvennoy Bezopasnosti (KGB), Federalnaya Sluzhba Bezopasnosti (FSB), Sluzhba Vneshney
Razvedki (SVR), Glavnoye Razvedyvatelnoye Upravlenie (GRU), and Sil Spetsialnykh Operatsiy (SSO).

iv Forvarieties of Spetsnaz and difference between Spetsnaz and other forces, see Fainberg, “Russian Spetsnaz,” 8-9; and Atay,
“Strategic Utility of the Russian Spetsnaz,” Naval Postgraduate School, master’s thesis, December 2016, p. 52. Atay relies
significantly on Mark Galeotti and Johnny Shumate, Spetsnaz: Russia’s Special Forces (Elite). Ed. Martin Windrow. Oxford:
Osprey, 2015, 206.

v Note: briefly, “plausible deniability” allows individuals in an organization to deny either responsibility for or knowledge of
damnable actions based on a lack of evidence that confirms their participation. While covert action has public results but
obscures the responsible actors, clandestine action like espionage conceals even the fact of the action or result, most notably
the theft of protected information. See also Bennets, “Putin Rules Deaths of Russian Troops in ‘Special Operations” a State
Secret,” 2015.

vi  On the use of assassination in Russian and Soviet history, see Amy Knight, Orders to Kill: The Putin Regime and Political
Murder. New York: Thomas Dunne Books, 2017, 11-30. See also Sukhankin, “Russian State's Use of Irregular Forces,” 2019.
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Soviet Union, and before its involvement in Ukraine, Spetsnaz played roles in the
First and Second Chechen Wars and in Georgia.®

Political-Strategic Context and Purpose of Russian Special Forces

Because of the varied range of strategic and foreign policy purposes of Russian
special forces, we focus on Putin’s highest priorities: to bring the former Soviet
constituent states closer into Moscow’s orbit and to weaken NATO and the United
States. Putin defines Russian and Western interests as zero sum: that which is
bad for the West is good for Russia, and vice versa.'' Key to serving that interest is
weakening ties between the West and Putin’s closest neighbors, such as Ukraine,
whose legitimacy and independence from Russia Putin has never accepted.' (It is
worth noting Putin assigned primacy for “near abroad” special operations to the
FSB, Russia’s internal security service, and not the SVR, the external intelligence
service. From this assignment, one could infer how much respect Putin gives to the
independence and sovereignty of those countries).

Putin openly directs much of his foreign policy toward weakening ties between the
near abroad and the West and preventing former Soviet constituents from moving
closer to the West, a goal he has pursued most vigorously in Ukraine, Belarus,
Latvia, Lithuania, Estonia, Georgia, and Kyrgyzstan. In short, Putin believes that if
the former Soviet states cannot be returned to Moscow’s control, then, at least, they
will be denied the independence and capability to choose to align with or cooperate
meaningfully with the United States. As of yet, Putin has not decided to pursue that
policy through full-scale conventional warfare (although the war with Ukraine is open,
partly conventional and undeniably Russian, if not a full-scale war). Instead, Putin
has relied on limited war, subversion, deception, local proxies, information warfare,
misdirection, and distraction.

Conceptual Foundations: General Valery Gerasimov’s Views of Modern Conflict
Valery Gerasimov, Russia’s chief of the General Staff and deputy minister of defense,
has provided the modern intellectual framework undergirding the current Russian
approach to conflict. Some controversy exists as to whether the model Gerasimov
described and advocated rises to the specificity and coherence of doctrine. Gerasimov
did not reveal anything particularly new in his concepts, except perhaps the inclusion
of the latest technologies and institutions. The blurred distinctions between war and
peace, the use of deception, and the preference to achieve a political goal without

vii - See US ambassador Michael McFaul’s report of his conversation with Russian first deputy prime minister in fall 2013
regarding Ukraine. McFaul, Ffrom Cold War to Hot Peace: An American Ambassador in Putin's Russia. Boston: Houghton
Mifflin Harcourt, 2018, 395. There is a domestic political component to this policy; Putin needs an external threat to justify his
dictatorship.

viii A useful discussion of Putin's views about Ukraine can be found in Myers, The New Tsar, 462-480. See also Gerard Toal, Near
Abroad: Putin, the West, and the Contest over Ukraine and the Caucasus. New York: Oxford University Press, 2017, 237-273
and Steven Lee Myers and Ellen Barry, “Putin Reclaims Crimea for Russia and Bitterly Denounces the West,” New York Times,
March 19, 2014, https://www.nytimes.com/2014/03/19/world/europe/ukrainehtml.
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fighting existed in Sun Tzu’s time. Still, Gerasimov articulated a set of preferences
for the use of some tools and techniques over others, and his position as chief of
the General Staff makes his preferences worthy of attention. His views also merit
consideration because Russian actions in Ukraine, Syria, and elsewhere have hewed
closely to what he described. Furthermore, both Gerasimov’s articulation and recent
Russian action have implications for other countries in the near abroad where Putin
feels a sense of grievance, insecurity, and threat.

Gerasimov has spoken and written widely, but no one message garnered as much
attention as a 2013 article published in the Voyenno-Promyshlenniy Kuryer (Military-
Industrial Courier).® The article is short and general but, in retrospect, seems to
explain what the Kremlin executed in Ukraine the following year. Gerasimov’s main
points follow:

e There is no clear distinction between states of war and peace.
e War cannot be regarded as solely military.

e Success will depend on the deployment of mixed, asymmetrical forces
operating in a single information and intelligence space.

¢ This method of war will erase existing differences among tactical, operational,
and strategic forces; toward that end, one focus should be neutralizing the
enemy using special operations forces and internal opposition “to establish
a permanent front throughout the opposing state.”

e Many of the measures employed will be hidden; “The open use of force is
often limited . . . under the guise of peacekeeping and crisis resolution only
at some stage, mainly to achieve ultimate success in the conflict.”

e Many of the measures will rely on the “protest potential of the [local]
population.”

e Russia will apply the lesson from its experiences in Georgia, Afghanistan,
and World War II.

How exactly all this would unfold in an actual conflict depends on a number of
factors. The following sequence from Gerasimov’s concept of hybrid warfarel® largely
resembles what happened in Ukraine, and can be used to judge the extent to which
Russian political-strategic theory is reflected by its praxis:

e Covert origins: The initial phase in which political opposition and resistance in
the form of political parties and other groups are formed against the opposing
regime. This phase includes a comprehensive information warfare campaign
to shape the environment toward a Russian purpose, with employment of
strategic deterrence. Potential for miltary activity emerges in this phase.
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e Escalation: In this second phase, political and military leaders become
aware of the developing conflict. Russia exerts political and economic
pressure on the targeted regime, including economic sanctions and the
suspension of diplomatic relations.

e Start of conflict: The third phase starts with hostile acts such as
demonstrations, sabotage, assassinations, and paramilitary engagements.
Russia then begins deployment of its forces toward the region.

e Crisis: Russia commences military operations alongside a persistent
information campaign in order to change public opinion in favor of
Russian intervention.

e Resolution: This stage focuses on the best paths to resolve the conflict
with change of leadership in the state or region in which the conflict took
place. The goal is to reset the political, military, and economic situation to
return to peace and order.

e Restoration of Peace: The final stage involves Russian attempts to reduce
tensions and conduct peacekeeping operations. This protracted phase
includes diplomatic and political measures required to establish a postconflict
settlement that addresses the original causes of conflict.

Russian Strategy in Ukraine

Just as Putin denies the legitimacy of an independent Ukraine, he also threatens
the independence of three NATO member states: Latvia, Lithuania, and Estonia.*
Therefore, the West must understand the thinking underpinning Russian goals and
methods—as well as their results—in Ukraine. While the conflict in Ukraine has not
unfolded in exactly the sequence laid out above, Gerasimov’s model helps us to
understand Russian strategic thinking.

Ideally, as Gerasimov argued, the tools used in the first stage or stages of a
conflict could achieve the state’s strategic goals instead of facilitating further
escalation. The events in Ukraine in the run-up to February 27, 2014* illustrate what
these first stages look like in a practical sense. In 2013-2014 in Ukraine, Russia’s
nearest-term goal was to prevent Ukraine from signing a European Union Association
Agreement. By that point, Russia had already employed a variety of covert and overt
means—including information warfare, political and economic sanctions, and likely
attempted assassination—to keep Ukraine in the fold. However, once the Maidan
protests started on November 21, 2013, subsequently forcing the pro-Russian

ix  On Putin’s views of Ukraine and the Baltics, see Myers, 466-467. See also R. D. Hooker Jr., “How to Defend the Baltic
States,” Jamestown Foundation, October 17, 2019, https://jamestown.org/product/how-to-defend-the-baltic-states. Putin
and his lieutenants have been quoted repeatedly claiming a right to defend Russians anywhere, most frequently mentioning
Ukraine and the Baltics.

x  Officials dispute precisely when Russian forces arrived, but most reports list this date.
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Ukrainian prime minister Viktor Yanukovych from power, Putin decided he had to
resort to military use, though covertly at first. Had Yanukovych managed to stay
in power, Russia could have achieved its goal without ever resorting to additional
military measures.

Putin famously described the collapse of the Soviet Union as the greatest tragedy
of the twentieth century. He first made that comment in 2005, and in 2018 added he
would reverse the collapse of the Soviet Union if he could.” Ukraine was the second
largest constituent Soviet republic at the time of the collapse, and had been the jewel
in the crown of the Russian empire. Putin found intolerable the possibility that Ukraine
would align itself with the United States, NATO, and the European Union.! In the
Russian view, the overthrow of Yanukovych and election of a pro-Western government
required some kind of countervailing action. However, for both domestic and foreign
policy reasons, Putin was not willing to risk a wider war. He wanted to achieve his
goals for the least amount of blood and treasure. Moreover, a narrative in which the
Ukrainians themselves opposed a strategic realighment and chose Russia over the
West served Putin’s domestic and foreign policy goals (in part because of Putin’s
claims the Russians and Ukrainians are one people).

On February 27, 2014, several hundred members of the 45th Spetsnaz regiment
helped establish what Russia media called a “popular uprising.” The Spetsnaz forces
seized key road intersections and facilitated a larger Russian military intervention.*?
Russia used enough deception to cause confusion and provide some degree of
plausible deniability, at least initially. While most observers strongly suspected the
Russian hand, the Kremlin made an effort to attribute the action to local Russian-
speaking Ukrainians, who constituted the majority in Crimea and Donbas. The Russian
troops wore no insignias and claimed to be local self-defense forces. However, the
assertion these “little green men” were local could not withstand scrutiny. The forces
were armed with new, modern 7.62 mm PKP machine guns and wore new camouflage
combat uniforms, tactical vests, and composite helmets. Not even regular Ukrainian
military units, let alone local militia, carried such up-to-date weapons and equipment.
Many of the Spetsnaz also spoke Russian in nonlocal accents and were obviously
not Ukrainian. Despite these inconsistencies, Putin and other senior Russian officials
denied the presence of Russian forces in Crimea until mid-April 2014, almost two
months after the first deployments.

The fighting in Donbas that began in March 2014 followed a similar pattern of
deception, denial, and confusion as in Crimea. One Reuters correspondent reported
seeing dozens of heavily armed men with Russian accents set up a roadblock 10
kilometers from the Russian border. Wearing white arm bands and no identifying
insignia, they were referred to in a BBC report as a “Ghost Army.” Spetsnaz led the
initial armed action, and after establishing control of key junctions and facilities,

xi Putin made the first comment in 2005 and the second in 2018. Adam Taylor, “Putin Says He Wishes the Soviet Union Had Not
Collapsed: Many Russians Agree.” Washington Post, March 3, 2018. https://www.washingtonpost.com/news/worldviews/
wp/2018/03/03/putin-says-he-wishes-he-could-change-the-collapse-of-the-soviet-union-many-russians-agree/
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prepared the way for a larger, more conventional force. By the end of 2017, the
Organization for Security and Cooperation in Europe (OSCE) observer mission counted
about 30,000 military personnel crossing from Russia to Donbas at the two border
checkpoints it was allowed to monitor.1® Again, Russia started with information
operations and followed with special purpose forces pretending to be locals. In Donbas,
Russia did not formally annex the territory it controlled and, thus, did not have to
acknowledge the presence of its forces. Russia continues to insist it has no forces in
the Donbas, and that all the antigovernment forces in the area are local residents.

Russian Strategy in Syria

While it does not hold the same strategic importance for Russia as Ukraine does,
Syria has been a long-term, reliable ally, and the port of Tartus is the site of both

a Russian navy base and Russia’s foremost signals’ collection platform in the
Mediterranean and Middle East. Furthermore, in Putin’s zero-sum worldview, any
adversary of the United States is a friend of Russia. Therefore, supporting Bashar al-
Assad was in Russia’s interest. It is unclear when Russia first became involved in the
Syrian revolution; however, Spetsnaz forces have been training and assisting Syrian
forces since at least July 2015.1* However, Spetznaz was neither the only or arguably
most significant Russian actor in Syria. Others included SSO, Zaslon,® various
contractors, the air force, and the GRU, FSB, and SVR in their larger capacities.

Direct-action forces (analagous to top-tier US direct-action operators), SSO
played a particularly key role in Syria. The SSO reports to the Komandovaniye
Spetsialnykh Operatsiy (KSO; established in 2010), Russia’s special operations
command, analogous to US JSOC.1¢ Unlike Spetsnaz forces, which have broad and
varied training, and distinguished from other forces by their purpose, SSO are all
highly trained, volunteer troops. (In contrast, Spetsnaz forces sometimes still rely on
conscripts to fill their ranks.) SSO operatives focus on three main areas of Russia’s
strategic deterrence: counterterrorism, special operations in martime affairs, and
special operations abroad.

SSO’s involvement in Syria focused on the “strategy of limited actions”!” to
employ the full spectrum of military power on behalf of Russian interests. SSO fought
alongside Syrian troops, ambushing behind lines and attacking critical communication
facilities. SSO actions were critical in enabling President al-Assad’s military to advance
in many areas of the country. For example, in March 2016, Russia’s elite forces
helped liberate Palmyra from the Islamic State after weeks of Russian airstrikes and
close-quarter fighting.'® Because of Palmyra’s strategic location in central Syria, the
battle represented a decisive victory for the Syrian government.

Different Tools for Different Missions

In Crimea, Donbas, and Syria, events unfolded in ways Gerasimov described. In
each case, the Kremlin relied on a variety of different tools matched to the different
strategic requirements and conditions. Because Russia intended from the beginning
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to annex Crimea—an open and formal act—it needed to employ misattribution only
until it could move sufficient forces into Crimea to seize control of key transportation,
communication, military, and political facilities. Just as Gerasimov described, in

the first stages of the conflict, covert methods and forces enabled subsquent overt
conventional forces.

Russia had a different goal in Donbas, which required diffent methods and,
therefore, different tools. In Donbas, Russia sought to weaken the legitimacy of the
anti-Russian, pro-Western government in Kiev by showing how the Ukrainian people
did not support their own government. Achieving the goal required an actual invasion
by large numbers of regular Russian troops, but Russia has never given up the fiction
that the conflict is among Ukrainian factions only. In this case, almost every facet
and stage of Gerasimov’s model entered into play, from the most covert methods to
massive employment of conventional forces, including advanced air and antiair power.
Russian actions in Crimea and Ukraine differed from its actions in Syria, where Russia
relied less on information operations (which Syrians largely handled) and more on the
SSO and air power to achieve its goals.

Russia’s Special Operations Tools and Methods
The special operations tools and methods Russia has employed have depended
on particular mission goals and situations. Organizations, missions, and methods
have overlapped, and Russian leaders often have applied different instruments—
opportunistically, haphazardly, and simultaneously—for the same mission. Let us first
consider Russia’s three primary intelligence services—GRU, FSB, and SVR—before
examining other operators Russia has employed.

The GRU is Russia’s military intelligence agency. In the Soviet era, the GRU
provided intelligence to the military and the government. The GRU reports directly
to the chief of the General Staff, Gerasimov (who also controls 25,000 Spetsnaz
forces across all branches of the military®), and plays a critical role in cyber warfare.
The GRU’s Unit 22951 appears to be the organization responsible for carrying out
foreign assassinations and assassination attempts, such as that of former Russian
intelligence officer Sergey Skripal in the United Kingdom in 2018.2° Further, the
GRU intervened in the 2016 US presidential election. When most people talk about
Spetsnaz, they refer to units within the GRU. The GRU Spetsnaz formed in 1949,
disbanded in 2010, and was reconstituted in 2013.

The GRU’s missions overlap principally with those of the FSB and the SVR. The
FSB has two primary roles—counteresponiage and counterterrorism?'—but also bears
responsibility for border security (and border troops), the coast guard, and information
security. Most significantly for the case of Ukraine, President Putin, a former KGB
officer and former head of the FSB, granted the FSB greater authority to carry out
operations abroad, particularly in the countries of the former Soviet Union. (Putin, who
famously served a tour in East Germany before the collapse of the Soviet Union, spent
the bulk of his KGB career working domestically against internal dissent, an FSB task).

STRATEGIC LATENCY UNLEASHED \ 89



The SVR inherited the KGB’s foreign intelligence role, collecting mostly civilian
strategic intelligence. However, SVR missions overlap with the FSB in the areas
bordering Russia and the GRU, which also collects foreign political, scientific, and
technical intelligence of interest to the Russian military.?2 Each of these institutions
have Spetsnaz of their own, but each also plays a role in advancing Putin’s
geopolitical strategy independent of any use of forces called Spetsnaz.

Other tools include the Internet Research Agency (IRA), various contractors,?® even
soccer hooligans, volunteer associations, businesses, and a pro-Putin motorcycle gang
known as the Night Wolves. Per the concept Gerasimov outlined, these institutions and
groups can act in different combinations at different points to achieve Russian ends.

To support unrest, protests, and influence operations, the Kremlin used
several proxy forces to advance Putin’s political objectives. The Kremlin has also
used right-wing training camps,motorcycle gangs, and neo-Nazi soccer hooligans
to influence operations in Western countries. For example, in Slovakia, retired
Russian Spetsnaz soldiers trained young men from a right-wing paramilitary group
to create disturbances.?* Russia also used the Night Wolves gang as a proxy
group in Slovakia to promote Russian sympathies; the gang drove en masse to a
Soviet War memorial and laid red carnations in front of the memorial.?® In France,
authorities detained the leader of the Russian Union of Supporters (a soccer fan
club) reportedly under FSB guidance to foment disorder at EURO 2016 soccer
matches.?® As Putin’s intelligence services lure angry young men into their sphere
of influence and radicalize skinhead nationalists to provoke protests, Moscow
advances its goals of destablizing Western societies.?’

Russia has also employed fake social media accounts and internet trolls to
motivate political action and stir unrest, most famously, but not exclusively, in
the 2016 US presidential election. Elements of both the GRU and the Internet
Research Agency (IRA) were linked to these efforts.?8

Putin tries to set Russia apart by defending what he considers “traditional”
values against Western liberal values.?® He uses this self-appointed role to sow
internal division among his adversaries, most famously in Ukraine and in the
United States during the 2016 election, but also throughout the West. The various
groups and institutions constituting the Kremlin’s strategic information toolbox
therefore promote anti-immigrant, antifeminist, anti-LGBTQ, and nationalistic
rhetoric. Russia’s attempts to erode the legitimacy of democratic institutions are
intended to strengthen Russian claims that Western (i.e., NATO) democracies are
not morally superior to the Russian or other authoritarian forms of government.*°
Russian intelligence services and other pro-Kremlin groups fuel such culture wars,
paving the way for the active measures Gerasimov outlines . In this way, Russia
integrates its multifaceted special forces units (broadly and inclusively defined)
into a strategy that extends from peacetime influence operations to hybrid war and
even strategic signaling.
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Implications

Russia has integrated the full range of its covert and special purpose capabilities
into its overall national security strategy. As General Gerasimov made clear, the
Russian conception of conflict denies any meaningful distinction between peace and
war; therefore, Moscow considers itself free to use all its capabilities at any time

to achieve Russian goals. Putin’s agenda focuses on bringing former Soviet states
into Moscow’s orbit, or at least denying those countries the opportunities for close
economic integration and security cooperation with the West.

Russian special purpose forces (including Spetsnaz), one of the tools at Putin’s
disposal, helped enable Russia to gain control of Crimea and integrate it politically
into the Russian Federation and to seize large areas of eastern Ukraine and maintain
a force that destabilizes the rest of Ukraine. Russia’s involvement in Syria served as
a test case for its influence in the developing world and provided an opportunity to
weaken the West. It also provided a test case for Russia’s use of contractors, the SSO,
and air-ground coordination as elements of its strategic political strategy. Furthermore,
Russian’s experience in Syria demonstrated that relatively small investments could
yield large dividends: Russian special forces and air power likely kept Bashar al-Assad
in power. Russia’s continuing special operations information war on the United States,
the United Kingdom, France, Germany, and other NATO allies serves to divide these
countries both internally and from one another. The aftermath of the 2016 election
attack in the United States and inteference in the Brexit referendum in the United
Kingdom illustrate clearly the effectiveness of the Russian effort.3!

As impressive as Russia’s accomplishments have been in Ukraine, Crimea, the
United States, and the United Kingdom, much of what Russia has achieved depends
on factors that may not be replicable against targets such as Estonia, Latvia, and
Lithuania. First, Russian success in Ukraine came against an unprepared, divided, and
weak adversary. While the Baltic states are no match for Russia militarily, they are
much more politically developed and united than Ukraine. More significant, they are
NATO members. Article V of the North Atlantic Treaty commits NATO member to defend
one another when attacked militarily, a provision that likely would compel Putin to
think twice before undertaking any attributable hostile act against Estonia, Latvia, or
Lithuania. Second, Russia’s intervention in Ukraine provided lessons for Baltic states,
allowing them to prepare appropriately. Third, while each of the three Baltic states
has significant Russian populations, those populations are both economically stronger
than their Russian Federation compatriots (which was not true of Ukraine) and more
geographically dispersed than in Ukraine. (The fact that Ukraine is split regionally into
a pro-Russian east and pro-Western west aided Russia’s objectives). These conditions
make the Baltics less susceptible to the kinds of operations Russia carried out
successfully in Ukraine, though they do immunize them from constant information
operations, cyberattacks, and other covert attacks.

Russia’s success in Syria also will not be easy to replicate. First, while many
developing countries deal with conflict and instability, few offer Putin the advantages
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he had in Syria: a longtime Russian ally, an existing naval base and port, and relatively
easy lines of transport. Second, Russia might not be financially strong enough to
engage in multiple adventures in the developing world. Moreover, combat means dead
soldiers, and Putin has shown himself apprehensive about the domestic political risks
of the deaths of Russian soldiers.3?

Finally, the West was slow to recognize and react to the threat and damage of
Russian cyberattacks and information operations, which have proven to be costly
and stunningly divisive. However, Russia cannot count on a delayed response from
the West in the future. In short, Russia’s successful efforts against Ukraine, al-
Assad’s opposition in Syria, the United Kingdom’s Brexit debate, and the 2016 US
presidential election might be short-lived, as Russian adversaries decide to react
more aggressively and effectively.
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Sharp Swords of the Future Battlefield: The Chinese Military’s
Special Forces and Psychological Operations
Elsa Kania and Peter Wood

The Chinese People’s Liberation Army (PLA) is prioritizing innovation in the theories
and capabilities for future warfare.' Building upon a long tradition of military science,
the PLA is currently exploring the challenges and opportunities of what is seen as a
new Revolution in Military Affairs (RMA)." The PLA has concentrated on developing
“new-quality” (¥ J1&) forces for future combat, including those tailored for special
operations, cyber operations, and electronic countermeasures.* Meanwhile, the PLA
continues to implement a reform agenda that may have far-reaching implications
for its future capabilities. According to “China’s National Defense in the New Era,”
“new types of combat forces have been enhanced to conduct special operations,
all-dimensional offense and defense (3Z{&If}), amphibious operations, far seas
protection, and strategic projection, aiming to make the force composition complete,
combined, multifunctional, and flexible.”?

The PLA seeks to advance its capabilities to undertake “integrated joint
operations,” characterized by “system of systems confrontation” ({Z& Xt#71).3
The PLA also seeks to contest operational advantage in the course of the
transformation in the form of warfare from today’s informatized ({£/21k) warfare
toward intelligentized (5 gE1k) warfare, in which artificial intelligence, among other
emerging technologies, will be critical to future operations.* As the PLA seeks to
become a world-class military, these developments in its strategic thinking and
military modernization merit continued analytic attention. In particular, the PLA
has concentrated on certain emerging technologies that present the possibility of
strategic latency, including unmanned systems and artificial intelligence that are
expected to deliver a decisive advantage in future operations.®

Chinese military leaders appear to believe any new technology will be inevitably
weaponized. This quotation by Friedrich Engels is routinely referenced: “Once
technological advancements can be used for military purposes and have been used
for military purposes, they very immediately and almost necessarily, often violating the
commander’s will, cause changes or even transformations in the styles of warfare.”®
The PLA's transformation will involve a paradigm change in its model of military power.
Currently, the PLA is “striving to transform from a quantity-and-scale model to that of
quality and efficiency, as well as from being personnel-intensive to one that is S&T-
intensive,” according to the 2019 defense white paper, “China’s National Defense in

i This chapter draws upon Chinese-language resources. Translations are provided by the authors.

i The PLA has adopted the concept and terminology of the RMA that became prominent in US debates and discourse.
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the New Era.”” This transition demands drastic changes to the Chinese military as an
organization, including its training, force structure, and talent cultivation.

The PLA continues to be influenced by formative historical legacies, from its early
experiences with guerrilla warfare to contemporary concerns about how to confront
a more powerful adversary as a still weaker military. Indeed, the PLA's thinking on
conflict has been shaped by Marxist concepts and Maoist antecedents, including
the continued salience of “people’s warfare” (AR{%%) as a concept.® The PLA has
concentrated on “military struggle” (£%3}%), involving “the use of military methods
to advance struggle among nation-states to achieve a definite political or economic
objective, of which the highest form is warfare.”® The PLA’s reforms have looked to
advance the integration of peace and warfare (SZ&%—14) in its force posture, planning,
and operations.® The realization of this concept in practice has involved developing
an command architecture to mobilize rapidly for potential conflict scenarios and to
operate across that spectrum between peace and warfare.'* PLA strategists often
argue those boundaries in conflict are blurring as an inherent feature of modern
conflict.™2 |n the process, the PLA has been studying and intends to leverage lessons
learned from recent Russian and American operations. Chinese military scholars and
strategists are exploring concepts of hybrid warfare, proxy warfare, and asymmetric
operations, intending to adapt these concepts to its own purposes.*3

Historical Experiences and Influences

Certain elements of “hybrid” or unconventional warfare are already well-established
within the traditions of Chinese military thinking. In fact, as victors of a multidecade
insurgency, the principles of guerrilla warfare (Ji#T4%) arguably constitute integral
elements of the intellectual DNA of the Chinese Communist Party (CCP) and its armed
wing, the PLA.** It is important to be careful in distinguishing the origins of Chinese
strategy relative to its intended operational employment.” The PLA’'s contemporary
understanding of “hybrid warfare” builds upon its study of antecedents in American
and Russian thinking.'® Initially, the Red Army, which was the predecessor to the

PLA before 1945, had its defining experiences first as a failed urban insurgency that
then pivoted to contest rural areas. “Our Party united the people and led them in
embarking on the right revolutionary path, using rural areas to encircle the cities and
seizing state power with military force,” as that history is described in a contemporary
recounting.*® The Red Army engaged in insurgency against the Imperial Japanese Army
and then concentrated on defeating the KMT’s National Revolutionary Army.*” The

i Major General Ye Zheng, a leading PLA thinker on information warfare, has declared, “The strategic game in cyberspace is
not limited by space and time, does not differentiate between peacetime and wartime, [and] does not have a front line and
home-front.” See: Kania, “A Force for Cyber Anarchy or Cyber Order? PLA Perspectives on ‘Cyber Rules,””

China Brief, Jamestown Foundation, July 6, 2016,
https://jamestown.org/program/a-force-for-cyber-anarchy-or-cyber-order-pla-perspectives-on-cyber-rules/.

iv Forinstance, the example of the “String of Pearls” strategy is illustrative, a label first applied to an emergent pattern of
activity by American consultants, then translated into Chinese and reinjected to American discourse as if it were a wholly
Chinese concept.
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Red Army survived numerous encirclement campaigns by the governing Nationalist
Party (also known as the Kuomintang, KMT), emerging after World War Il to engage in
conventional large-scale battles.

The PLA’s earliest familiarity with unconventional warfare can be traced back to
its roots in the Nanchang Uprising of 1927.*® The CCP’s “Long March” is sometimes
described as having involved the use of special operations undertaken by the
Red Army.*® However, special forces in the modern sense can more directly be
traced to the latter stages of the Chinese Civil War. At that time, the Soviet Union
appears to have provided training to small groups of PLA soldiers, and specialized
reconnaissance teams later played a role in attacks on KMT forces.?° During the PLA’s
1949 invasion of Xinjiang, Soviet aid provided significant contributions.?* The PLA later
targeted KMT-held offshore islands through the use of “frogmen” from its earliest
amphibious reconnaissance units in the 1950s.22

China had to remain alert for insertion of KMT special forces throughout the
1950s and 1960s, while encountering hybrid conflicts involving the US-trained Tibetan
guerrilla groups and as well as KMT forces operating from border areas of Burma (now
Myanmar).2® During the Vietnam War, China sent advisors and even entire air defense
units to North Vietnam.?* In China’s 1979 conflict with Vietnam, certain evidence
suggests specialized reconnaissance units operated behind enemy lines, continuing
during the subsequent decade of minor border skirmishes.?® The PLA adapted a hybrid
approach by combining conventional and unconventional operations, including during
its operations in Manchuria.?®

The PLA relied heavily on intelligence gathering, first to survive and later in its fight
with the KMT, throughout its initial operational experience. In the process, political
and psychological warfare also played important roles in convincing enemy units to
defect en masse, an incident that has taken on a certain mythology in the decades
subsequent but has its roots in real historic events. The success of such subversion
contributed to the creation of the then-nascent PLA Navy and Air Force.?” During the
Huaihai Campaign, the party and its army also launched a political offensive, seeking
to mobilize an uprising among KMT forces.?® According to claims in official Chinese
military media, the success of this “enemy force work” (EZE L{E) resulted in a
total of 1.89 million defecting from the KMT, including 1,400 generals.?® The PLA’'s
continuing concentration on “disintegrating the enemy military” (FLf#&E&{ZE) can be
traced back to lessons learned from these formative experiences.

The modern manifestations of these legacies can be seen in the PLA’s evolving
approach to special operations and psychological operations. While Chinese military
thinkers have argued, famously, for “unrestricted warfare,” capturing the imagination
of American audiences,’ the PLA already possesses established mechanisms and
formal organizations to carry out nonkinetic operations in peacetime and war.3°

v This book has received attention that is disproportionate to its actual influence or authoritativeness, as the frequency
of its citation attests. Liang Qiao, and Wang Xiangsui. Unrestricted Warfare. Beijing: PLA Literature and Arts Publishing
House Arts, 1999.
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As Chinese military leaders and strategists look at a future conflict scenario, the
PLA likely would be prepared to undertake attacks that would be targeted against
Taiwan and the United States in particular. At the same time, the PRC is unique in
the extent of its investments in building up its capacity to leverage whole-of-society
capabilities, including extensive employment of reserves and militias through
national defense mobilization.

The Sharpest of Swords
Chinese special forces have expanded significantly since their first units were
officially established in the 1990s after the Gulf War. The available estimates
of their size range from 7,000 to 14,000.3! Chinese strategists have paid close
attention to other countries’ employment of special forces, particularly to British
operations in the Falklands War.32 These observations likely helped motivate and
influenced the PLA’s creation of its initial SOF units. Today, Chinese special forces
units are expanding across all services, possessing a range of functions, missions,
and training.33 At least three of China’s military services have brigade-or-larger size
SOF contingents, and the PLA Rocket Force is believed to have a battalion-level unit.
The People’s Armed Policy (PAP), a paramilitary organization that is increasingly
militarized and newly commanded by the Central Military Commission, has also
established special forces in Xinjiang, the “Mountain Eagle” commandos, which are
expanding as the PLA’s concern with terrorism intensifies.®* Looking forward, the PLA
is exploring ways to increase joint special operations.®®

Within the PLA ground forces exist multiple units dedicated to special operations
across most of the group armies. These units appear to be expanding in their size and
increasing the rigor and realism of their training. For instance, in 2018, the PLA Army
organized the “Qingbing” (& ££) series of “new-type force” competitions that have
tested their skills in reconnaissance and intelligence, special operations, information
security/assurance, electronic countermeasures, and army aviation.®® The PLA Army’s
special operations units have concentrated on counterterrorism operations intended
to increase actual combat capability, leveraging support from intelligence and
reconnaissance and employing electronic countermeasures.®’

The PLA Army’s reforms have increased the proportion of new-type combat forces,
including special operations within its overall force structure. “If long-range fires
are the army’s elongating fist, then the special forces are the daggers that the army
inserts into the enemy’s heart,” claims one commentary in state media.®® The PLA
Army’s special forces have engaged in counterterrorism drills in Xinjiang, which
involved drones, employed multisource information fusion processing, and detected
targets based on electronic and optical reconnaissance, as well as radar decection.3®
In 2018, the PLA Army organized the first “Special Warfare 2018” (& £—2018)
contest in Guilin, testing their tactical proficiency, involving assault and snipers.*°
The exercise “tested all levels of command,” involving special forces skills and
command capabilities.** In 2019, this competition was again convened to focus on

STRATEGIC LATENCY UNLEASHED \ 97



the assessment of special warfare capabilities. The increase in the proportion of the
personnel who were selected randomly marked a shift to “mass troop training and
preparation” as its focus.*?

Since the reforms, the PLA Navy has expanded its marine corps, including the
PLAN Marines brigade of special operations forces (SOF), which appears to be a
priority for expansion. The PLA Marines brigade could be involved prominently in
operations against Taiwan, including seizing offshore islands, while disabling the
Republic of China (ROC) artillery on Kinmen, Matsu, and other outlying islands.*®
The PLAN Marines recent addition of an aviation brigade will support this special
operations capability to become more expeditionary.** The PLAN Marine Corps
has been expanded dramatically, demonstrating the PLA’s interest and increasing
capabilities for expeditionary operations.

Pursuant to these reforms, it appeared there would be at least one brigade per
fleet, potentially ultimately amounting to seven brigades of over 30,000 personnel
in total by 2020. Sea Dragon’s elite Jiaolong Assault Team, which is featured in the
movie Operation Red Sea (2018),*® has trained to conduct airborne, surface, and
underwater infiltration missions.*® As Chinese overseas interests have expanded
worldwide, evidently so has the imperative to create the capabilities to defend them.

The PLA Air Force Airborne Corps also includes a SOF brigade, which could serve
as pathfinders for the main force in a conflict scenario. Potentially, these units would
undertake a role in fomenting active measures and undertaking the assassination of
key leaders in a scenario of conflict with Taiwan. PLAAF airborne troops have trained
to engage in airborne assaults, air assaults, special operations, and supporting
operations. For instance, the “Central-2019” (F1&B-2019) joint exercise, involves
the use of airborne troops, who were integrated into joint operations, starting
with airdrops.%” This SOF brigade is described as primarily preparing for “special
penetration operations, including killing key figures of the enemy and destroying the
enemy’s command, control, reconnaissance and communication facilities.”*® The
Thor Commandos unit, created in 2011, is described as “the most special of the
special forces,” capable of “giving the enemy a deadly blow at key junctures and
critical moments.”4®

The PLA Rocket Force has also established its own special operations units.

The PLARF has leveraged special forces units to guard DF-16 units.%° The PLARF’s
“Sky Sword” (Tianjian) exercises have introduced new-type blue forces that create
more demanding conditions on the battlefield, including strikes from special warfare
forces electronic countermeasures.®* The PLARF’s exercises that involve “red-blue
confrontation” have involved special forces representing the red (i.e., national) and
blue (i.e., adversary) forces, engaging in the defense of strategic weapons systems
and sabotage.®? Potentially, special operations could be employed in reconnaissance
of the targets of conventional and nuclear ballistic strikes, according to the Science
of Second Artillery Campaigns, a textbook that is considered relatively authoritative
on these issues.%3
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The People’s Armed Police (PAP), a force that is internally focused but also under
the command of the Central Military Commission, also includes several special
forces contingents.®* These units are believed to have a primarily internal security
focus, though they have been seen as part of embassy protection units. The PAP has
engaged in extensive antiterrorism exercises. For instance, China and Kyrgyzstan
engaged in the “Cooperation One 2019 Joint Anti-Terrorism Exercise” in 2019 in
Urumagi, in which the “Mountain Eagle” (1L f&) commando team from the Xinjiang
Armed Police Corps, created since the PLA reforms, participated.®® Their commander
claimed, “On the front lines of antiterrorism, we must always keep the arrow on the
string and lead to a high-alert state, acting as a ‘ballast stone’ to maintain national
security and social stability.”%®

The PLA has also concentrated on ensuring that special forces are incorporated
into the system of systems operations and long-range precision strikes.5” “Special
operations are comparable to the sharp swords of the future battlefield,” declares one
PLA commentator.®® The PLA has also explored how electronic countermeasures could
be leveraged in counterterrorism special operations, including for reconnaissance
and interference against terrorist networks’ command and communications.®® The
continued development of PLA SOF will leverage the use of unmanned systems in
order to expand into domains where traditional special forces cannot readily operate.

Adaptation of Concepts of Hybrid Warfare

The PLA has carefully examined American and Russian concepts of hybrid warfare.®®
PLA strategists have questioned whether recent discussion on hybrid warfare
involves “old wine in new bottles,” pointing to antecedents dating back to the early
2000s.%* The PLA has engaged in intense studies of foreign millitary’s theories and
concepts of special operations, including emphasizing cyber, space, and unmanned
operations.®? By the PLA’s view, the US military was the first to propose the theory
of hybrid warfare, but the Russian military has proven most successful in actualizing
hybrid warfare on the battlefield.®®* Summarizing this literature across American and
Russian thinking, Chinese defense academics believe hybrid warfare is characterized
by features that include not only militaries but also nonstate actors and even
individual civilians participating; the mixture of warfare styles such as conventional
operations, unconventional operations, terrorist attacks, and riots; and the blending
of political, military, economic, social, and informational means of war.5* The PLA is
also concerned with techniques for “counter hybrid warfare,” including integrating
defensive measures across multiple domains, reflecting concerns the US military
could undertake these tactics against it.

Chinese observers often characterize Russian military intervention in Syria as
strikingly effective, despite evidence to the contrary. For instance, according to one
commentator: “The involvement of the Russian military in antiterrorism in Syria
has broken the blockade of the West, overcome the obstacles on the way forward,
(re)balanced the balance of power in the Middle East, and even reshaped the
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Middle East pattern to a considerable extent.”®® In discussing Russian operations
in Syria, Chinese military strategists have observed, “The unmanned combat
systems debuted, and their operational effectiveness was remarkable.”®® Looking at
trends on the Syrian battlefield, Chinese observers have frequently highlighted the
prominence of “unmanned warfare” (Fz A{bkk %) and the successful employment
of electromagnetic warfare, as well as the use of special operations.®” Chinese
military academics are also concerned with a trend of great-power intervention that
leverages local proxies, including pointing to American assistance to anti-Assad
forces in Syria.®®

Such proxy conflicts and special operations are increasingly extending from
physical domains into virtual spaces. Fittingly, with China’s all-domain view of cyber
warfare, the Science of Campaigns had noted “computer ‘hacker’ warfare will also
become an important means of special operations.” which could involve the PLA’'s
new Strategic Support Force, which is also taking on a more expansive mission
for information operations, including psychological warfare. The PLA is exploring
how to increase the integration and utilization of unmanned systems in support of
special operations, including, for instance, the use of unmanned ground vehicles
for logistical support.®® The PLA is also interested in pursuing research to enable
the optimization and potentially enhancement of human capabilities, leveraging
advancements in precision medicine and improvements in training.”®

Battle of the Minds
The PLA’s approach to future warfighting could include leveraging “three warfares” (
=Fhkk ;%) throughout the course of operations.™ The three warfares include public
opinion warfare (2i££%), psychological warfare (L IEER), and legal warfare (L I8
#%). In addition, the Chinese Communist Party maintains specialized departments
with parallel mandates: the International Liaison Department (FRE£ER), essentially
a second foreign ministry with responsibility for developing contacts with foreign
political parties, and, notably, the United Front Work Department (Zt£%&R), which has
wide-ranging responsibility for internal stability maintenance and external liaison
work.” This is not to mention China’s Ministry of State Security (MSS), which has
been characterized as comparable to the Central Intelligence Agency in its missions
and capabilities, known to carry out a wide range of operations, from human
intelligence to cyber espionage.” Significantly, in the course of the PLA’s recent
reforms, the PLA Strategic Support Force—which is responsible for space, cyber,
electronic, and psychological warfare—has also incorporated Base 311, also known
a the “Three Warfares Base,” which would be responsible for political work/warfare
and psychological operations,” primarily targeting Taiwan to date.”® These recent
changes in force structure could enable a more effective combination of capabilities
for cyber and psychological operations.”®

The PLA believes these “intangible” domains have become integral to modern
informatized warfare, in which seizing “information dominance” (Hl{524X) is vital
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to victory on the battlefield.”” Similarly, Chinese military strategists believe the
“three warfares” (= ftk %) are critical to seizing “discourse power” (3FIEN),

in political and military struggles.”® Increasingly, PLA academics and strategists
are also exploring the opportunities to leverage social media and emerging
technologies to enhance their capabilities across these various dimensions of
information operations, leveraging lessons learned from US and Russian activities
in the process.” The PLA has explored concepts of “cross/all-domain asymmetric
operations,” envisioning attacks that could occur across political, economic,
military, cultural, public opinion, religious, and other activities,®° as well as the
information, cognitive, and social domains. “When the weaker side is unable to
effectively kill the opponent through military means, it can also win the war by other
means by attacking the other party’s psychology,” argues one defense academic.®*
In contemporary confrontation, “cognitive warfare” has taken on particular
prominence, involving techniques to attack and subvert the mind, cognition, and
decision-making.82

The PLA continues its tradition of concentrating on the offensive and defensive
dimensions of psychological warfare. According to the PLA’s dictionary of official
terminology, psychological warfare involves “operations using specific information
and media to influence the target’'s psychology and behavior in order to advance the
achievement of political and military combat objectives, based on strategic intent
and operational taskings.”® According to Lectures on the Science of Information
Operations, an authoritative textbook on the topic, the objectives involve “breaking
down the enemy psychologically while stabilizing and inspiring one’s own troops.”8*
These “combat measures” are intended to advance the “goal of winning without a
fight or emerging victorious from a fight.”

In particular, the conduct of psychological warfare is regarded as a continuum.
“Because the execution of psychological warfare has no stringent time or space
limitations, it runs throughout times of war and peace, and it permeates politics,
economics, culture, religion, science and technology, society, and all other
domains.”®% In the conduct of information operations, countermeasures that
integrate these capabilities can be leveraged for purposes of influence, intimidation,
and psychological subjugation.”®

Increasingly, such a “battle of wits” has been playing out in real time against
Taiwan and Hong Kong. In particular, the dynamics of “public opinion warfare” are
believed to have “already broken through the boundaries of peacetime and wartime,
thus becoming a contest of “you die, | live” ({fRFEF7E).8” Today, public opinion
warfare is the “second battlefield,” critical to achieving winning without fighting (4~
tk M B A Z ££).88 PLA researchers have been exploring lessons learned from recent
operations in Ukraine, Iraq, and Syria,® which are believed to demonstrate that
social media can achieve effects on the battlefield that exceed and transcend those
achievable through conventional capabilities.®® Consistently, PLA thinking tends to
emphasize the psychological dimensions of conflict in the information age, even
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raising the notion of “cognitive dominance” (HIfXtX) as a critical factors for warfare
in an age of pervasive information and connectivity."

Conclusion

The PLA’s continued modernization has concentrated on a vast array of conventional
and unconventional capabilities. While continuing to expand and modernize its
special forces for high-end conflict scenarios, PRC also currently engages in what
might be characterized as gray-zone activities, primarily associated with its militia
and coast guard. As the PRC concentrates on “re-unification” with Taiwan as a

key element of national rejuvenation, special operations could serve as the tip of
the spear in future conflict scenarios. Pursuant to that operational imperative, the
role of maritime special operations is expanding, including propaganda and the
introduction of swimmer delivery vehicles (SDV).°* While the PLA’s focus remains
on Taiwan, Japanese defense officials are concerned about the vulnerability of their
offshore islands, whose air bases could be seized and used to continue forward
operations against the main Japanese islands.

Ultimately, special forces represent a critical component of what the PLA is
working toward, a high-tech, decentralized/dispersed [43#], and highly capable
force. At the same time, the continued development of psychological operations
capabilities may have immediate relevance in peacetime competition. In a
scenario of high-end conflict, the PRC’s expansive architecture for national defense
mobilization could realize Mao Zedong’s vision of people’s warfare, but leveraging
new theories and technological capabilities.

vi  Since these terms have been raised primarily in less authoritative writings to date, it is unclear the extent to which such
concepts will reflect actual strategic/doctrinal thinking.

102 | DAVIS, GAC, RAGER, REINER & SNOW



Endnotes

1

“Reshape the New-Quality Combat Force System to Deal with “Cyber War,”
[EEHRAER DERRNX" ML), Study Times [F SJRF#],
https://web.archive.org/web/20200104222539/http://www.cac.gov.cn/2015-06/15/c_1115613607 .htm.

See the latest defense white paper that provides an official discussion of the reforms: “China’s National Defense in the
New Era,” Xinhua, July 24, 2019, available at http://www.xinhuanet.com/english/2019-07/24/c_138253389.htm.

“Lifeline’” integrated into system of systems confrontation,” [4£#p2k” 275 AIEl A& Z XFH1), China National

Defense Network, June 6, 2018, http://www.81.cn/jfjbmap/content/2018-06/06/content_207938.htm. “A brigade of the
naval aviation in the northern theater aims at actual combat training” [t &Rk X 38 ZE il 25 £ 37 e At E SR 25 T 254K,
PLA Daily, June 10, 2019, http://www.legaldaily.com.cn/army/content/2019-06/10/content_7899427 htm.

For instance, China’s National Defense University recently convened a symposium on intelligentized warfare: “The First
“Intelligentized Warfare” Symposium Convened in Beijing” [BJ&” ERE(LERSE” WHTSEZ251T], December 28, 2019,
https://web.archive.org/web/20200104223315/http://www.china001news.com/edu/20191228_5937.html

On the impact of technology on PLA tactics, see Dennis Blasko, “Technology Determines Tactics’: The Relationship between
Technology and Doctrine in Chinese Military Thinking,” The Journal of Strategic Studies 34, no. 3 (2011): 355-381.

The original sourcing for this quotation has been difficult to determine. See this quotation referenced in, for instance:
Cai Yubin [Z£38;%] and Huang Xuebin [# 55 %], “Vigorously Cultivate the Fighting Spirit of Scientific and
Technological Personnel” [ K /1558 RHI A RHIEL SHRE 1], PLA Daily, May 6, 2019, available at
http://www.xinhuanet.com/mil/2019-05/06/c_1210126997 .htm.

See the latest defense white paper that provides an official discussion of the reforms: “China’s National Defense in the
New Era,” Xinhua, July 24, 2019, available at http://www.xinhuanet.com/english/2019-07/24/c_138253389.htm.

For more context on people’s warfare, see: Dennis J. Blasko, “Chinese Strategic Thinking: People’s War in the 21st Century,”
China Brief, March 18, 2010, https://jamestown.org/program/chinese-strategic-thinking-peoples-war-in-the-21st-century/.

See the PLA’ official dictionary. All-Military Military Terminology Management Committee
[BEFERBFEHEZR S, People’s Liberation Army Military Terminology [FF B A R B E EI1E],
Military Science Press [Z2 B R} HH AR4t], 2011, p. 660.

See, for instance: “Requirements for the operation of the new system in the main battle zone” [FB4F#k X = X P #r A i
JB{TE K], Xinhua, February 26, 2019, http://www.xinhuanet.com/mil/2019-02/26/c_1210067723.htm.

“Accelerate the Construction of a New Pattern of National Defense Mobilization in the New Era,” [ 'R ¥ 32 S 4 EI B
B REIRFTE R, PLA Daily, September 18, 2019, http://www.81.cn/jmywyl/2019-09/18/content_9627047 htm.

Ye Zheng [FH4iE]. A Discussion of the Innate Characteristics, the Composition of Forces, and the Included Forms” [ P48 22
B8] 5 B T 3 B9 7R U AE, B SR BRE], China Information Security [FRE {5 82 2], August 2014.

“Syrian Conflict—A “Prism" for Proxy Warfare” [$XFI I s Ze—3B MR IR A L S5 60” #5455, PLA News, April 26, 2018,
http://www.xinhuanet.com/mil/2018-04/26/c_129859623.htm.

“Fight Together: Massive Enemy Guerrilla Battle” [FF =8k 3}« KEFFBUEELAVFEER], PLA Daily, July 11, 2019,
http://www.81.cn/jfjbmap/content/2019-07/11/content_238073.htm.

“How Should the Future War Be “Played?” [7R3REL SR EHRE" #T1, PLA Daily, July 30, 2019.

“China’s National Defense in the New Era,” Xinhua, July 24, 2019,
http://www.xinhuanet.com/english/2019-07/24/c_138253389.htm.

For historical context, see also: Elleman, Bruce. Moscow and the Emergence of Communist Power in China,
1925-30: The Nanchang Uprising and the Birth of the Red Army. Routledge, 2009.

Urbansky, Séren. “Moscow and the Emergence of Communist Power in China, 1925-30. The Nanchang Uprising and the Birth
of the Red Army.” (2010): 199-200.

Liu Jie [30J7K], “Special Operations in the Long March” [ A1 B4 FhEAR], Contemporary Elderly [244%:8 4], issue 12, 2016,
http://www.cqvip.com/qk/80153x/201612/670725912.htm|

For context, see Thomas P. Bernstein, et al. China learns from the Soviet Union, 1949-present. Rowman & Littlefield, 2010.

STRATEGIC LATENCY UNLEASHED \ 103


https://web.archive.org/web/20200104222539/http://www.cac.gov.cn/2015-06/15/c_1115613607.htm
http://www.81.cn/jfjbmap/content/2018-06/06/content_207938.htm
https://web.archive.org/web/20200104223315/http://www.china001news.com/edu/20191228_5937.html
https://web.archive.org/web/20191011032939/http://www.xinhuanet.com/mil/2019-05/06/c_1210126997.htm
https://web.archive.org/web/20191011032939/http://www.xinhuanet.com/mil/2019-05/06/c_1210126997.htm
http://www.xinhuanet.com/mil/2019-02/26/c_1210067723.htm
http://www.xinhuanet.com/mil/2018-04/26/c_129859623.htm

21

22

23
24
25

26

27

N

8

29

30

31

32
33

34

35

36

37

38

39

40

Charles Kraus, “How Stalin Elevated the Chinese Communist Party to Power in Xinjiang in 1949,” May 11, 2018,
https://www.wilsoncenter.org/blog-post/how-stalin-elevated-the-chinese-communist-party-to-power-xinjiang-1949.

See also: Kraus, Charles. “Creating a Soviet “Semi-Colony”? Sino-Soviet Cooperation and its Demise in Xinjiang, 1949-1955."
Chinese Historical Review 17, no. 2 (2010): 129-165.

Kevin McCauley, “PLA Yijiangshan Joint Amphibious Operation: Past is Prologue,” China Brief, September 13, 2016,
https://jamestown.org/program/pla-yijiangshan-joint-amphibious-operation-past-is-prologue/.

John Kenneth Knaus, Orphans of the Cold War: America and the Tibetan Struggle for Survival, Public Affairs, New York, 1999.
Chen Jian, “China’s Involvement in the Vietnam War, 1964—69,” China Quarterly 142 (1995): 356-387.

“China: Military Options against Vietnam"” [Declassified] CIA-RDP84S00928R0003000050006-0, National Archive CIA Records
Search Tool (CREST), p. 5 https://www.cia.gov/library/readingroom/docs/CIA-RDP84S00928R000300050006-0.pdf;

Lai, Benjamin. The Dragon's Teeth: The Chinese People’s Liberation Army—Its History, Traditions, and Air Sea and

Land Capability in the 21st Century. Casemate, 2016. Kindle edition. Loc. 1944.

Tanner, Harold Miles. “Guerrilla, Mobile, and Base Warfare in Communist Military Operations in Manchuria, 1945-1947."
Journal of Military History 67, no. 4 (2003): 1177-1222.

Julie Makinen, “Communists’ Version of China’s Wartime Record Frustrates Taiwan,” September 2, 2015,
https://www.latimes.com/world/asia/la-fg-china-taiwan-nationalists-20150901-story.html.

“Battle of Huaihai: 600,000 Victory over 800,000 War Miracles,” [#E8k 1% : LG0T bk BES0 T HIkk =25 4F), Central
Military, January 8, 2019, http://www.mod.gov.cn/education/2019-01/08/content_4834146.htm.

“Upholding the Righteousness, Shaking the Enemy Camp—The Red Army’s Long March” [ A X IBE E— A EKIEE
fh R #2522 18 28], Ministry of National Defense, September 19, 2019,
http://www.mod.gov.cn/education/2016-09/19/content_4733311.htm.

Paul Huang, “Chinese Cyber-Operatives Boosted Taiwan’s Insurgent Candidate,” Foreign Policy, June 26, 2019,
https://foreignpolicy.com/2019/06/26/chinese-cyber-operatives-boosted-taiwans-insurgent-candidate/.

For context and prior writings, see Dennis Blasko, “PLA Special Operations Forces: Organizations, Missions and Training,”
China Brief, 1 May 2015, https://jamestown.org/program/pla-special-operations-forces-organizations-missions-and-training/.
See also: Kevin McCauley, “PLA Special Operations: Combat Missions and Operations Abroad,” China Brief, 3 September 2015.
https://jamestown.org/program/pla-special-operations-combat-missions-and-operations-abroad,.

Alastair Finlan, “British Special Forces in the Falklands War of 1982, Small Wars and Insurgencies 13, no. 3 (2002): 75-96.

“A Certain Special Combat Brigade of the Army in the Central Theater Organizes Parachute Assault Training in Nine Cold
Days,” [FR Bk X bt B R4S P ER IR $ BR A R G F 22 111251, Workers Daily, January 2, 2020,
http://military.workercn.cn/32817/202001/02/200102081041238.shtml.

DM Chan, “China Unveils Special Counter-Terror Force in Xinjiang,” Asia Times, August 20, 2019,
https://www.asiatimes.com/2019/08/article/china-unveils-special-counter-terror-force-in-xinjiang/.

Chen Zhigi [F& &5 25] and Zhao Yunfeng [#X Z ], “New Characteristics of Joint Special Operations Missions
in the Context of Information Warfare” [f5 B{LEL £ 8 TE S MIER TS HIF S,
National Defense Science and Technology [ B &}45], 2019,40(3).

“For the First Time, the Army Organized Five New Types of Power Competitions to Promote Transformation and Construction,”
(Ff FE BEDOR AR 5 2B 8L R B RIEBF B IR, Xinhua, July 9, 2018,
http:// www.xinhuanet.com/politics/2018-07/09/c_1123100617.htm.

“Army Special Forces Anti-Terrorism Combat Actual Combat Drill” [ ZE 43 F3RBA iz 7 kK SEFE SC38 S8 4], CCTV, May
26, 2018, http://news.cctv.com/2018/05/26/ARTIHNuKwLHkN7D5G20HDKRE180526.shtml

“IARIE K R E MK INEL  BARMENREEBRAHACHAMLE E." “The Army's Programming
Structure Is Further Optimized: The Proportion of Special Operations, etc. Forces Is Greatly Increased,” [ Z2 3R BA ZR 2 4549
=l FRER S HELLFIRIEIR T, CCTV, July 19, 2017,
https://www.thepaper.cn/newsDetail_forward_1736564.

“The Gods Are Falling! Directly Attack the Army Training Site in xinjiang” (¥ E X | EEMEHESEIMF],

May 24, 2018, http://www.js7tv.cn/news/201805_146040.html.

“The Army First Organized a Special Combat Force Assessment Contest” [ B 22 B )% ZH R 45 F iR BRBA £ 4% LE R,
Xinhua, July 16, 2018, www.xinhuanet.com/politics/2018-07/16/c_129914444 htm.

104 | DAVIS, GAC, RAGER, REINER & SNOW


https://www.wilsoncenter.org/person/charles-kraus
https://www.wilsoncenter.org/blog-post/how-stalin-elevated-the-chinese-communist-party-to-power-xinjiang-1949
https://jamestown.org/program/pla-yijiangshan-joint-amphibious-operation-past-is-prologue/

)
43

44
45

46

47

48

49

50

51

52

53

54
55

56
57

58

59

60

61

“The PLA Army Tests Its Special Forces Capabilities,” OE Watch, August 2018,
https://community.apan.org/wg/tradoc-g2/fmso/m/oe-watch-past-issues/241432/; “Real Shooting Army ‘Special
Fighter-2019" Assessment Competition” [SEFAPREZE" 435dk &5 F£-2019"E #%LE ], Central Military [~ ZE2Z5], May 15, 2019,
https://web.archive.org/web/20200105002130/http://military.cnr.cn/ycdj/20190515/t20190515_524613759.html

“PLA Army Tests Its Special Forces Capabilities,” OF Watch, 2018; “Real Shooting Army,” Central Mililtary, 2019.

Dennis J. Blasko and Roderick Lee, “The Chinese Navy's Marine Corps,

Part 1: Expansion and Reorganization,” China Brief, February 1, 2019,
https://jamestown.org/program/the-chinese-navys-marine-corps-part-1-expansion-and-reorganization;/.

Dennis J. Blasko and Roderick Lee, “The Chinese Navy's Marine Corps,

Part 2: Chain-of-Command Reforms and Evolving Training,” China Brief, February 15, 2019,
https://jamestown.org/program/the-chinese-navys-marine-corps-part-2-chain-of-command-reforms-and-evolving-training/

Blasko and Lee, “Chinese Navy's Marine Corps, Part 1, 2019; Blasko and Lee, “The Chinese Navy's Marine Corps, Part 2, 2019.

“China’s Navy Saves the World in ‘Operation Red Sea,”” Military Times, June 12, 2018,
https://www.military.com/undertheradar/2018/06/12/chinas-navy-saves-world-operation-red-sea.html.

“The Jiaolong Commandos,” China Military Online April 15, 2019,
http://eng.chinamil.com.cn/view/2019-04/15/content_9478613.htm.

“Central-2019 Exercise Kicked Off" [FrB-2019" & SR FFifE #5], China Military Online, September 16, 2019,
http://www.81.cn/jfjbmap/content/2019-09/16/content_243420.htm.

“A Close Look at Chinese Airborne Troops,” China Military Online, August 30, 2017,
http://eng.chinamil.com.cn:80/view/2017-08/30/content_7736996.htm.

“Close Look at Chinese Airborne Troops,” China Military Online, 2017.

“The Special Forces of the Rocket Army Guarding the Dongfeng 16 are Exposed, Going through Brutal ‘Hunter Training"”
[SFHARR 6 K BT EFFFRERARR X - BEHEREERN” AL, March 23, 2019,
https://new.qq.com/omn/20190523/20190523A0N4MZ.html.

“Rocket Force Regularly Conducts ‘Sky Sword’ Series of Exercises,” [K&FEESFR” K817 RFEII,
Guancha, May 30, 2018, https://www.guancha.cn/military-affairs/2018_05_30_458380.shtml.

“Lin Hai Xueye Breaks through the Attack—Experience the Special Combat Training under the Severe Cold Conditions of
a Certain Blue Army Init of the Rocket Army,” [R5 5 BF 4 22 ik — 3% 70 (K 85 3 18 ZE BB = SR T4k 1)1125),
Xinhua, February 4, 2019, www.xinhuanet.com/politics/2019-02/04/c_1124085458.htm.

The Science of Second Artillery Campaigns |55 — 18 SR 1% 3]
Joel Wuthnow, China’s Other Army: The People’s Armed Police in an Era of Reform. National Defense University Press, 2019.

“‘Mountain Eagle’ Commando First Battle China-Kyrgyzstan ‘Cooperation 2019" Joint Anti-Terrorism Exercise,”
[RiL=& 17 L =EAER ST A1E—2019"B A& KR, Global Times Online, August 20, 2019,
https://china.huangiu.com/article/9CaKrnKmk97.

Mountain Eagle’ Commando, Global Times, 2019.

“Sharp Blade—2016 True Mountain A" Exercise Army Special Forces Full Embedding System of Systems Operations,”
[ 7]-2016-84 1L A" 8 > B T 45 e BBBA 2 A2 R AR R 1E4R], People’s Daily, October 25, 2016,
http://military.people.com.cn/n1/2016/1025/c1011-28805385.html.

Yang Jianyi [#%5#£5%], “Thoroughly Analyzing the Trends in Development of Informatized Special Operations” FE#T{E 1k
R & B, China Military Online, August 16, 2018, http://www.81.cn/theory/2018-08/16/content_9254392.htm.

Chen Bingyi [F& &%), “Discussion on the Application of Electronic Counter-Strike Force in Anti-terrorism Special Operations
under the Condition of Plateau Mountain in Border Areas” {25 X /& R 1L Hi & 4 T R B4R B FXH 81z
FAs%i%, 32159 troops; <EFFY 20174511858

“Hybrid Warfare”: Is It a New Bottle of Old Wine, or Is It a Special Dish?" [R &%  EHMIAE  KE23IF4E
@], PLA Daily, May 186, 2019, http://www.sohu.com/a/314219527_628598.

Chen Hanghui B #Z] and Deng Xiumei [X33548, “Is It a New Bottle of Old Wine, or Is It A Noodle? Analysis of the
Characteristics of Hybrid Warfare Theory,” [RFTHEIHE » X2 AIFEB—RITRESHFEICHIFR, PLA Daily,
May 16, 2019, http://www.legaldaily.com.cn/army/content/2019-05/16/content_7876256.htm.

STRATEGIC LATENCY UNLEASHED \ 105


http://www.81.cn/jfjbmap/content/2019-09/16/content_243420.htm

62

63

64

65

66

67

68

69

70

A

72
73

74

75

76

77

78

79

80

Feng Donghao [XBZ<3#%], “Pay Attention to the Development Trend of Foreign Military Operations Theory” [3€3E 4V & fEEL I
& BHEH, PLA Daily, June 12, 2018, http://www.81.cn/jfibmap/content/2018-06/12/content_208433.htm.

Xie Lei [4§7%5], “Pay Attention to the Study of Anti-Hybrid Warfare" [ 18 K & & fik & 8] BRFR 25, PLA Daily, May 30, 2019,
http://www.qstheory.cn/llwx/2019-05/30/c_1124560384.htm.

Xie Lei, "Pay Attention to the Study of Anti-Hybrid Warfare,” 2019.

Zhang Wei [3€22] “Use ‘Eyes’ to Create with “Mental Power"—Innovative Use of “Gerasimov Tactics” [$£” BR” &k
B A lE—ERT” BRAEREAR" #IRIFTE M) China Military Online, March 29, 2018,
http://www.81.cn/jfjbomap/content/2018-03/29/content_202673.htm.

Liu Yuqi [0 E5¥5], “Russian Version of “Hybrid Warfare” Bright Swords on the Syrian battlefield,” [fiR” E&H%" =
SIFAILEL 7], PLA Daily, September 20, 2018, http://www.81.cn/jfjbmap/content/2018-09/20/content_216355.htm.

Li Ruijing [Z=3%52], “Looking at the Future War from the Syrian Battlefield,” [M3XFIIL & 155 ok Sk ik & #84£], China
Military Online, February 8, 2018, http://www.gfdy.gov.cn/defense/2018-02/08/content_7937162.htm.

Li Ruijing [Z=H##52], “Local Warfare's "Proxyization” Is Intensifying” [B&Bik %~ RIB(L” RURRZ],
PLA Daily, June 5, 2016, http://www.81.cn/jfjbmap/content/2016-06/05/content_146616.htm.

Cheng Ming [#2RB], Yang Yong [#%5 28], and Lu Minglei [E& BB &, “Analysis of Development Needs of Special Operations
Unmanned Support Vehicles” [F{Edk T A 218 % & R 55 5K 24, Science and Technology Vision [RH%Z #1571, (20) 2019.

Ding Mingchao [T BA#&], et al., “Theory and Practice of Special Operations Training: From the Improvement of Recovery
Ability to the Optimization of Human Ability,” [ FER JIZAIER 5LE—MRER NIZEEE AR IR
£1k], Sports Science Literature Bulletin [{& R STk #R], 10 (2019): 28.

Elsa Kania, “The PLA's Latest Strategic Thinking on the Three Warfares,” China Brief, August 22, 2016.
https://jamestown.org/program/the-plas-latest-strategic-thinking-on-the-three-warfares/.

Brady, Anne-Marie. Magic Weapons: China’s Political Influence Activities under Xi Jinping. Vol. 18. Wilson Center, 2017.

Peter Mattis, “The Analytic Challenge of Understanding Chinese Intelligence Services,”
Studies in Intelligence 56, no. 3 (2012): 47-57.

For recent sourcing discussing the PLASSF 311 Base’s engagement with concerns of innovation in political work
for the cyber era, see “Working Diligently to Promote the Innovative Development of Political Work”

(2= H¥#EshEGA T fERIE & B, China Military Network, April 23, 2019,
https://web.archive.org/web/20190423033915/http://www.81.cn/2018hldk/2018-10/30/content_9326217.htm

Elsa Kania, “The PLA's Latest Strategic Thinking on the Three Warfares,” China Brief, Volume: 16 Issue: 13, Jamestown
Foundation, August 22, 2016, https://jamestown.org/program/the-plas-latest-strategic-thinking-on-the-three-warfares/.
Mark Stokes and Russell Hsiao, The People’s Liberation Army General Political Department Political Warfare with
Chinese Characteristics, Project 2049 Institute, October 14, 2013.

John Costello and Joe McReynolds, “The Strategic Support Force: A Force for a New Era,”

National Defense University, October 2, 2018,
http://ndupress.ndu.edu/Media/News/News-Article-View/Article/1651760/chinas-strategic-support-force-a-force-for-a-new-era/;
Elsa Kania and John Costello, “The Strategic Support Force and the Future of Chinese Information Operations,”

Cyber Defense Review, Spring 2018,
https://cyberdefensereview.army.mil/Portals/6/Documents/CDR%20Journal%20Articles/The%20Strategic%20Support%20
Force_Kania_Costello.pdf?ver=2018-07-31-093713-580

For an authoritative article that addresses this topic, see “Academy of Military Science President: Reforms Must Resolve the
Restraints upon Systematic Assurance for a Powerful Military” [ZE 2R} S PR br 46 240 2 B R R 88 2438 Z (O (AR I 4 FE 1),
PLA Daily, November 2, 2015, http://www.chinanews.com/mil/2015/11-02/7600724.shtml.

Academy of Military Science Military Strategy Research Department [ 55 R} 3 B & 25 &k & B 22 7] (ed.),
The Science of Military Strategy [&%B& 3], 2013.

Mou Shan [£2H1], “Information Weaponization and Military Social Media Strategy” [{5 8 & 281t 5 ZEPA 3t 32 s ik B ],
China National Defense Report [FF [ E B &, http://www.mod.gov.cn/intl/2015-07/22/content_4605755.htm.

Wang Hongyou [3E 3t %], “Fight Cross-Domain Asymmetric Warfare” [¥T 4515 IEXIFR{EML], PLA Daily,
http://www.81.cn/jfjbmap/content/2019-08/29/content_242008.htm.

106 | DAVIS, GAC, RAGER, REINER & SNOW


https://web.archive.org/web/20190423033915/http://www.81.cn/2018hldk/2018-10/30/content_9326217.htm
https://jamestown.org/program/the-plas-latest-strategic-thinking-on-the-three-warfares/

81

82

83

84

85

86

87

88

89

90

91

Xu Shiyong [t B8], “New Solution to the Connotation of Asymmetric Warfare” [JE X3 #R fE&k P 5 357 ),
PLA Daily, January 31, 2019, http://www.81.cn/jfjbmap/content/2019-01/31/content_226616.htm.

See, for an excellent assessment of these trends, Nathan Beauchamp-Mustaphaga, “Cognitive Domain Operations:
The PLA's New Holistic Concept for Influence Operations,” China Brief, September 6, 2019,
https://jamestown.org/program/cognitive-domain-operations-the-plas-new-holistic-concept-for-influence-operations/

Military Terminology of the Chinese Peaple’s Liberation Army, Military Science Press, 2011.
Ye Zheng [MHiiE], Lectures on the Science of Information Operations [15 B {ER R ¥ F2].
Ye Zheng, Lectures on the Science of Information Operations.

Ye Zheng, Lectures on the Science of Information Operations.

Liu Huiyan [XE23%], et al., “Thoughts on Promoting the Development of Cognitive Domain Combat Equipment in the Whole
Media Environment” [Z SRR THEBHIA RIS EEL F & L R AIJLRUER ], Defense Technology, Issue 5, 2018,
http://www.cqvip.com/QK/96765A/201805/676887804.html. The authors are affiliated with Unit 61716.

Jiang Xinghua [Z 3¢ 4], Invisible Bright Sword: Accelerate the Transformation of Communication Power Generation Model [

Te it 5E Sll——INR¥E 2 1248 14 AR ), Long March Publishing House (K1 1 AR AL AR], May 2015.

Chen Hanghui [BRATL#E], “Social Media Warfare, the New Dimension of War in the Information Age,” [#1 3z it {d %, 15 S A
RERFFTHEE], PLA Daily, September 25, 2015, http://www.81.cn/jfibmap/content/2015-09/25/content_124476.htm.

Zhong Jianchang [$h3E &], “Analysis on the Coping Strategies of Social Media Information Warfare—Taking Russia to deal
with the Ukrainian crisis as an example” [ S EIL S IR T BUR FEBR KK 3}, PLA Daily, August 6, 2014,
https://web.archive.org/save/http://www.81.cn/jwgd/2014-08/06/content_6080875.htm; Mou Shan [Z2H#],

“Information Weaponization and Military Social Media Strategy” [{5 /2 H 381t 5 TP X MR AR BS),

China National Defense Report [Ff [ E 5 #&], http://www.mod.gov.cn/intl/2015-07/22/content_4605755.htm.

Sam LaGroe, “New Chinese Nuclear Sub Design Includes Special Operations Mini-Sub,” USNNI, March 25, 2015,
https://news.usni.org/2015/03/25/new-chinese-nuclear-sub-design-includes-special-operations-mini-sub.

STRATEGIC LATENCY UNLEASHED \ 107



BIOLOGY AND THE BODY POLITIC:
MESSING WITH MOTHER NATURE



What COVID-19 and China’s Grand Strategy May Teach
about a History of the Future
Capt. L. R. Bremseth and James Giordano

The SARS-CoV-2 (COVID-19) virus is not a biological weapon. But, certainly, it is an
agent creating mass disruption—and destructive effects—to human life, health,
economies, and social stability. Media coverage and political discourse are rife
with language that speak of “waging war” against the virus—and perhaps rightly
so in calls for mobilizing resources, goods, services, and personnel in a fight for
health and survival. However, despite (1) awareness of the United States’ relative
weaknesses in biosecurity; (2) viability—if not likelihood—of current and future
biological threats capable of large-scale impact (e.g., inclusive of natural, human-
made, and/or combination of human-induced natural threats); and (3) past modeling
and gaming exercise to assess both possible trajectories and US readiness of
such events, COVID-19 has illuminated inadequacies in US preparedness. This
failure of recognition, in conjunction with a relative collective rigidity in thought and
institutionalized preparedness and response processes, has enabled our strategic
competitors to gain advantage over the United States in these irregular and often
unrestricted engagements. To be sure, the world is watching.

How might such vulnerabilities be mitigated, if not prevented in the future?

We believe that while the US special operations forces (SOF) have been utilized
effectively—and in some cases overextended in their prior and current utilization—a
reevaluation and redirection of key SOF elements and resources could be employed
in engagements that contribute strongly to surveillance and interdiction of radical
leveling technologies and emerging risks and identified threats on the global stage.
But such use of SOF, or any other Title 10 or Title 50 asset(s), is predicated on
governmental coordination and collaboration in recognizing the extant need for risk/
threat identification and mitigation, coupled with a national ability to rally and coalesce
in directed efforts to assure security, stability, and sustainability of multicomponential
efforts and enterprises (i.e., a unified national, state, and local governmental,
research, and commercial endeavor).

The US population’s visual withessing of attacks and destruction, such as those
that occurred at Pearl Harbor on December 7, 1941 and at numerous sites within the
United States on September 11, 2001, has been shown to evoke rapid public and
governmental response, often with predictable patriotic fervor. But, thankfully, such
overt attacks remain few and far between, in part because of the frank bellicosity of
their intent and the resulting justification of any retaliatory action. Such explicit acts
of war are not and, we argue, will not be the norm. Rather, engagements to evoke
disruptive and influentially “down-range” destructive effects on various aspects of US
infrastructure, socioeconomics, and international position will be increasingly nonkinetic.
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Scenario Vignette: A History of the Future

China’s Grand Strategy

The year is 2049, and China reigns supreme. Since 2032, China has had the world’s
largest economy with the yuan as the global reserve currency, and Mandarin has
been recognized language of business, trade, and commerce. The United States
barely achieves ranking in the top five global economies, and its international market
leverage remains prominent only in limited domains (e.g., automotive and commercial
aircraft production).

During the late 2020s, socialism replaced capitalism in the United States as
the preferred socioeconomic model. Whereas China had succeeded in becoming a
global economic power by embracing capitalistic economic principles while retaining
communist political and social principles, the United States embraced socialist
economic approaches that decades before had failed to produce Chinese economic
success. China clandestinely (and in some instances covertly) influenced the
United States’ move toward this inefficient form of socialism by discretely funding
US academic programs, media, and public enterprises by employing large-scale
psychological operations (psyops) to both pulse and affect US culture. Additionally,
China funded Mexican cartels to smuggle considerable quantities of illegal drugs
and and an iteratively growing number of illegal immigrants across the US southern
border to incur sociopolitical discord, disrupt the social fabric, and both tacitly and
explicitly change US social demographics to establish ideologies and perspectives
aligned, rather than competing, with those of China.? It took several decades, but
these nonkinetic, asymmetric engagements were instrumental in China realizing its
“grand strategy” of assuming status as the global superpower. The United States
was reduced to a significantly lesser force in international relations and capabilities.
China overcame long-standing tensions with the United States for power dominance
without the need (or burden) of armed conflict. Durable, dogged adherence to the
philosophy and teachings of Sun Tzu, with specific emphasis on both achieving
victory prior to or without conventional warfare as well as deception had assured
China’s success.

The success of China’s grand strategy to achieve global dominance was the result
of careful, deliberate planning and successful implementation of successive Five-Year
Plans. During the 1980s and 1990s, both US and Chinese officials debated current
and future intentions of US-Chinese relations and relative positions in the evolving
world order. By the late 1990s, China’s leadership was influenced and directed
predominantly by military and former military officials (i.e., pro-conflict “hawks” [ying
pail) who advised strategic steps to avenge China’s “hundred years of humiliation”
(1845-1945) and, in the process, replace the United States as the economic,
military, and political leader of the world by 2049).2 The Chinese accomplished
the strategic intent to “revise the US-dominated economic and geopolitical world
order founded at Bretton Woods and San Francisco at the end of World War 11”3 by
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developing and executing the “hundred-year marathon.” Deception provided the key
to the ultimate and durable success of this plan, preventing the United States from
gaining insight and/or access to China’s strategic intentions until it was too late to
effect any change or mitigation. This plan required decades of effort and patience,

and it succeeded brilliantly.

China’s Military Dominance

By 2049, Chinese culture has obtained broad-scale global effects as a function of
the outreach capabilities provided by its vast media and entertainment industries.
Further, China’s dominance in science and technology (S&T) is uncontested given

its decades of investment. A consequence of these S&T advancements is China’s
control of space and the global maritime (surface and subsurface) domain(s), thereby
ensuring Chinese commercial, as well as military, global access and influence. The
People’s Liberation Army Navy (PLAN) can exercise activity wherever and whenever
desired, as it is the most advanced, largest, and most powerful navy in the world.

The US Navy (USN), while still a capable military force, has fallen significantly
behind PLAN, both in number of combatant ships and global influence. Thus, while
the USN continues to conduct transits to and from the Indo-Pacific theater of
operations, it remains careful not to antagonize the PLAN or Chinese commercial
vessels. The USN’s prior role as a guarantor of maritime free passage in both the
Indo-Pacific region and globally is now assumed and performed by the PLAN. But
rather than providing and assuring “freedom of the seas” navigation for any and all
vessels, the PLAN serves as an instrument to advance China’s economic and military
influence worldwide.

The comparative impotence of the USN affords China tremendous military
capability. China eschews conventional land and/or air warfare, instead focusing on
naval power to assure global military and trade dominance. By reducing the viability
of the USN, China essentially guaranteed regional anti-access, area denial (A2AD),
thereby negating US Army and Air Force assets by preventing them from reaching key
geographic domains of China’s global power. Instead, any form of kinetic warfare is
relegated to “proxy geographies” (e.g., Africa and South America). Taken together,
these dynamics fortified China’s political and military sovereignty in and across Asia,
the Indo-Pacific region, and, ultimately, worldwide.

China absorbed Taiwan politically in 2034. The United States was unable to mount
an effective naval military deterrent for fear of losing numerous carrier battle groups
and other assets to advanced Chinese hypersonic and space-based weapons. US
military power was essentially “check-mated” and forced to acquiesce to China’s
demonstrated power and demands. From that point, US military capacity, influence,
and prestige began a precipitous decline from which it did not recover.

In Chinese, the word “marathon” refers to a long-term effort of rejuvenation or restoration.
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Sun Tzu, the Hundred-Year Marathon, and Nonkinetic Engagement

“The highly developed Chinese body of doctrine is particularly relevant
today because of China’s long-term strategy to expand its influence
worldwide through a well-integrated mix of diplomacy, propaganda,
intelligence, technology acquisition and innovation, and commercial
trade. . .. Deception continues to play an underlying role, increasingly
augmented by an unprecedented expansion of overt military power, as
in the establishment of de facto control over disputed waters in the
South China Sea, in violation of international law.”*

—Arturo Muioz, 2018

Essential to its success, China adhered strictly and unwaveringly to the teachings of
Sun Tzu, particularly Sun Tzu's emphasis that, “All warfare is based on deception.”® The
United States failed to appreciate or understand Sun Tzu fully and, consequently, did not
recognize China’s highly effective employment of deception, especially as implemented
through its well-established three nonkinetic warfares: media, psyops, and law/lawfare.
The view by some in the US government that no definitive proof of deception existed failed
to acknowledge 1) evidence in Chinese and Western sources indicating the historical
and cultural proclivity of Chinese officials to undertake coordinated activities to mislead
perceived opponents, whether internal or external, about the country’s intentions or
capabilities, and 2) the innate susceptibility of people to deception.®

While deception was certainly vital to China’s success, another contributory element
was China’s continual quantitative measurement of success of the numerous nonkinetic
engagements it had implemented during preconflict (“left of bang”) conditions.

These included economic, cyber, precision biological and chemical enterprises, and
narcoterrorism, in addition to the aforementioned three nonkinetic “warfares” (Figure 1).

SPECTRUM OF CONFLICT

Engagement
Ecological i
“Left of Bang” Legal (“Lawfare”) Right of Bang”
Economic
. . Drugs N .
Non-Kinetic Focus Smuggling Kinetic Focus
Non-linear Clandestine Psychological/Media Linear - Overt
Unconventional/Asymetric o Dirgoglatic L Conventional
i i = yber = i
Disruptive = Neuroweapons S Destruct!ve
IC Intensive ] Terrorism s DoD Intensive
Whole of nation -‘é Guerilla 3 Whole of government
Government Electronic =
Academia Space
Chem-Bio
Industry Niclear/Radiation
Conventional
PRC U.S./PRC
Warfare

“Victorious warriors win first then go to war, while defeated warriors go to war first then seek to win” - Sun Tzu
Figure 1: Schematic depiction of the spectrum of engagement, with relative foci and loci of application and effect.
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Moreover, following the collapse of the Soviet Union in 1989 (when the USSR
possessed the world’s second most powerful military), China changed its system
of geopolitical power assessment to emphasize economics, foreign investment,
technological innovation, and ownership of natural resources, while de-emphasizing
military strength. In these efforts, China’s political, commercial, and military
institutions adhered strictly to the nine elements of the hundred-year marathon:

e Induce complacency to avoid alerting your opponent.

e Manipulate your opponent’s advisors.

e Be patient for decades or longer to achieve victory.

e Steal your opponent’s ideas and technology for strategic purposes.

e Recognize that military might is not the critical factor for winning a long-term
competition.

e Acknolwedge that the extant hegemon will often take extreme, even reckless
action to retain its dominant position.

¢ Never lose sight of shi—the guiding knowledge, principle, and/or force that
establishes “the way” of power.

e Establish and employ metrics for measuring your status relative to other
potential challengers.

e Always be vigilant to avoid being encircled or deceived by others.”

Adherence to shi was the most important element contributing to China’s success,
as it was (and remains) at the heart of Chinese strategy. This concept is somewhat
difficult for Western societies to understand. Various Chinese translations describe it
as “the alignment of forces,” “propensity of things to happen,” “to shape a situation,”
“to build up posture,” “to assess the overall situation,” and “to seek a balance of
power.”® Pillsbury has claimed that “only skilled strategists are able to exploit shi for
ensuring victory over a superior force”, and “only a sophisticated adversary is able to
recognize how he is vulnerable to the exploitation of shi.”® The United States and its
Western allies could (or would) not fully comprehend the concept of shi. Consequently,
they failed to recognize its role in China’s geopolitical and military plans and activities.
Arguably, this lack of recognition and understanding facilitated the decline of US and
Western hegemony in global affairs.°

China predicated its strategic approach to global competition and power dominance
primarily on deductive planning. The potential breadth and scope of the objectives that
the country desired to achieved by 2049 served as the basis for retroactive planning
to identify the actions necessary for achieving milestones and ecologies essential
to the strategic end goal. In progressing toward 2049, China iteratively included

” U
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inductive planning to assure its ongoing efforts would align with established goals and
milestones, as measured by successive evaluation of multi-domain successes.

The incorporation of long-term, nonkinetic disruptions were pivotal for inducing
US complacency and keeping the United States from being alerted to China’s
real intentions. This accorded with the first dictum of the hundred-year marathon:
induce complacency to avoid alerting your opponent. China achieved global-power
dominance operationally through an articulate program and networks of cyber-hacking,
employment of Chinese espionage agents inside and outside the United States,
and numerous other penetrations of academia, industry, and military infrastructures.
Philosophically and practically, China considered such theft and diversion of truth
legitimate components of deception, especially if and when leveraged to attain its
predominance of global power.

China’s Efforts to Destabilize US Society

Synergizing these efforts were the implementation of numerous programs of broad-
scale bio-socioeconomic disruption. For example, the importation of drugs (e.g.,
fentanyl and/or its precursors) had devastating impact and consequences on several
dimensions and domains of US society; incurring hundreds of thousands of deaths,
weakening the US economy both directly (i.e., in revenues devoted to care, treatment,
and/or incarceration of the addicted) and indirectly (e.g., via greater than 20 percent
diminution of the total US prime-age workforce because of drug addiction).** Further,
drug addiction affected US military and governmental stability, as addicted individuals
could not qualify for jobs in these sectors.

Much less visible but nonetheless effective, China directly (yet often cladestinely)
funded US academia (and research), selected politicians, and media and
entertainment industries. By quietly and sometimes secretly funding American
academia, China gained deepened insight into S&T trajectories and therefore was able
to invest in emerging sectors. This would prove to be both economically profitable and
valuable in acquiring intellectual property rights in influential scientific, technological,
industrial, and military capabilities. Additionally, China influenced social and political
narratives, constructs, and perceptions of truth through both overt and clandestine
funding of scholarly resources (i.e., academic/professional journals) and print, visual,
online, and entertainment media. China’s overall objective was to shape values,
attitudes, and opinions of the next generations of US citizens and voters. Augmenting
these efforts, China funneled money to select politicians for the purpose of shaping
US (and other nations’) political climate and postures.'?

China understood and respected the global power and influence that American
media and entertainment had achieved and enjoyed for decades. Therefore, it
began developing its own film industry while simultaneously providing funding for the
production and distribution of American films. Whereas English had historically been
the default language for much of international media, the movies that China financed
and/or helped to produce offered a variety of languages from which to select when
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viewing. While subtle, this effectively informed and influenced audiences’ perceptions
that English was losing its prominence as the globally-accepted and -used language.
Further, making Mandarin the accepted language of business and finance contributed
to worldwide sentiments of China’s multidimensional hegemony, which subsequently
enabled the the yuan to replace the dollar as the global reserve currency.

China’s stellar execution of its grand strategy and its strict adherence to the
nine elements of the hundred-year marathon proved vital to its eventual success in
replacing the United States as the sole global superpower. Focal to each and all these
efforts was the maxim: Be patient for decades or longer to achieve victory. Although
these enterprises were determined and perseverant, the United States’ continual
failure in and across multiple domains facilitated and ultimately guaranteed China’s
success. China repeatedly indicated its true intentions, goals, and objectives via
dialogue and actions, but US governmental entities did not heed. Whether through
hubris, ignorance, greed, or a combination thereof, the United States surrendered
global hegemonic power despite being provided sufficient warning and ample
opportunities to prevent such loss. The United States was unprepared for, and
too slow to recognize and respond to China’s escalating use of means and tools
for mass disruption and the devastating rippling effects they incurred throughout
several (and perhaps all) aspects of US society. US political and military leadership
looked continuously for the proverbial “smoking gun” to reveal China’s sponsorship
and execution of these clandestine (and sometimes covert) activities. But given the
intentional ambiguity of nonkinetic engagements, explicit evidence was absent. Thus,
the motivations for and political and legal justification of US responsive action(s) were
considered to be lacking.

US Failures, Chinese Successes

China executed successfully a series of “check and mate” maneuvers to establish and
enable strategically latent assumption of global power. Changes in federal budgetary
appropriations and allocations further impacted US ability to counter and/or avoid such
multidomain “cornering.” These budget cuts and redirections disempowered military
and intelligence communities as well as key government and public resources vital to
national security. This iterative loss of capability and effectiveness became evident to
the US public and professional sectors. Consequently, the social contract Americans
had historically maintained with their government (and its associated services) began to
deteriorate quickly, and this decline became unstoppable. The denigration of confidence
steadily progressed to the point where the majority of Americans lost faith in both

their government and the ability of the US to sustain a leading role in global politics,
economics, and balances of power.

Perhaps first among the United States’ numerous failures was an inability to
recognize the evolution of warfare. Even during the period of 2020-2030, the United
States retained belief that it would likely engage China in a conventional (kinetic)
force-on-force war in the Pacific. Given this focus upon kinetic warfare, the United
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States continued to commit billions of dollars to fund equipment and technology (e.g.,
ships, aircraft, missiles, bombs, and bullets) for a war that was unlikely and, in fact,
never occurred. The United States persisted in its dedication to a Clausewitzian (and
somewhat Napoleonic) approach to war. This dogmatic view was wedded to an errant
belief that a superior number and extent of technological assets would be the decisive
factor in determining the outcome of any future conflict. Clearly, the United States had
little regard for the fifth dictum of the hundred-year marathon: Military might is not the
critical factor for winning a long-term competition. Such views and beliefs contributed
to the United States’ failure to recognize that China (1) had gone to war with the
United States decades earlier, using nonkinetic, low-visibility engagements (pro Sun
Tzu), and (2) had been winning decisively in this domain.

While the United States spent enormous sums for military equipment and assets,
China allocated more of its gross domestic product toward S&T developmental efforts
and global engagements. China’s extant cultural values, philosophies, and somewhat
different (and more permissive) ethics (i.e., than the United States and its Western
allies) enabled a wider scope and accelerated pace of research efforts. China’s rapid
S&T achievements in artificial intelligence, big data, bioscience, and engineering
eventually outpaced and surpassed those of the United States and its global allies
combined. Fundamentally, China was more insightful regarding global conditions and
vulnerabilities and, consequently, made better long-term strategic investments and
decisions than the United States, if not “the West” at large.

In contrast, the United States maintained an antiquated, World War ll-era
perspective of warfare, and adhered to the institutionalized processes and thinking
that had served it well from the 1940s through the 1970s. However, by the year 2000,
these processes—especially the collective channelized thinking that accompanied
them—became increasingly burdensome. In these ways, the United States repeatedly
could not to respond effectively to being confronted with ever-more rapidly emerging
threats and associated technologies. In essence, the United States became captive
to its own bureaucratic rigidity and stagnation. It had lost the infrastructural systems
and flexibility to promote and provide imagination, innovation, and creativity that in
decades earlier had enabled it to challenge adversaries quickly and adroitly. Clearly,
the United States no longer possessed the speed, dexterity, and purpose of action
that once contributed significantly to its position as the definitive global superpower.

China effectively recognized and exploited vulnerabilities within US institutionalized
governmental and bureaucratic processes. No US organization or agency was
authorized to coordinate among and across other government organizations for
integrated, comprehensive responses to grave national crises. Yet, US governmental
and bureaucratic systems failed to identify or correct their inherent flaws in structure
and function. This inchoate arrangement (and relative ineptitude) of organizational
authorities and responsibilities further enabled China’s success in executing serial
and escalating campaigns of nonkinetic engagements against the United States.
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The opioid crisis of circa 2010-2020 provided an example of how badly US
governmental stovepiping failed the American people. In restrictingly categorizing the
opioid crisis as a medical issue, rather than correctly identifying it as at least partly a
nonkinetic chemical engagement or attack by China (via its proxy clients, the Mexican
cartels), it was not clear which agency was in charge of, and responsible for taking
action. These failures led to the disruption of multiple facets of US society and the
ongoing loss of US capabilities. Whereas China had a grand strategy for shaping and
directing its long-term enterprises to achieve global power, the United States lacked a
counterpart strategy. Certainly, it had the National Defense Strategy and other, more
tactically-oriented initiatives that were updated every few years, often with incoming
presidential administrations, but these were focused primarily on preparations for
conventional warfare. Thus, in keeping with outdated Western doctrine, the United
States failed to appreciate or heed Sun Tzu’s admonition that “tactics without strategy
is the noise before defeat.”*3

The United States continued to embrace precepts of conventional force-on-force
warfare, while China never deviated from strict adherence to the teachings of Sun Tzu
that emphasized nonkinetic engagement as the most effective and efficient model
for winning without fighting. But even von Clausewitz advocated the need for flexibility
in preparing for and maneuvering on the battlefield. Simply put, the United States
failed to acknowledge that Clausewitzian dictate, and in so doing, had forgotten how
to change and foster reinvention to keep pace with (or outdistance) an adversary.
Hence, the United States was doomed to become another second-rate nation, vying
for position among many others in their dependence upon, and subjugation to, the
prominent global superpower.

This vignette prompts the pressing question: Is this scenario inevitable?

Meeting Challenges and Seizing Opportunities

Now, let us turn back the clock: the year is 2020, and the United States is the
dominant global superpower, but is quickly losing the lead in and across numerous
domains. As noted in a series of US Army Science and Technology Trend reports,
this is especially the case in S&T enterprises.'* The United States government and
polis recognize the need for strategic leadership and planning at the highest levels
to maintain a position of predominant global power. However, implementing such
leadership and plans remains uncertain; questions persist about how to effect such
change, and where and how to begin. Long-established US processes, procedures,
and policies inhibit (or prevent) the timely coordination of US governmental agencies
and private-sector resources needed to respond to rapidly accelerating and ever-
expanding emerging threats.

The extant partisan divide has led to a legislative quagmire that further
exacerbates the situation. Is the United States prepared to identify, quantify, and
respond to such risks and threats? We believe it is not. To reiterate, no evidence
exists to indicate or imply that the COVID-19 crisis resulted from an intentionally
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developed or deployed (weaponized) biological agent. Nevertheless, the crisis is a
proverbial “shot across the bows,” bringing into stark relief the inadequacies of US
infrastructural coordination of biosecurity information, resources, and response. In
many ways, we believe this bespeaks a larger, undergirding issue and problem. In a
2019 PRISM interview, General John M. Murray, commanding general Army Futures
Command, stated:

[Russia and China’s] concept of layered standoff—which we think is
fundamental to their theory of victory—beginning below the threshold
of war, sees constant competition below that threshold. We have seen
it in Ukraine, the South China Sea, and the Baltics; all attempting to
achieve strategic objectives below the threshold of war. In Western
society we tend to see long periods of peace interrupted by short
periods of war as the norm, while many of our adversaries see the
world in constant competition—not necessarily always military, but
through all elements of national power; diplomatic, information,
economics, as well as military. That’s a different kind of world
perspective. . . . In a different way, they are achieving many of their
strategic objectives below the threshold of war.*®

General Murray references Russia’s and China’s intent and capabilities to exercise
power in non-traditionally bellicose ways, so as to avoid conventional kinetic armed
conflict with the United States, while simultaneously attempting to achieve strategic
objectives via constant competition in what is known as phase 0. Phase O is the
domain of preconflict in which strategically-oriented efforts incur war disguised as
peace. As General Murray stated, “as long as they can continue to achieve objectives
below the threshold of outright war, what is needed is a whole-of-government effort to
counter it.”1®

Arguably, the United States disadvantages itself by not appreciating, and not
engaging, the ways that nonkinetic enterprises can be used to achieve national
strategic objectives. Further, by employing all elements of national power, a whole-
of-nation approach can be exercised, which extends (i.e., force multiplies) the
activities of whole-of-government efforts. Of course, and as the COVID-19 crisis has
illustrated, whole-of-government coordination and cooperation is essential both to
initiate and sustain whole-of-nation enterprises of preparedness and response. To be
sure, the old adage, “an ounce of prevention is worth a pound of cure” aptly applies,
as such coordinated, collaborative preparedness is far more conservative—and
conservational—of economic and human costs than stalwart, conflictive competition.

Principles of, and preparedness for, kinetic warfare do not necessarily or
appropriately apply to addressing, mitigating, or preventing nonkinetic threats,
especially those that occur in phase O preconflict conditions. As we have noted
previously, nonkinetic engagements are not intended for “destruction” in the classic
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sense, but can and should be regarded as efforts toward disruption, intended to exert
rippling effects that destabilize nations, societies, and populations and, in these ways,
gain purchase to affect economic, sociocultural, political, and power capabilities and
relative global position and security.

Therefore, as the COVID-19 crisis has revealed, whether a naturally occurring
pandemic, a bioengineered contagion, or the leveraging of key bio-psycho-socio-political
vulnerabilities in infrastructure and function, disruptive effects can evoke devastating
multi-domain and -dimensional impacts. In sum, COVID-19 has brought to light US
inadequacies and vulnerabilities in biosecurity and other factions of threat preparedness
and response that could be exploited via nonkinetic means and engagements.

Despite such trends, it still may be possible for the United States “right its ship,”
but the time for such action is quickly expiring. Certain government and military
sectors recognize that the United States is consistently reactive, instead of proactive,
in recognizing and responding to emerging threats. Some consensus exists that the
established processes, procedures, and policies will need to be modified or changed
completely to enable the speed and breadth of action required to address evolving
challenges expediently, efficiently, and effectively. The United States possesses the
organizations required for such efforts, but these resources tend to be operationally
stovepiped and constrained by their specified authorities and responsibilities.
Therefore, an existing organization, or new entity, must be empowered with cross-
organizational authority to coordinate the activities of the Department of Defense,
the intelligence community, the Department of State, the Department of Justice,
the Department of the Treasury, other governmental agencies, and private-sector
institutions and resources toward developing and executing enterprises to limit or
prevent these emerging threats.

Within this effort should be an accompanying strategic narrative articulating
the necessity of employing all elements of national power to achieve long-range
national objectives (as the US principal strategic competitors articulate currently and
effectively). It would be foolish to presume COVID-19 will be the last pandemic to
occur. Also, we believe it would be equally unwise, if not remiss, not to expect rivals to
recognize and attempt to exploit vulnerabilities in US, and international, systems and
functions for biosecurity and national stability. To prepare for and mitigate, if not deter
such threats, we propose establishing a Joint Interagency Task Force (JIATF) along with
a Program Management Office and/or a Program of Record for executing, supervising,
and administering a whole-of-nation approach to maximize efforts in national security
to meet both natural threats and those of intentional origin and deploy. A prudent,
cost- and resource-efficiernt redirection and deployment of SOF—and its associated
and derivative organizations—may serve as both “tip of the spear” in key elements
of surveillance and interdiction (i.e., mitigation and prevention) in the nonkinetic
domain. Indeed, COVID-19 has fostered a crisis. We opine it is important to take the
term “crisis” in its literal sense—a time of change—and use this challenge as an
opportunity for a call to colors.
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Cyborg Soldier 2050:
Human-Machine Fusion and Its Implications
Diane DiEuliis and Peter Emanuel

As the worlds of digital machinery and biology continue to intersect, and the

pace of discovery in biotechnology accelerates, the potential for altering human
beings is also growing—creating both promise for and concern about the possible
outcomes. The latent ability to alter physical or behavioral human attributes as they
pertain to warfighters, particularly special operators, is generating both operational
opportunities and ethical concerns, at the levels of both the individual warfighter and
the Department of Defense (DOD). Few guidlines have been conceived for operational
or ethical decision-making regarding altered human performance, largely because of
the lack of studies on potential human performance futures and how they should be
assessed in the context of special and DOD operations.

This chapter describes the results of a year-long study representing a first
foray into forecasting and evaluating specific prototype human-machine interface
capabilities likely to be introduced between 2030 and 2050. To conduct the study,

a team of 75 scientists, engineers, lawyers, ethicists, and military personnel came
together to frame the issues, conduct reviews of current and future research, and
hosted site visits with subject-matter experts across the nation. The study team
sought to evaluate strategic operational, ethical, legal, and societal implications
(ELSI) of cyborg technology for the military. The study team used use the term
“cyborg”* purposefully, as we predict an acceleration in the convergence of man

and machine between 2020 and 2050. The cyborg technologies we assessed go
beyond augmentation—those used to restore function from injury or disease—to
those capable of enhancing performance (through a range of modifications, from

the functional to the radically structural) beyond the normal baseline for the human
population.2 We also assume genetic engineering, synthetic biology, nanotechnology,
artificial intelligence, or any number of emerging and converging technology fields will
enable aspects of cyborg capabilities.

This chapter identifies four potential future military-use cases for cyborg
technologies and assesses their impact on DOD'’s organizational structure, warfighter
doctrine and tactics, and interoperability with allies and civil society. It offers a
framework through which any variety of potential performance enhancements can be
assessed and a set of recommendations for DOD in the short term to prepare for this
latent future.

Selection and Assessment of Case Studies

Given the broad and exploratory landscape of human-machine interfaces, the study
team determined it would be more impactful to select case studies relevant for
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defense considerations. We developed individual case studies based on technologies
capable of enhancing human performance either now or potentially by 2050. They
represent both predicted technology and concrete examples to illuminate and discuss
operational and ELSI concerns. We prioritized individual capabilities of a soldier from
most to least impactful on a warfighter’s battlefield performance when enhanced
above baseline performance:

e Situational awareness

e Strength and speed

¢ Imaging and sight

e Communication

¢ Physiology (endurance/sleep/health)
¢ Virtual (avatar) control

e Attention and memory

e Learning

¢ Sense of smell

These priorities informed the development of four vignettes based on emerging
global trends in human-machine enhancement research.

Case Study 1: Ocular Enhancement for Imaging,

Sight, and Situational Awareness

Army analysts project battlefields in 2050 will be dense urban environments or
subterranean megacities that will challenge target identification and tracking. In these
scenarios, a warfighter’s vision is enhanced to enable sensory perception beyond

the normal visible spectrum, which combine with computational capabilities that
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would allow for target identification, selection, and data sharing with other individuals
or military systems. Enhanced individuals would have the ability to analyze images
from various wavelengths atop one another to better discriminate targets and allow
identification in complex and cluttered environments.

Ocular enhancement would offer small dismounted teams the ability to acquire
and share data in real time. Fast-moving expeditionary units could employ enhanced
individuals as part of teams engaged in a multidomain battle space in which
communications will likely be contested or denied. The enhanced individual would
be part of the expeditionary unit and capable of performing functions autonomous
of external data feeds, thus providing intelligence data drawn from multiple sensory-
fusion inputs. In short, the individual possessing the ocular enhancement would
provide the squadron with a portable sensory-fusion capability.

The enhancement technology could manifest itself in one of two ways. In the
first scenario, an ocular enhancement system could overlay existing ocular tissue,
retaining use of the retina (similar to ongoing research to treat adults with advanced
retinitis pigmentosa). Such capabilities will likely be available and mature by 2030,
given current research efforts.® A second, more complex scenario, would require
complete replacement of the eye, with data feeds passing directly into the optical
nerve bundle. In this enhancement, anticipated to be mature by 2050, the sensory
input for visualization is completely mechanical or electronic in composition, allowing
data feeds of all types and across all spectra, including those previously not capable
of being visualized by humans.

It is unlikely individuals would willingly undergo removal of healthy tissue in a
sensitive area, so ocular enhancement would be an attractive medical option for those
with eye tissue damaged or destroyed by injury or disease. Further, given the critical
role vision plays in society, warfighters who have lost part, or all of their vision, might
be motivated to undergo voluntary surgery that could restore or even improve their
ability to visualize the world beyond their service in the military.

Case Study 2: Restoration and Programmed Muscular Control

through Optogenetic Bodysuit Sensor Web

Musculoskeletal injuries represent the second leading cause of lost duty time in
the US armed forces,* and warfighters and special operators perform increasingly
challenging tasks that push them to the limits of their physical capability.

In this scenario, a network of subcutaneous sensors deliver optogenetic
stimulation through programmed light pulses to enhance muscle control. An
optogenetic control network could be employed to restore muscle or nerve function
in the wake of an injury. It could also allow warfighters to interface with external
systems not permanently adhered to their bodies or control their bodies to perform
complex tasks for which they are not trained or accustomed. Ongoing efforts to
develop warfighter exosystems to reduce energy expenditure has revealed that current
technologies often impede operator performance and increase metabolic costs.® An
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optogenetically controlled bodysuit could better sense the human state and provide a
real-time interface between the human and the exosystem. This human enhancement
would allow dynamic adaptive coupling of the human body with an external exosystem,
leading to more stable and agile physical behaviors, and optimize energy expenditure
in operational environments.

The enhancement is best described as an implanted digital sensing and
stimulation system coupled with external sensors (e.g., boot inserts and wearables),
all of which link to a central computational controller. In effect, the human body
would have an array of small optical sensors implanted beneath the skin in the body
areas that need to be controlled. This could manifest as thin optical threads placed
at regular intervals over critical muscle and nerve bundles and linked to a central
control area designed to stimulate each node only when required to recruit the
muscles below it. Optical control would occur across the network of optical threads in
a programmed manner to effect a fluid muscular action in a choreographed “dance.”
Such a network of implantable muscle sensing, computation, and stimulation
provides a closed-loop suite that could be used to decrease injury and mortality rates
for soldiers through automated hazard avoidance, while enhancing their physical
capabilities on the battlefield.

Case Study 3: Auditory Enhancement for Communication and Protection
Battlefield-associated hearing loss resulting from acute or prolonged exposure to high-
intensity sounds such as gunfire, explosions, or military machines is one of the most
prevalent service-connected disability for US veterans. A 2012 study suggests that
~10 percent of veterans suffer from tinnitus, while ~6 percent have been diagnosed
with some level of hearing loss.® Existing technology such as the Army-sponsored
Tactical Communications and Protective System affords some protection but does not
offer enhanced capabilities to the user.
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In this proposed enhancement scenario, enhancement of auditory capabilities
would occur by replacing or modifying the middle-ear bones and the cochlea, affording
a more dynamic hearing range, both to protect from high-intensity noises and to
increase sensitivity to low-amplitude sounds. As the technology matures, it could
expand the range of sensory perception to infrasonic and ultrasonic levels, allow for
positioning and localization from passive sensor transmissions or echolocation, and
create advanced communication capabilities.

Given this technology requires invasive ear surgery, it would be used only for
individuals with significant hearing loss. Direct replacement or modification of both
inner and middle components would be irreversible, and therefore those with healthy
auditory capabilities would be unlikely to accept this type of enhancement. Advances
in external processor capabilities and minimally invasive electrode implantation in
neural networks could make these technologies more accessible to the general
population by 2050.

For military personnel, auditory enhancements would afford protection from high-
intensity noises, provide a wider dynamic range of detectable sounds, and afford
integrated communication capabilities. In the near-term (2020 to 2030), the study
team anticipates the enhancement will be coupled with networking capabilities and
used to track human detection of salient objects in an acoustic environment. In
squads with limited enhanced personnel, the enhanced individual(s) would detect
salient auditory information in the environment and relay it to other squad members
using conventional forms of communication. For squads with multiple enhanced
individuals, acquisition and distribution of auditory cues to spatially separated
individuals could direct attention across an entire squad to actionable stimuli.

Later iterations of auditory enhancements would likely target two key areas: 1)
the capability for communication via imagined or covert speech, and 2) significantly
less invasive and/or reversible implants. In regard to imagined speech, within this
extended timeline (2050), significant advances in the understanding of neural
pathways will enable not merely improvements to an individual’s auditory signal
transduction but also conversion and transmission of these signals to others across
distances.” This capability could lead to increased acceptance and adoption of
this enhancement in areas outside the military, such as by intelligence officers,
police forces, and others who would benefit from using imperceptible forms of
communication. Technologies that allow real-time translation of multiple languages
would be useful to military operators, as well as civilians.

Case Study 4: Direct Neural Enhancement of the Human Brain

Remote weapon systems and/or unmanned vehicles have increasing prevalence

on the modern battlefield. Vehicle and infrastructure-associated remote weapon
systems allow for operators to control the battlefield while remaining some distance
away in relative safety. Similarly, unmanned vehicles will play an invaluable role in
reconnaissance and long-range targeting of enemy infrastructure, equipment, and
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personnel. Our current state of technology allows remote weapon systems and
unmanned vehicles to be controlled by work stations that can be either fixed or
portable. While effective, these current systems are limited by the complexity of user
interfaces and limited information that can be conveyed to the user.

In this scenario, neural implants for brain-computer interfacing (BCl) would allow for
seamless interaction between the individual and secondary assets (i.e., machines).
This control could extend to drones, weapon systems, and other remote systems
controlled by an enhanced operator. The enhancement would not simply entail user
control of equipment (brain to machine) but also transmission to operator (machine
to brain), and human to human (i.e., command-and-control dynamics) to enhance
situational awareness as drone, computational-analytic, and human information is
relayed to the operator. Neural enhancement through implantation of modulatory
electrodes in the brain will allow for rapid interaction between machine and operator
via a read/write type of mechanism.® These enhancements will enable the enhanced
operator to have rapid and integrated control of multiple assets by improving
battlefield awareness and warfighter lethality.

As this technology matures, the study team anticipates specialized operators will
likely be utilizing neural implants for enhanced operation of assets by 2030. These
operators will include special forces teams, military pilots, UAV/USV-drone operators,
and intelligence personnel.® By 2050, scientists will make significant advances in
the understanding of the neural network and neural implant technology, enabling
deployment of these technologies to military forces for use-controlled operation of
weapon systems, network communication and interaction (e.g., corpspeople speaking
with doctors or specialists in hospitals to aid in field treatments of combat injuries),
and improved warfighter awareness through machine-to-brain (and machine-enabled
remote brain-to-brain) communication via the use of distributed sensors, transmitters,
and reconnaissance drones.
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For the warfighter, neural implants would have broad battlefield applicability.
External processors and transmitters would allow for interaction with battlefield
assets (weapon systems, reconnaissance drones, UAV/UMVs) as well as personnel
both within proximity and across distances through hierarchical relays with a central
network. Early deployment of BCI to enhanced individuals would be limited to small-
scale specialized teams where one or more enhanced personnel would offer squad
support through asset control. The level of invasiveness of early iterations and the
potential irreversibility of these implants may limit acceptance by military personnel
and society, although specialized teams (e.g., Navy SEALs, US Army Rangers) may
be more inclined to accept these technologies if they could provide significant
improvements in capability, lethality, survivability, and overall battlefield superiority.

Improvements in neural implant technology could be significant by 2050.
Anticipated improvements would focus on reducing the level of invasiveness of
the implant itself. This could be accomplished through location-specific assembly
of electrodes using biocompatible nanoparticles that can be directed via an
external force (doped iron-oxide nanoparticles that can be positioned through the
use of directed magnetic fields) or through improvements to the signal-acquisition
capabilities of externally placed electrodes and processors. The study team expects
warfighter needs will influence these technological advancements; however, such
advances would plausibly lead to revolutionary changes in how society interacts with
machines on a daily level. Technologies such as personal robots, entertainment
options, and vehicles would be driven and sustained by commercial entities.

Case Study Analysis

Societal Perceptions as Either Impediments or Drivers of Cyborg Soldiers

Our study considered whether near-peer competitors/adversaries’ would be willing
to pursue genetic alterations or invasive human-machine enhancements the United
States would be more hesitant to conduct, because of differing ethical frameworks,
regulatory requirements, or social attitudes. For example, in 2017, Chinese
researchers manipulated myostatin genes in canines to increase their musculature
several fold, resulting in what many considered a prelude to the potential creation of
“super soldiers.”2® Another Chinese research team added more fuel to these concerns
when it announced the germ-line manipulation of human embryos for the stated
purpose of avoiding HIV infection passed from parents.'* Months later, a Russian
scientist claimed he intended to implant gene-edited embryos into women.?

Current DOD perceptions about near-peer adversaries’ strategic intent are based
on such anecdotes. While we know both China’s political and military institutions are
involved in all aspects of technology research and development!® and China maintain
explicit differences in cultural values and norms governing the conduct of research,*
researchers have not assessed systematically global perceptions on the ethics
of human enhancement. To what extent, if any, are the research-and-development
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(R&D) activities of different regions of the world constrained by different moral codes
or swayed by popular regional opinion? What characteristics—such as education,
religious beliefs, or doctrine—affect willingness to allow advanced technology to
enhance the human condition, and to what extent do these attitudes among members
of the public impact the activities of a particular government?

The Pew Research Center concluded a survey of 4,726 people within the United
States to understand domestic attitudes toward human-enhancement technologies.*®
They examined public attitudes about three emerging technologies that could
improve human health, cognitive abilities, or physical capacities. The study revealed
the majority of Americans greet these technologies more with wariness and worry
than enthusiasm and hope. For example, a majority of US adults say they would be
“very” or “somewhat” worried about brain chips (69 percent) and synthetic blood
(63 percent). Some said they would be both enthusiastic and worried, but, overall,
concern outpaces excitement. Opinion is closely divided on the fundamental question
of whether these potential developments are “meddling with nature” and cross a
line that should not be crossed or are “no different” from other ways that humans
have tried to better themselves over time. People’s views differ depending on how
religious they are; on average, more religious Americans are less affirming of these
enhancements than those considered less religious, who are more inclined to see use
of these techniques as the continuation of a millenia-old quest by humans to try to
better themselves.1®

The Pew Research study results suggest an American’s willingness to accept or
reject a human enhancement technology is associated with their understanding of the
technology and their degree of religious commitment. Comparable data from other
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countries is not available, and near-peer adversaries like China exert heavy control
over information sharing, making data collection challenging. Moreover, the attitudes
and opinions of the general public do not necessarily represent what government
authorities or research teams are willing to pursue. Therefore, US leadership has
little data about what other countries’ societies, scientists, governments, or military
leaders would support. Value exists in understanding societal awareness and global
perceptions of human-machine enhancement technologies because it can be used to
predict where adoption cyborg technologies may be difficult to introduce and where
adversarial adoption of offset technologies is likely to be more readily accepted.

Interoperability and the Politics of Enhanced Soldiers

Our subject-matter experts expect commercial medical applications will accelerate

the pace of development of cyborg technologies between 2020 and 2035; thus,
defense forces around the globe will likely adopt them apace. Adoption of new and
potentially sensitive technologies will have implications for interoperability of military
forces. However, interoperability of military units in a tactical sense is not the only
hurdle that must be overcome when bringing together populations from different
countries. Countries base their policies on the shared social norms and beliefs of the
population, which may or may not align on the issue of human-machine enhancement
technologies.” The aforementioned Pew Research study suggests allies with strong
religious demographics may be more reluctant to accept foreign cyborg soldiers
operating on a shared military base within their borders. Based upon current postures
of key strategic competitors,*® the global community will likely not establish consistent
and harmonized approaches to integrating human-machine enhanced warfighters; the
lack of harmonization will present challenges to the deployment of these assets in the
years leading up to 2050. A robust multinational dialogue that identifies acceptable
legal, moral/philosophical, and ethical frameworks for deploying these technologies in
national defense may prepare the global communities for these eventualities.

Beyond allied acceptance and military interoperability, international political costs
exist for fielding cyborg military assets. State and nonstate adversaries will seek to
undermine DOD by portraying the United States as deploying technology unethically.

Demographics such as religion and political affiliation are anticipated to be
a platform used to galvanize these arguments, with entertainment and social
media reinforcement. Mass media, including film and literature, is a known stage
for demonizing cyborgs. From Frankenstein to Terminator, popular media often
depict technology’s integration with the human body as robbing the human spirit of
compassion and leading to violence and grave unintended consequences. In the name
of entertainment, popular social and open-source media, literature, and film have
often distorted or portrayed in dystopian narratives the use of machines to enhance
the physical condition of the human species.

However, fiction can also reflect positive applications of emerging technologies or
be a powerful tool for engaging the public in bioethics discussions.'® More accurate
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depictions of technology and its applications in both fiction and nonfiction media could
lay the groundwork for a new generation who see opportunity for societal benefits

in cyborg technologies. As technology increases the possibility for human physical
enhancements, DOD must help alter distorted cultural narratives. A more realistic,
balanced (if not more positive) narrative will serve to better educate the public,
mitigate societal apprehension, and remove barriers to productive adoption of these
new technologies. Although this is not intrinsically a DOD mission, defense leadership
should understand that if they intend to field these technologies the public must
understand and overcome misperceptions.

Legal and Privacy Implications for Cyborg Technologies

As many legal scholars will attest, current legal frameworks that govern the use of
technology—including cell phones, email, and social media—are inadequate. As the
pace of technological development accelerates and human-machine enhancements
achieve reality in the years leading up to 2050, legal frameworks will almost certainly
continue to be outpaced. In a 2014 study, “Our Cyborg Future: Law and Policy
Implications.”?° Benjamin Wittes and Jane Chong discuss how the prolific use of cell
phones and wearable devices brings technology closer to the human race and suggest
we are, in effect, approaching a state in which we are “juvenile cyborgs” already. They
suggest a more important and unique legal challenge associated with man-machine
enhancements is the data generated by the machines:

The first consideration that must factor into our discussion is that
cyborgs inherently generate data. Human activity by default does
not—at least, not beyond footprints and fingerprints and DNA
traces. We can think and move without leaving meaningful traces;
we can speak without recording. Digital activity, by contrast, creates
transactional records. A cyborg’s activity is thus presumptively
recorded and that data may be stored or transmitted. To record or to
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transmit data is also to enable collection or interception of that data.
Unless one specifically engineers the cyborg to resist such collection
or interception, it will by default facilitate surveillance. And even if
one does engineer the cyborg to resist surveillance, the data still
gets created. In other words, a world of cyborgs is a world awash in
data about individuals, data of enormous sensitivity, and, the further
cyborgidization progresses, ever-increasing granularity. Thus, the
most immediate impact of cyborgidization on the law of surveillance
will likely be to put additional pressure on the so-called third-party
doctrine, which underlies a great deal of governmental collection on
transactional data and business records. Under Third Party Doctrine,
an individual does not have a reasonable expectation of privacy with
respect to information he voluntarily discloses to a third party, like

a bank or a telecommunications carrier, and the Fourth Amendment
therefore does not regulate the acquisition of such transactional data
from those third parties by governmental investigators.?*

The authors argue further that the more essential the role machines play in our lives,
the more integral the data they produce are to our human existences and the more
inextricably intertwined the devices become with us—socially, physically, and biologically.
If this is true, what are the implications for the enhanced individual? Further, what are
the implications of these data when they are generated by warfighters and special
operators? Who owns such data, and for what purposes can they be used? From a legal
perspective, an enhanced human will likely find themselves generating huge amounts
of data that makes them uniquely susceptible to targeting and surveillance, and legal
frameworks, structured currently, cannot to do anything about it. Further, the data could
be hacked by adversaries for harmful purposes.
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Cyborg technology will also collect data from those around the enhanced
individual. Some of the technology predictions within this study envision human-
machine enhancements in which audio, video, geolocation, and time stamps would
all be recorded and distributed. From a national security perspective, this enhances
situational awareness and clearly has military applications. But in a civilian setting,
like in a coffee shop or the gym, it will have other implications, including impact on
bystanders. Even if an individual volunteers for enhancement and any corresponding
collection of their personal data, bystanders are unlikely to have granted the same
permission. Some likely scenarios to consider include:

¢ Are an enhanced individual’s capability to monitor, record, and communicate
conversations and images bound by the same legal frameworks that govern
wiretapping and privacy laws for cell phones and other recording devices?

e |[f an enhanced warfighter is caught and captured, do they have the same
protections under the Geneva Convention, and will their enhanced status
alter the treatment they are likely to receive?

e Can a person be prevented from having or using an enhancement under
special circumstances (e.g., entering a bank or sensitive compartmented
information facility [SCIF], gambling in a casino, taking a test, or negotiating
a contract)?

e Can an employer discriminate against hiring an enhanced—or unenhanced—
person? Can a business refuse to serve? If an employer desires the
enhanced individual, can they be paid more for their services?

¢ |s the misuse of enhanced technology on the part of an employee grounds
for deactivation or removal of the technology?

e |s there a legal precedent for passing laws that restrict or modulate
technology integral to our bodies?
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e Who is liable for any accidents caused by malfunctioning of the technology?

e Can a person sign away legal authority or control over something inside their
body (i.e., akin to a delegation of authority/responsibility)?

e Will people be required to disclose the presence of enhancements within
their bodies? If so, when, why, and to whom?

e Can someone be screened to reveal an enhancement that is not visible
through the use of a metal detector or body scanner? What is the
expectation of privacy for both enhanced individuals and people interacting
with them?

Current legal frameworks are insufficient to predict the myriad challenges to
privacy and security that will arise from these situations. The DOD should explore the
development of dynamic legal, security, and ethical frameworks that anticipate these
questions. Forward-leaning policies, both internal and external to the department,
should protect privacy, sustain security, and manage personal and organizational
risk. Because a core DOD mission is the operationalization of technology for national
security, these frameworks should be agile and responsive to new technologies,
whether developed in the United States or elsewhere. Moreover, frameworks should
be adaptable to the entire lifecycle of technological advancement, from early-stage
research through fielding and operational use.

Safety and National Security

Cyborg technology might be classified as a threat; it is almost impossible to detect,
difficult to deter, and challenging to defend against. If the strategic landscape
advances sooner than expected, or contains ambiguous threats against which we

lack capabilities to detect and defend, the balance of power, as well as the very
definition of “asymmetric warfare,” will be altered. The introduction of human-machine
enhancements into military and civilian populations will create new vulnerabilities that
will need to be mitigated by security architectures. As noted above, cyborg individuals
would automatically record images and audio or generate geographic coordinates and
time stamps; they will, in effect, create “transactional records,?? enabling collection or
interception of that data. Unless one specifically engineers the cyborg to resist such
collection or interception, it will facilitate surveillance by default. Relatedly, because
of their surveillance capabilities, cyborgs could be selectively tracked and targeted
unless proper shielding is undertaken.

From a national security perspective, adversaries may piggyback surveillance and
tracking technologies onto implanted cyborg technologies. In the words of one study
participant, “If | can’t walk into a [SCIF] wearing an iWatch or carrying a cell phone,
how will security be confident it is safe to allow a cyborg to walk in there?”

Machines respond to commands, and if command-and-control systems are hacked,
the human-machine will be compromised. External hackability could generate the fear
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of control by others. Even if this risk can be mitigated through enhanced encryption
methods, variable authentication requirements, or other methods, the perception that
control could be subverted might lead to issues of trust among peers. For example,

if a hostile actor could override an optogenetic bodysuit or neural implant that
controls muscle movement, this could not only create a true threat to the individual,
organization, and mission but also promulgate fears among the ranks of both
unenhanced and enhanced alike.

Lastly, these advanced technologies will be able to travel the world outside of
traditional exploitation-preventative security controls. Technology ownership and
chain of command of an enhanced soldier is nontraditional (e.g., an enhanced soldier
plans a vacation to foreign countries, posing diplomatic and security risks). Thus,
individual user must trust the system will perform reliably and sustainably—i.e., that
the system has been verified and validated—in and across a range of settings and
circumstances. In short, an enhanced soldier with a machine interface presents a
potential multilevel security risk in need of mitigation.

Military Opportunities to Enhance Capability
Human augmentations and enhancements carry with them a number of security and
privacy concerns at both the national and global societal level. These technologies,
however, also offer significant advantages to the DOD and other national agencies. In
addition to enhancing warfighter performance, these technologies have many technical
applications with the potential to improve warfighters’ survivability significantly,
allowing them to operate safely and securely in austere environments.?® One could
argue that failure to invest in the responsible development of these potentially
lifesaving technologies would be unethical.

With variable combat environments, conditions, and adversaries, military
technology is advancing rapidly to provide enhanced situational awareness to
warfighters. DOD forces regularly deploy a wide array of unmanned aerial and/or
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marine vehicles (UAV/UMYV) to collect data and relay it back for assessment. UAV-
gathered intelligence is often collected at a central location and then disseminated
to forward operators through conventional communication networks, which can prove
limiting in some situations. As discussed in vignette 4, neural enhancements—
portable independent communication systems both between squads and squad
members, as well as with computer systems themselves (such as UAVs)—could
enable warfighters to operate “off of the cloud” or “on the edge.” In a multidomain
battle space where fast moving expeditionary forces will contest communications and
movement, these types of portable communications could lead to enhanced targeting,
tracking, and situational awareness organic to the squad level, thereby enabling rapid
decision-making and operational flexibility.

The ability to passively record environmental situations and personal interactions
and observations without external equipment or devices would also be invaluable to
clandestine surveillance. In dense urban environments, operators would be able to
move seamlessly through crowded city streets capturing environmental intelligence,
targeting conversations, and acquiring other valuable information that would be digitally
stored for later analysis and interpretation. Additionally, while clandestine operators are
trained to capture and remember key details, digital (audio and visual) recordings can
capture minute details that may be missed by even the well-trained eye.

Safety Concerns and Benefits

For any enhancement or augmentation, safety is a critical issue, and, challengingly, the
cognitive and physical effects of these technologies cannot be known fully a priori. The
DOD must support rigorous science in these domains, not only to validate usefulness
of the technologies but also to identify and prevent short- and long-term harms. Even
when measures are taken to ensure the highest level of safety for the end user of
these technologies, each human’s physiology is slightly different, and the technologies
could result in unforeseen side effects. DOD personnel, especially those at the “tip

of the spear” (e.g., SOF), are prone to seek an advantage over adversaries even if the
chosen technology has not been shown to be fully effective or nonhazardous (e.g.,

the use of dietary supplements by SOCOM). Although speculative at this stage of
development, the early adoption of low technology-readiness-level (TRL) enhancements
to keep up with enhanced adversaries may prove an area of concern in the future.
Given DOD'’s particular needs and applications, many of these enhancements will
likely be unique to the DOD; therefore, collection and accrual of data to validate the
utility, and establish the safety, of these technologies may be more difficult than in

the civilian sector, where more opportunities exist to collect data or conduct studies
with sufficient sample size. Also, long-term side effects will likely be unique to each
augmentation. The remapping of neural networks resulting from an implant will be
vastly different than muscular stimulation via optogenetic implants. Each implant type,
location, and mode of action will carry its own safety and regulatory concerns.
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Human enhancement and augmentation could be implemented as a viable
technology in DOD personnel for the sole purpose of adding a competitive edge to and
improve survivability of warfighters. Each of the technologies we have discussed have
the potential to offer improved situational awareness through 1) enhanced sensory
perception, 2) streamlined interaction with assets such as UAVs and sensors, and 3)
improved communication between squad members, which would directly translate into
improved warfighter performance and safety through “left-of-bang” approaches. While
these examples would provide more tangible and predictable safety enhancements,
secondary benefits could also be possible based on current understanding of neural
plasticity and overall brain function. For example, studies of Alzheimer’s dementia
have shown early and frequent brain stimulation leads to reduced plaque formation
in aging populations.?* It is possible enhancements that rely on a neural implant
or other method of brain stimulation may increase overall brain activity, leading to
slowed aging of neural pathways and long-term benefits to individuals with these
types of enhancements. Many of these technologies will incorporate some sort of
biometric log to ensure the stability of the implant. As has been discussed elsewhere,
these logs could allow for numerous biomarkers to be monitored, which could lead
to early recognition not only of implant degradation and/or failure but also other
disease states (or conditions that the recipient may experience or develop during their
lifetime). By revealing actionable medical information that would not otherwise be
detected, the enhancement may provide a safety benefit to the individual.

Long-Term Effects of Human-Machine Fusion
Enhancement technologies may be integrated intimately within the human body
and enable decades of exchange information with the human nervous system. As
mentioned, long-term effects on the human body (and cognitive and/or psychological
functions) cannot currently be wholly foreseen, and will need to be determined
through rigorous prospective studies. Once short-term safety and efficacy have been
demostrated, initial deployment would likely be in small specialized teams monitored
extensively both during and after military service. These specialized teams could
serve as “probe cohorts” to enable ongoing evaluation of benefits, burdens, and
potential harms incurred by such interventions. While the targets will be ever-evolving,
we discuss below some of the questions and concerns that will need to be addressed.
Many of the enhancements described here and possible by 2050 will require us
to to deepen our understanding significantly both of the brain and how to engineer
technologies affecting its structures and functions. Most cyborg technologies will
likely require a neural component/implantation to allow efficient utilization, which
will require a massive two-way data feed to/from the brain, as scientists develop
iterative methods and techniques to “learn” proper placement of implants and to
accommodate vast types and amounts of data required to sustain these technologies’
optimal functioning. We do not know yet how the use of integrated technologies will
affect existing brain architectures and functions; arguably, we can know this only by
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implementing the particular intervention(s) in question. Augmentation of individual
senses may have secondary consequences for multisensory integration and sensory
motor coordination and will require information displays that can be digested by the
human brain without causing spatial disorientation, negative impacts on coordination,
and disequilibrium.?® Furthermore, if these data streams become corrupted, improper
sensory relays and interpretation could lead to poor or incorrect decision-making by
the operator. For example, an operator could falsely identify of targets, leading to
friendly fire. Would this lead to a “my implant made me do it"—type defense where
technology is blamed for such actions and mistakes?

With age, the tissues, integrity, and functions of the human body change in
relative capability, plasticity, and sustainability. We do not yet know whether and/
or how implants will change the rate, extent, and effect(s) of aging, or the influence
and manifestations of the implants over time. In the long-term, the body might lose
it ability to interact with the implant as neural connections degrade or muscles
and connective tissues change or atrophy. Will an individual who receives these
enhancements during their years of service become even more infirm later in life as
their body and implant ages? Can enhancements be recalibrated as the body ages
to restore functionality, or at least ensure operability at some basal level? Or, will the
technology provide some measure of protection against or mitigation of aging effects,
thereby rendering the enhanced individual with durable capabilities?

Active Military Considerations

Our study team projects the Integration of enhanced troops into warfighter populations
will increase in frequency as we approach 2050, and these populations will persist
for extended periods of service. This “new normal” will require changes in the way

the DOD recruits, trains, deploys, and protects troops and systems under its span of
control. At present, all soldiers and support personnel constitute a significant DOD
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investment. This is not just an investment in the equipment and training, but also in
the in-service and long-term postservice care. The total life-cycle cost in enhanced
personnel will require a change in the way the various branches of the DOD organize
and position individuals in their command.

¢ Does this create new quid pro quo service criteria? For example, should the
DOD mandate substantially longer commitments of service for enhanced
individuals if the DOD is required to maintain these implants in perpetuity?

e Should all enlistees be eligible for enhancement, or should only select
groups—e.g., those who are able to meet certain physical and mental
criteria—be eligible or selected? Can an individual join the military if they
have a preexisting augmentation?

¢ How do enhanced individuals rank compared to unenhanced ones, and
how does this change current hierarchies and criteria for promotion and
recognition/awards?

These questions and others will require serious attention by each branch of the
service as they adapt to the previously discussed “new normal,” key aspects of which
we address below.

Integration of Enhanced Soldiers into Active-Duty Forces

While human-machine enhancements could potentially increase operational
effectiveness of military units, the technologies and techniques to employ them

will require study and optimization. These adjustments to current practice will not
simply be how we handle personnel but also how we organize enhanced personnel
into existing hierarchies, how we utilize them on the battlefield, and how the rules of
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warfare may need to be modified to accommodate the use—and to prevent misuse—
of these technologies.

Classifying military personnel as enhanced or unenhanced would add another level
of categorization to military status, fithess for duty, and/or rank that will have to be
considered. Enhancement will effectively change the capabilities and professional
status of active-duty soldiers and will require policies and procedures that take
into account how these new capabilities will impact the professional qualifications
and military occupational specialties assigned. Additionally, in today’s military,
individuals can take courses or receive additional training to further their career
and potential for advancement. Is there a future where obtaining an augmentation
conveys an equivalent benefit to an individual’s career path? In contrast, could an
enhancement limit this potential? For example, what if the enhancement is so unit-
or task-specific (i.e., targeting, reconnaissance) or necessary that it constrains or
restricts an individual being promoted from field service, or from receiving a different
enhancement that is not compatible?

In the early stages of development and deployment, individuals augmented through
use of invasive procedures will not likely be prevalent in the general population
of troops. Deployment of mixed populations will require changes in doctrine,
organization, training, materiel, leadership and education, personnel, and facilities
to maximize impact and better achieve the mission. DOD leaders must consider
that integrating enhanced personnel within military units that contain unenhanced
soldiers is likely to create an imbalance in capabilities. This will almost certainly incur
differences in permissions, treatments, or requirements for long-term sustainment.
Consideration should be given to how this would impact unit cohesion or morale of
the military unit, and whether and to what extent “super soldier” myths will (positively
or adversely) affect unit performance. For this reason, the study group recommends
that DOD fund and conduct related psychosocial research as development of these
technologies advances.

Finally, current DOD rules of engagement require a human-in-the-loop for lethal
actions. As technology blurs the line between system and solider, new policies will
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need to be developed that define permissions for when to engage in lethal actions
for systems under direct human neural control. Is it sufficient for a single human in
control of multiple deployed assets to interpret intelligence independently and decide
upon the best course of action? In addition to considering how these technologies
will alter our own rules of engagements, decision-makers must develop methods

of understanding our adversaries’ capabilities, intentions, and permissions in this
space.?®

Reintegration of Enhanced Soldiers Back into the Civilian Population

An enhanced military cohort will eventually return to civilian life, requiring secession
planning and institution of transition policies that take into account the unique needs
of service members with long-term enhancements. The obligations for long-term care
of the individual, the security of the technology, and the capabilities afforded by the
technology must be considered for each type of augmentation, and policies will have
to be tailored to address each consideration and concern effectively. While a soldier
with a prosthetic arm is not expected to return the arm after service, an individual who
can control a UAV (or other BCl-device or system) with a neural implant may require
different considerations upon retiring from service.

Enhancements designed for military applications will likely enable warfighters to
perform at a level greater than the previous or general norm, whether via enhanced
hearing, vision, stamina, or cognitive capabilities. As an enhanced individual leaves
military service, will the military downgrade or deactivate (demilitarize) the capabilities
of an enhancement technology, and, if so, what will be the (biopsychosocial) impact
upon the individual? While this could seem obvious for individuals able to interact
with complex weapon systems or communications capabilities, what are the protocols
established for people with enhanced auditory, optical, or cognitive capabilities. If the
brain has developed new neural pathways to interpret and use information from these
sources, what happens if and when these systems are diminished or deactivated,
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and would it be ethical to do so? For enhanced physical capabilities such as strength
or stamina resulting from a boost-limb or exoskeleton, how would an individual be
psychologically and socially impacted when this physical enhancement is removed?
We recognize the possibility of a “post-enhancement distress syndrome” (PEDS) of
feelings of inferiority, withdrawal, or even a form of depression associated with the
now disenhanced state.?’

However, as previously discussed, we must consider what it will mean for enhanced
individuals to “return to normal.” An individual reentering civilian life with enhanced
limbs that allow for increased strength or stamina, an eye that provides infrared and/
or ultraviolet vision, an auditory device that provides ultra- and subsonic hearing,
and/or a neural device that optimizes cognitive capability would have a defined
competitive advantage over unenhanced individuals in society. Given the competitive
edge imparted to the individual, will there be a propensity for bias in favor or against
those enhanced? Would enhanced individuals be “throttled” back to normal levels?
Who determines what these levels should be? Will these enhancements be “reverse
dual-used” in the civilian population for personal performance optimization, or as
“neurocorrective” measures for certain types of behaviors? Policies and protections
will need to be established to ensure the sound treatment of both vulnerable
populations and those who have received enhancing interventions.

An enhanced individual would need to be monitored for years for the possibility
of postenhancement mental health disorders; but what about those who are able
to maintain their implants after service? As previously stated, a prosthetic limb or
eye would not be removed when an individual leaves the DOD; but what would policy
dictate for long-term maintenance and care of indwelling enhancements (e.g., auditory,
visual and/or brain implants)? When would the military’s commitment to taking care
of the individual be an obligation to sustain the enhancement system itself? How
would this kind of specialized care and sustainment be coordinated with the Veterans
Administration? We must also assume technology will continue to advance the type
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and extent of enhancements that are available and of value. While one might not
expect that a veteran would receive a postservice “upgrade” that affords improved
capabilities, what if such an upgrade maintains functionality, prevents degradation,
and/or provides comfort? Or, what if the original system has become obsolete by
technological advances? Would technological obsolescence resulting from lack of
upgrade(s) (and/or occurrence of PEDS) constitute a compensable disability?

In the cases described, the enhancements all involve a degree of permanence.
We recommend, where possible, developing enhancement technologies that could
be donned or doffed easily, although the group acknowledged that, for certain
enhancements, this may not be feasible in the future. Given this, the possession
and security of the enhancement technology becomes an issue during and after
military service. For example, if the individual possesses a technology that is not
currently available, or if the technology is vastly superior to what is available in
other nations, could the individual travel abroad without posing a security risk? What
restrictions could reasonably and ethically be placed on someone who has received
an enhancement that they cannot doff? To what extent could or should DOD restrict
the individual’'s movements and/or track the device’s location? At present, policies are
not in place to deal with these questions, issues, and problems.

Ethical Considerations
At all stages, ethical considerations must be at the forefront of DOD’s approach.
Landmarks in both the lifecycle of product development, as well as the lifecycle of a
service member, are touchpoints for a discussion of ELSI issues. For example, the
R&D stage of a product raises unique considerations and invokes existing ethical
and regulatory structures for research, including the Belmont principles of autonomy,
beneficence, and justice, which DOD investments must satisfy. Likewise the needs
of, and DOD responsibilities to, a service member change throughout the course of
the individual’s military career and postmilitary life; each stage merits discussion of
ethical considerations.?®

It should not be taken for granted that principles and frameworks appropriate
to one lifecycle stage (either of the product or the individual) will necessarily apply
to another. For instance, DOD-supported research has stringent requirements
for voluntariness and informed consent. Thus, a service member receiving an
investigational enhancement as part of a study must be informed of known risks
and benefits and must agree to participate without undue influence. As technology
matures and leaves the investigational stage, those interventions that are part of
clinical care (i.e., used to prevent, treat, or rehabilitate injury) would also be regarded
under existing codes of clinical ethics. However, for enhancements that go beyond
clinical care and which are no longer investigational, new frameworks and related
policies must be established to illuminate and mitigate ELSI concerns in a rigorous
and systematic fashion. In other words, ethical concepts and tools likely need to be
modified or created to more precisely address and resolve emerging dilemmas.
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Among the most significant ethical considerations that the study group posited
is the issue of voluntariness: under what circumstances, if any, could a service
member be compelled to undergo an enhancement that has been fielded (i.e., one
that is no longer in the R&D stage)? Even if enhancement is voluntary, the extreme
nature of many such enhancements will incur both physical and mental health effects
immediately after a procedure, during military careers, and over the long term. Can
volunteers make an informed decision when these techniques and technologies
are new, and when mid-to-long-term effects remain unknown??° If potential burdens
and risks are to be communicated—and accepted by individuals who receive such
interventions—is the DOD obligated to provide ongoing research into long-term effects
as well as care for enhanced individuals?

Therefore, in the spirit of medical (and governmental) nonabandonment, ongoing
efforts to develop biotechnological enhancements must be accompanied by continuity
of research to evaluate prospectively the benefits, burdens, and harms incurred to
individuals, bystanders, and groups, and clinical care of individuals in whom burdens
and harms occur. The DOD should support foundational research to validate human-
machine fusion technologies prior to fielding and to track the long-term safety and
impact on individuals and groups.

Conclusions

The introduction of augmented, or “cyborg,” human beings into the general population,
the DOD active-duty population, and those of near-peer competitors will accelerate in
the years following 2050. Human-machine fusions will provide significant benefits and
will have positive quality-of-life impacts on humankind by restoring functionality lost as
a result of illness or injury. Cyborgs will also impact military operations and training
and create potential challenges for established legal, security, and ethical frameworks.
Each of these technologies will afford some level of performance improvement to end
users that widen the performance gap between enhanced and unenhanced individuals
and teams. As these technologies evolve, the scientific and engineering communities
must move cautiously to maximize potential with a focus on the safety of our society.
Commensurate investments in these areas will work to mitigate misuse or unintended
consequences of these technologies.

The questions used in these discussions, as exemplified by the case studies, can
provide a broader framework assessment for many types of latent cyborg technologies
as they emerge. For our case studies, the following are possible recommendations
(not in priority order):

e DOD must conduct global assessments of societal awareness and
perceptions of human-machine enhancement technologies. General
perception exists that our adversaries are more likely to adopt technologies
that US populations are reluctant or unwilling to field based on ethical
concerns; however, adversary attitudes toward these technologies have never
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been verified. Societal apprehension about new technologies can lead to
political barriers and slow domestic adoption. By assessing global attitudes,
we may be able to predict both where sociopolitical barriers may hamper the
introduction of new technologies and when adversarial adoption of offset
technologies is likely to be more readily accepted.

US leadership should use forums (e.g., per requirements with NATO) to
discuss impacts to interoperability with allied partners as we approach
the year 2050. This will help develop doctrine, policies, and practices to
maximize interoperability of military forces.

e The DOD should invest in the development of dynamic legal, security,
and ethical frameworks under its control that anticipate emerging cyborg
technologies; current frameworks are insufficient given the speed at which
these technologies are developing both in the United States and other
nations, both allied and adversarial. Forward-leaning policies, both internal
and external to the DOD, should protect privacy, sustain security, and manage
personal and organizational risk, while maximizing defined benefits to the
US and its allies and assets. Because operationalization of technology
for national security is at the core of the DOD mission, these frameworks
should be structured to be agile and responsive to new technologies whether
developed within the United States or elsewhere.

e DOD and others should try to reverse negative cultural narratives of
enhancement technologies; popular social and open-source media, literature,
and film have often cast the use of machines to enhance human physical
conditions in distorted and dystopian lights. A more realistic and balanced
(if not more positive) narrative, along with transparency in the government’s
approach to technology adoption, will serve to better educate the public,
mitigate societal apprehensions, and remove barriers to productive adoption
of these new technologies. A more informed public will also help illuminate
social concerns, such as those surrounding privacy. Although fielding cyborg
technology is not intrinsically a DOD mission, defense leadership should
understand that, if it intend to field these technologies, it will need to
overcome negative public and social perceptions.

DOD should conduct table-top war games and targeted threat assessments to
inform doctrine and tactics of allied and adversarial forces. War games are well-
established tools to exercise the impact of asymmetric technologies on tactics,
techniques, and procedures. Table-top exercises exploring varied scenarios of
the integration and use of human-machine technologies by the United States
and/or its adversaries will predict offset advantages, identify NATO and other
allied organizational interoperability friction points, and inform senior military
strategists and science-and-technology investors. DOD should support these
efforts by targeted intelligence assessments on this emerging field.
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e The US government should support efforts to establish a whole-of-nation
approach to human-machine enhancement technologies versus a whole-
of-government approach. Federal and commercial investments in these
areas are uncoordinated and are being outpaced by Chinese R&D, which
could result in a loss of US dominance in human-machine enhancement
technologies. Near-peer dominance in the commercial sector will place US
interests in the defense sector at a disadvantage and could lead to an offset
disadvantage in the realm of human-machine enhancement by the year
2050. A national effort to sustain US dominance in cyborg technologies is in
the best interests of the DOD and the nation.

e The DOD should support foundational research to validate human-machine
fusion technologies prior to fielding and to track the long-term safety and
impact on individuals and groups. The benefits afforded by human-machine
fusions will be significant and will have positive quality-of-life impacts on
humankind through the restoration of functionality lost because of illness or
injury. The military community will also see capability opportunities that will
impact operations and training. As these technologies evolve, the scientific
and engineering communities must move cautiously to maximize potential
with a focus on the safety of our society. Commensurate investments in
these areas will work to mitigate misuse or unintended consequences of
these technologies.

Augmentations and enhancements have the potential to impart significant
advantages to the individual, we can anticipate costs to national security if DOD fails
to pursue these advantages for the warfighter. Enhancements will be intended to
produce a competitive edge to an individual’s physical and/or cognitive performance.
Partly by design and partly as consequence, the use of enhancements will have
an impact on individuals and groups other than the enhanced service member. A
thorough approach to anticipating, considering, and mitigating ELSI concerns must
involve deliberate assessment of impact on other stakeholders, to include bystanders,
nonmilitary users, organizations, noncombatants, and other nations. Myriad specific
themes or ethical parameters must also be examined systematically, to include
unanticipated military uses, changing ethical standards, philosophical and religious
beliefs, and opportunity costs.®® DOD and its partners must commit to advancing
ethical precepts and guidelines that account for different stakeholders and ethical
parameters, with obligation to care for those in service and who have served at the
forefront.3*
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“The contingency we have not considered seriously looks strange; what
looks strange is thought improbable; what is improbable need not be
considered seriously.”
—Thomas Schelling,
in the forward to Pearl Harbor: Warning and Decision*

Introduction

As laid out in both the National Defense Strategy (NDS) and National Security Strategy,
the global food system is a complex, active area of operations for great-power
competition and conflict, influence, and control. The global food system comprises

an unconventional, poorly understood risk surface subject to both intentional and
unintentional disruptions. Special operations forces (SOF) are regularly called into
action where control of provisioning and information about provisioning are linked to
power and freedom to operate. The SOF core activities relevant to this chapter include
direct action, special reconnaissance, countering weapons of mass destruction,
counterterrorism, unconventional warfare, and foreign humanitarian assistance.?

Food Systems in War and Peace
Military control of supply lines and food distribution to civilian populations has always
had tactical, operational, and strategic significance in wartime. The power that resides
in the control of “food systems” has been wielded by every human civilization in
both peace and wartime. Historical evidence underlines the Roman Republic—the
longest-lasting democratic government to date (509-27 BCE)—understood this power
explicitly; cura annonae, or “care for the grain supply,” was revered as the goddess
Annona.® Qutbreaks of civil violence as a result of food shortages in Rome are
reported to have occurred 19 times, once compelling the emperor to flee for his life
and, on another occasion, forcing the return of Caesar from Egypt.* Rome understood
military control of shipping lanes was essential for both the application of the
domestic rule of law and the Roman ability to mount expeditionary forces.®

Over the last millennia, when food distribution systems for expeditionary forces
or civilians were interrupted or otherwise failed, history-shaping consequences often
followed.® Domestic food riots generally dismissed in geopolitics may nonetheless
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have regime-shifting consequences.” For example, in 2011, the civil unrest known

as the Arab Spring was sparked by rising global commodity prices and local drought,
resulting in food riots that led to major shifts of military power in several countries of
the Middle East.® Spurred by droughts and fires in the Ukrainian breadbasket, Russia
exploited the civil instability in the Middle East to establish a renewed sphere of
influence in the region with long-term, global geopolitical ramifications for warfare and
global terrorism.

The need to control agriculturally productive lands directly or indirectly has
determined the boundaries of nearly every nation. Some nations—Argentina, for
instance®—recognize certain agriculturally significant regions as latent strategic
national security assets, restricting ownership to citizens. In contrast, the United
States has no policy basis to monitor the ownership of agricultural or food system
assets or to systematically monitor essential agricultural goods and services or
contingencies relevant to national security. Agricultural assets include both direct
and indirect requirements such as soil and water resources, seed and seed banks,
fertilizer, and agricultural implements.

In the Embargo Act of 1807, Thomas Jefferson threatened curtailment of US
agricultural exports to force Britain and France to change their maritime policies
toward the United States. During World War Il, the US ability to ramp up agricultural
production and support its allies strategically, while also continuing to feed its own
population, was critical to victory.1° After the war, the United States built a global
agricultural hegemony that remained stable for decades and reduced US trade deficits
and led to enormous economic, political, diplomatic and humanitarian benefits. It
also resulted in soft-power influence, with unparalleled agricultural abundance, as
seen in the green revolution, fueling steep population increases around the world.
The Agricultural Trade Development and Assistance Act of 1954 authorized the
secretary of agriculture to accept up to $700 million in foreign currency for repayment
for commodities shipped to friendly nations.! In the 1960s, the John F. Kennedy
administration used its Food for Peace program to counter communism in Asia while
opening export markets to American farmers.

While the idea of food influence has been crucial in building US alliances,
especially in Asia and Latin America, the United States does not aggressively protect
strategic use of agricultural exports for foreign policy or security agendas today.
Most Americans are unaware that during the past several decades, foreign states or
private companies have acquired US agricultural resources and companies. This is
occurring as US farmers are in their worst economic position since the early 1980s
as a result of sustained low commodity prices, extreme weather, and a prolonged
trade war followed by a global pandemic. Farm exits in some states were at all-time
highs in 2019. Financial stress and credit policies are resulting in fewer, further
consolidated, and larger operations. In 2019, a polar vortex caused widespread
heavy rains, early freezes, delayed harvest, spoiled crops, propane shortages as
a result of grain drying, stalled shipping, and full bins. US farmers have suicide
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rates five times the US average (2017), although statistics are likely skewed to
underestimate the actual rates.*> Some US counties are depleting their aquifers—
strategic groundwater reserves—as a result of poor water-management practices and
agricultural and trade policies that encourage the export of US fossil water in the
form of agricultural commodities.*®

Moreover, China, Saudi Arabia, and other foreign interests are purchasing US
agricultural lands and water rights, often in the absence of legally required notice or
complete record keeping, despite the 1978 Agricultural Foreign Investment Disclosure
Act. In 2017, ChemChina acquired Syngenta—one of the three primary US seed and
chemical input suppliers—the largest Chinese acquisition of a US-owned company
to that date, while German multinational Bayer purchased Monsanto. Sufficient
seed supplies take years of planning, and these genetic resources are unique and
invaluable. If, for any reason, these companies either refused or were unable to serve
US markets, there would not be enough seed to plant, with no effective recourse or
alternative in place. In short, previous assumptions about the resilience, stability,
and productivity of the US food system may not hold, especially under duress, such
as biological, artificial intelligence (Al), or other attack. Indirect stressors such as
pandemics, market shocks, long-term power-grid failure, or failure of Global Positioning
Systems could result in major disruption of the US food system.

Historically, when great powers have mounted an attack, they have anticipated the
dynamics of provisioning both their military and civilian populations through either
acquired influence (e.g., legal ownership, default technological dominion) or physical
control of supply sources and supply lines. For example, in World War I, motivated in
part by a vision of agricultural empire, Nazi Germany mounted the blitz through Poland,
Norway, Belgium, Holland, and France and attacked the Soviet Union in Operation
Barbarossa to meet the Axis need for food and resources.** As control of energy
sources is often a cause of conflict, food as human energy is likewise a necessity
of war.*® For the modern-day United States, fragility in supply chains, masked by
peacetime, presents a serious challenge.

Throughout most of human history, widespread precedent exists for the
weaponization of food systems against a belligerent or civilian population as a
means of control or influence. Article 17 of the 1863 US Lieber Code states: “It
is lawful to starve the hostile belligerent, armed or unarmed, so that it leads to
the speedier subjection of the enemy.”*® Control of food systems has always been
key to winning wars. Extraordinary institutional innovations such as the Combined
Production and Resource Boards, created by the Allies across national boundaries
during World War Il, were fundamental to victory and saved tens of millions of
lives.'” These institutions have been entirely dismantled in the years since, with the
last vestiges of control removed by the 1996 Federal Agricultural Improvement and
Reform Act (RL. 104-127).

Outside US borders, SOF view control of foodstuffs, energy, and other critical
provisions as tactical in kinetic war, considered systematically in military planning,
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but are not generally in a position to think about food resources strategically. The
weaponization of food to subjugate or starve civilian populations is prohibited by
the Geneva Convention Article 54(1) of the 1977 Additional Protocol | and Article
14 of the 1977 Additional Protocol I.18 Unfortunately, this specific prohibition does
not clearly limit the weaponization of food or food systems in offensive military
contexts, it also does not address gray-zone attacks in the homeland clearly. US
actions in this area, therefore, may serve to define and uphold ethical principles of
engagement in food systems.

Food Systems as an Area of Operations: Why Think in Systems?

We define “food systems” as the highly complex, complicated, and dynamic critical
infrastructures that provide every human being with food every day.*® SOF must
consider unconventional attack surfaces in the homeland, and the potential for both
offensive and defensive action in the battlespace defined by contemporary US and
global food systems. Attacks on systems, per se, have been used to perpetrate

and propagate damage through causal chains of relationship since at least the Gulf
War.2° Recent research has demonstrated the interconnectedness and fragility of
the logistical networks supporting US food systems.?* The locations of key railway
and roadway networks, cargo shipping routes, reservoirs, water-treatment facilities,
fertilizer plants, meatpacking/food-processing facilities, seed companies, and

ports are public knowledge and, thus, highly vulnerable to targeting by adversaries.
US government policy concerning food supply stems largely from the fact that the
United States has not experienced warfare in the continental homeland for a century
and a half, during which period, the nation has experienced agricultural abundance
unparalleled in human history. Beyond stockpiling Meals, Ready-to-Eat (MREs) for
sudden expeditionary requirements—such as attacks or disasters in the homeland—
US food-system vulnerabilities have not been a strategic focus of the military since
the end of World War Il. It was reasonable to assume mid-twentieth-century US and
global food systems were extremely stable and could not be easily weaponized.
However, this stability is being challenged by the current context.

Since the 1980s, massive shifts in the structure of US food systems have
occurred, notably consolidation, duopolization, deregulated algorithmic commodities
trading, exponential increases in energy intensity, the advent of embedded “smart”
systems and just-in-time delivery. All of these have opened up new attack surfaces
in the homeland and ill-understood possibilities for both offense and defense.
Recent exercises have focused on cyberattack, military attack, and pandemics, but
the implications of these events on national and global food systems have not been
explored. President George W. Bush issued a Department of Homeland Security
Presidential Directive to classify the US agricultural system as “critical infrastructure,”
followed by revised directives in 2003 and 2013. These policies, in general, have
focused narrowly on intentional contamination of the US food system for economic
or political terrorism. They fail to address vulnerabilities affected by the trends of
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consolidation, resource depletion, increases in foreign control, and farm insolvency
that have occurred since enactment of these policies.??

The SOF’s lenses must be widened to account for unconventional and potentially
convergent attack vectors and events. Biological, cyber, and physical threats or mis/
disinformation campaigns could be imposed as unconventional attacks, potentially
coincident with collateral disruptions to food systems. For example, an unconventional
attack launched during the acute global shortage of refrigerated shipping containers,
which resulted when the 30,000 units that China ordinarily unloaded per day was
abruptly stopped because of the COVID-19 epidemic, could have been especially
crippling. Cyberattacks on the food supply chain could incapacitate machinery and/
or computer systems involved with agricultural production, harvest, transport, food
manufacturing, inventory control, or market information. Ransomware attacks have
increased dramatically in the last few years. The high degree of centralization
in the US food systems, coupled with low profit margins and complacency, adds
up to potentially consequential interruption from a relatively straightforward act
of aggression. Cognitive attacks could result from deepfake proof that food is
contaminated. Spoofed or scrambled market or supply information may present
particulary difficult challenges because misinformation is formally impossible to
disprove. An attack could spur antisocial behavior, such as the 2019 “ice cream
licking” incidents or deliberate coughing on produce.

Food systems represent an active area of operations for great-power competition
and conflict, which Department of Defense (DOD) or US government policies and
military planning do not recognize. Current US military doctrine does not account for
food systems in the joint planning process, and arguably hand waves this system as
not a military concern (JP 1-0, JP 5-0).2® A chasm exists between the traditional US
concept of “food defense.” Food defense explicitly excludes warfare, but contemporary
subkinetic warfare exploits any vulnerable or important attack surface. This gap in
US policy opens potential threat space and opportunities for both competitors and
enemies to take actions with long-term and immediate impacts. China has clearly
understood that control of many types of assets in the global and US food system is
critical for its future stability and security. As for other threats, the default approach
in the United States since the 1990s has been to “harden,” by stockpiling foodstuffs
and raw materials in the event of an attack or emergency.

There is a comforting but false assumption that the commercial sector has
unlimited resilience. This view obscures the range of both vulnerabilities and
innovative opportunities in the contemporary global and US food systems specifically
pertinent to the DOD as both warfighters and peacekeepers. While US defense
planners have focused on stockpiles of military foodstuffs (e.g., MRE caches), the
US military has not paid enough attention to the complex network structures and
properties (e.g., ownership, physical infrastructure, trade policies, institutions,
resilience, stability) that govern the US and global food systems. These structures
and properties affect US national security and/or define unconventional attack
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surfaces.?* The DOD excels at intelligence, information, and planning. Still, because
military planners do not focus on these elements, the defense intelligence enterprise
is not tasked with collecting and analyzing relevant information. Protection of US
food systems, or aspects of the global food system of particular relevance to US
vulnerabilities, may fall to the SOF OCONUS and the National Guard in CONUS. For
this chapter, we further parse out this battlespace and discuss potential implications
of our current shortfalls in policy and strategy for both SOF and the DOD as a whole.

Strategic Latency in US Military-Force Food Logistics and Supply
The evolution of contemporary military food logistics and supply processes has
been broadly guided by the post-World War Il Hoover Commission, which led to the
creation of the Defense Logistics Agency (DLA). The subsistence directorate of the
defense logistics within the DLA oversees the food sourcing for the armed forces.?®
The Defense Supply Center Philadelphia (DSCP) requires each regulated food-chain
member to implement a food defense plan in compliance with the DSCP Food Defense
Checklist.?® The Buy American Act and the Berry Amendment require provisions must
be purchased from US companies whenever possible, although this requirement was
waived for Middle Eastern operations.?” Perishable items are generally sourced where
they are consumed.?® Food supply in conflict zones comes from a variety of sources,
often only lightly secured (if secured at all). The DLA systems require a high inventory
load but may still struggle to fulfill forecasted food requirements.?® Alternatively, food
for forward units is often sourced from DLA-maintained agreements with local and
regional networks and acquired ad hoc from local markets.%° Sourcing may also take
advantage of the food systems of the host nation’s military.3! Official USDA Food
Defense suggests hardening food facilities.3? The Army has a framework, used by the
other branches, that requires a food defense assessment team (FDAT) at each service
location.3® Improvements have focused on increasing the effectiveness of the DLA
system of requisitioning food supplies to conflict zones and improving troop nutrition.3*
Various reports analyze the effectiveness of and potential improvements to the
military food systems. A 2009 National Defense University report, “Defending the
Military Food Supply Acquisition, Preparation, and Protection of Food at US Military
Installations,” details food safety and security in DLA processes and military
policies.3® Consideration of “attack” on the military food system is restricted to
material attacks on the food itself by way of contamination, poisoning, or intentional
introduction of a food-borne pathogen; threats are classified as biological, chemical,
or radioactive. The report concludes it would be “extremely difficult to specifically
target food destined for the military this early in the supply chain.” It is possible,
however, that a determined adversary could exploit other types of strikes or
vulnerabilities, for instance, interfering with cyber systems and energy supplies, using
even disinformation and influence campaigns, and attacking the soft targets on bases
where local food service staff come and go daily.
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What Is “Food Security,” and Why Is It Important?
The term “food security” originated at the 1974 World Food Conference, reflecting
the prevailing idea that hunger resulted from a physical shortage of foodstuffs. Today,
food security is a formal economic statistic derived from nationally reported statistics
on agricultural production, exports, and imports and the number of impoverished
people, who are subject to political and other contrivances. The concept has come
into wide use since the 1970s. “Food security” or “food insecurity” are most tightly
tied to poverty across the development spectrum and, therefore, are not terms that
specifically apply to national security or the SOF. An exception is in the extreme case
when the US military is summoned for humanitarian assistance and disaster relief. In
such environments, insurgencies regularly divert and exploit control of foodstuffs and
funds from aid efforts.3®

Increased obesity and diabetes among active-duty military and civilian populations
are symptoms of an out-of-whack US food system. An unfit military has come to be
a greater threat to US national security than undernutrition. Still, food insecurity
experienced by some military families on base has been noted as a specific concern
for readiness. In a Centers for Disease Control and Prevention study of the impact of
diet-related health on the military, 71 percent of service-eligible young people were
deemed unfit to serve, partly because overweight and obesity rose 73 percent between
2011 and 2015 among active-duty personnel; obese active-duty soldiers were 33
percent more likely to experience musculoskeletal injury. The study further noted the
DOD spends about $1.5 billion annually on obesity-related healthcare costs.®’

Control and Influence in Global Food Systems and Great-Power Competition
Despite popular usage, the term food security does not describe a military food
system secured to function during the types of large-scale, compound assaults
virtually certain to occur in the near future. The term also does not describe a food
system upon which a civilian population or the economy depends that is resilient
or protected from assault. Shifts in both structure and function of the highly
consolidated, highly efficient systems by which food is produced, manufactured,
traded, distributed, and consumed have opened potential massive attack surfaces.®®
Considerable potential exists for malevolent actors to weaponize contemporary “food
systems” as an unconventional attack surface, with plausible catastrophic impact.®®
Nodes, or points of control in food systems where direction could be imposed,
particularly with reference to ability to or preparedness for war, are not defined.
No government, private, or other entity is responsible for identifying, monitoring, or
understanding such control points. Current threat taxonomy is incomplete, leading to
difficulties in detecting and understanding problems as they emerge. Furthermore,
interlinked critical infrastructures in the homeland and globally, upon which the
US force depends, are highly vulnerable. Aimost every American living room and
communication device has opened up a channel through which weaponized mis/
disinformation can be delivered. Any aspect of these complex, interlinked networks
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is vulnerable to cyber or other attacks, whether as an act of aggression in a great-
power kinetic or subkinetic war or an act either to harm US economic, political, civilian
systems or to influence warfare.*°

One example of a nonkinetic act of aggression could be targeting US water security
through large-scale saltwater contamination. Ongoing pumping of water into the
ground in certain US regions prevents widespread contamination of agricultural soils.
Brackish water can result from either disrupting this pumping or increasing the rate
of withdrawal, potentially destroying the productivity of that region permanently. For
special operators outside the United States, MREs may be the answer to short-term
food supply requirements. But for SOF, it is critical to ensure stable, secure supply
lines that recognize the gaps in transfer and the softness of expeditionary bases
with regard to food preparation on base. New technologies for “pop up” water, food,
and energy sources that can be mainstreamed quickly will improve the stability and
security of US forces.

Through its global reach, China is addressing a number of obvious domestic
imperatives such as stable long-term food sufficiency, the export of labor and
finance, access to critical resources (such as mining), and military and foreign
policy objectives. For decades, globalization has driven the development of highly
efficient and complex supply networks. The number of companies involved directly
with food systems has notably decreased, while their size and relationships in
massive conglomerates have increased.** Meanwhile, through acquisitions, direct
and proxy purchases, financing arrangements and labor export, Chinese and Russian
agricultural capacity is increasing.* Recent Chinese acquisitions include Smithfield
Foods, the world’s largest pork producer, and Syngenta, mentioned previously, both
by state-owned conglomerates.® Collateral effects of globalized consolidation and
monopolization are increasing global genetic uniformity of crops and livestock and
often poorly secured digitized operations.* While China is reportedly outpacing the
United States in the development of a number of convergent technologies,' the two
superpowers are deeply intertwined and interdependent and share exposure to
various existential risks.

Conclusions

In summary, as the United States updates its war plans in light of the NDS—taking
into consideration the implications of unconventional, complex threats at scale in
any operating environment—SOF must prepare for new offensive and defensive
postures in both civilian and military food systems. SOF should consider the control
and management of food systems in any preparation for operations and war plans.
In a world where anything can be weaponized almost instantly, including information
about an essential commodity in the homeland or abroad, almost anything,

Al, genome editing, biometric fintech, the Internet of Things, chips, qubits, rockets, nuclear reactors, surveillance, mass
detention, and fake islands, to name a few.
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including international stature or influence, can be put into play. The perception

of agricultural abundance, engineered by President Abraham Lincoln by the suite

of visionary legislation he developed during the US Civil War, has lulled US policy

into ideosyncratic, narrow channels of concern. The terms “food defense” or “food
security” focus too narrowly on local agricultural production and miss global dynamics
that could be leveraged with great impact on or for the DOD.

In 2017, DLA organized a summit to create a partnership for all of their supply-
chain stakeholders. Shawn Jones summarized what Army Lt. Col. Abel Young,
director of DLA Troop Support’s Subsistence supply chain, said during the summit,
“the partnership has been effective, but like most complex systems, there is room
for improvement. . . . The supply chain is a combination of multiple supply chains
with several independent agencies and mutually exclusive contracts which results
in ‘a breeding ground for stakeholders with potentially different expectations and
objectives.”” He stated a need to better integrate internal and external stakeholders
into a streamlined process with a continuous flow of data.*® These data could also be
purposed for use by Al to build simulation capabilities and identify key control nodes,
decision menus, warnings, and threshold protocols, as well as standing capability to
screen in real time for essentially any type of threat or its signature.

Al-driven representation of food networks will only be as good as the data used
to train the capabilities, making it important to deliberate on new data gathering and
curation missions. A DOD-wide standing capability that can identify geospatially events
of concern related to global food systems, specifically relevant to DOD’s missions
and roles, could usefully reside at the US National Geospatial-Intelligence Agency
and in the Joint Staff. SOF thinking must consider outliers and black swan events in
the realm of food-security disruptions to maintain competitive military advantage and
possess the moral high ground for national security. It is necessary to strengthen
decision-making agility in this fast-paced, disruptive, and complex technological
landscape of competing values and political and national security priorities. SOF’s
new applied ethics initiative across its operational spectrum will shore up the
shortcomings of DOD and US government policies and help mitigate risks.*® The
SOF should ensure every mission considers both vulnerabilities and potential
consequences of shifts in the function of military and civilian food systems in the
homeland, in theaters, or on missions as a facet of complex provisioning systems
whereby power is created, maintained, and exercised.
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As the Helix Turns: How New Biology, Biometrics,
and DNA Analysis May Forever Prevent Anonymity
Brian Souza and Brad Hart

Advances in biology are driving innovation and discovery in new directions. These
advances hold great promise for finding unknown causes of disease and human
health. However, they also carry unprecedented risks for the protection of personal
identity and privacy. Compounded with these advances are concomitant leaps in
technology across multiple domains, such as artificial intelligence (Al), advanced
chemical analysis, and biometrics, resulting in a revolution in human identification
and tracking. Can the same algorithms that identify complex networks of genes
responsible for cancer progression be used to identify people based on their individual
biology? Can the methods that track disease be used for multiperson tracking
against complex backgrounds found in large crowds? Can the secrets of the genome
be unlocked through proteomic analysis? The short answer to these questions is
“yes,” and when we assess these questions in the framework of the current, real-
time pace of discovery from advanced analytics of big data, we can imagine the next
“breakthroughs” that challenge the very idea of who we are.

The amount of data available to scientists is vast and growing; discovering and
sorting information that accrues at speeds never before imagined requires deep-
learning methods. Our ability to predict biological outcomes without having to perform
experiments on the bench is changing hypothesis-driven science because new thinking
generates testable hypotheses that drive the real-time collection of data as it cycles
back into a real-time model. Methods that identify inheritable genetic mutations,
genetic damage, or dysregulation (faults in certain cell functions) can be used to
identify people by examining small differences in their proteins with a power of
discrimination far greater than what has been observed traditionally for complex DNA
forensic analysis. These changes represent the beginning of a new era of biology: an
era of both great promise and risk.

Commercial at Home Genetic Testing and the Serial Killer in the Family Tree
The advent and surging popularity of direct-to-consumer genetic-testing services
such as 23andMe and Ancestry.com have had significant consequences for law
enforcement—effectively increasing the pool of available DNA profiles with which

to compare forensic evidence.* For example, to apprehend the Golden State Killer,
Joseph James DeAngelo—who attacked victims in California from 1974 to 1986
and was responsible for at least 12 murders and over 50 rapes—investigators used
an ingenious technique that linked DNA from crime scenes to genetic data from
DeAngelo’s relatives to identify him as a prime suspect. DNA from the crime scene
had sat in evidence storage for decades. Its genetic “fingerprint” was absent when
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searched against existing criminal DNA databases and, therefore, useless because
it had yet to be linked to anyone. If DNA from the crime scene is not in an existing
database, then it is essentially orphaned. Frustration with these types of cases is
nothing new and has been an issue since the advent of DNA forensics.?

What modern forensics lacked, industry developed with home genetic testing and
the study of family genealogy. In the case of the Golden State Killer, police used a
free service, GEDmatch, to compare the DNA from the crime scene to a database of
volunteered genomes in the hopes of finding a match.3 The suspect’s DNA was not in
the database; however, a relative’s was, and the pool of suspects was reduced to a
single family tree. Subsequent law enforcement investigation identified DeAngelo, a
former police officer, as a prime suspect. As investigators continued their surveillance,
discarded samples containing his DNA were obtained without DeAngelo’s knowledge
and were a match for DNA recovered from crime scenes decades earlier, resulting in
arrest and conviction. “Cold-case” task forces continue to find previously unknown
trends or patterns for unsolved crimes originally thought to be unrelated but that were,
in fact, the work of a single individual.

While this case highlights the benefits of “crowdsourced” genetic information
for identifying criminals, it also presents a dilemma for those who wish to maintain
some degree of privacy regarding their genetic makeup. Recently, the Department of
Defense (DOD) urged all military personnel to avoid direct-to-consumer DNA testing.*
This guidance was made in part to ensure that potentially erroneous results from one
of the many rapidly growing testing companies would not hamper future opportunities
for members of the military. For example, false positives for any number of genetic
diseases could disqualify soldiers from a variety of career tracks, especially those
requiring particular physical traits. This concern is tied to the fact that members of the
military, in contrast to the public, are not protected from discrimination by the Genetic
Information Nondiscrimination Act (GINA). However, there is an additional underlying,
but less specific, set of risks articulated in the memo.®

These risks are associated with contributing one’s genetic information to the
ever-growing pool of data being generated as millions of individuals seek information
about potential health predispositions and ancestral lineage. The DOD memo warns
of potential exposure of personal and genetic information that could have “unintended
security consequences.” While no specific threat or vulnerability is disclosed in the
memo, the risk of having the genetic information of personnel with sensitive national
security roles—be they members of the law enforcement, military, or intelligence
communities—available openly presents several problematic scenarios. While a
detailed examination of these issues is beyond the scope of this chapter, one can
imagine how rapid DNA analysis combined with large data sets and Al-enabled
analysis tools could provide an advantage to an adversary attempting to track, locate,
or confirm the identity of either an individual or even members of their family. As
analysis methods advance and more is discovered regarding the predictive capacity
of genetic information, it will be increasingly possible to isolate and target specific
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health-related susceptibilities or even the physical appearance of individuals. The
implications of these trends for national security are only now coming to light.

Finding Genetic Differences and Finding People

While DNA is the gold standard for human identification, DNA profiles have real-world
limitations. The integrity of DNA is limited because it can degrade quickly under
normal environmental conditions. This can mean that, instead of full DNA profiles,
typically comprising 18 or more standard markers, limited profiles that are missing
some number of markers only provide partial information. Given the relatively small
number of markers in a full profile, missing markers impact the overall power of
discrimination that can be achieved, reducing the utility of such data significantly.
Additionally, samples that contain mixtures of DNA from multiple individuals quickly
become intractable as the number of contributors rises and the overall picture
becomes less clear.

These issues combine to limit the utility of samples collected from crime scenes,
for example, or from items or locations of interest to investigators. However, direct
analysis of DNA is not the only way to reveal detailed genetic information. Other
biological methodologies for uncovering identifying details of the genetic code have
been developed recently. These methods seek to circumvent some of the critical
limitations of DNA analysis, allowing for the identification and tracking of individuals
based on their genetic code, even in cases where time and/or environmental
conditions would have degraded the DNA itself or where multiple individuals contribute
to a sample such that a traditional DNA analysis would be confounded.

The most prominent of these approaches involves the application of an area
of biological analysis called “proteomics.” The rapid advance of instrumentation
available for chemical and biological analysis of complex samples has enabled a level
of detail to be extracted from even the most complex samples.® The combination
of high-resolution mass spectrometry and advanced data-analysis tools allows for
even single amino-acid mutations to be identified in a complex sea of proteins from
a given sample. This has been a key development given that the mechanisms of
biology dictate the primary structure of proteins, the actual sequence and identity of
each amino acid, is determined directly by the genetic code. Therefore, a sequence-
level analysis of protein structure becomes simply another way to understand the
genetic sequence of an individual. The protein becomes a high-fidelity echo of the
DNA. Importantly, this new source of genetic information is not often subject to the
same limitations as DNA. Protein degradation over time or under harsh environmental
conditions is much slower than that for DNA because of the nature of differences
in their chemical structures, especially for samples such as hair or shed skin cells.
Additionally, the nature of the analysis means that, in some cases, a single individual
can be identified from a sample containing many contributors. Thus, harsh conditions
such as those found on the battlefield or in a crash site would not destroy vital
evidence of individual identity.
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Exploiting Predisposition to Disease or Stress Response
to Better Assess an Opponent
Research efforts are underway to identify the underlying genetic drivers for a host of
physical and mental diseases. Some studies have found biological markers that map
to stress pathways during auditory processing of language.” These data suggest that
words, and the way they are delivered, can result in epigenetic and immune responses
in the person receiving a verbal message. In other words, “sticks and stones may
break your bones, but words may also cause lasting physical damage.” The field of
human social genomics—as described by work from Steven Cole at the University
of California, Los Angeles®—has opened the door to biological-marker analysis for
stress response and stress repair in individuals affected by trauma as well as for the
identification of factors that may predispose a person to poorer (or more favorable)
clinical postevent outcomes. Data that help medical professionals determine risk
factors, including those related to stress-related traumatic injury, could be used to
vector personnel away from duty that is associated with severe stress from combat.
Knowledge of how an adversary uses this information to select individuals either
resistant to such stress or that recover rapidly may inform readiness and capability
for that opponent. With enough data, it is conceivable that a bigger picture of an
adversary fighting force could be formed, highlighting its physical and mental strengths
and weaknesses.

Similarly, methods that analyze human DNA for biomarkers related to both
susceptibility to and repair from stress could be informative during recruitment
and selection of individuals for high-stress roles such as special operations
forces. However, the data sets required to make accurate assessments are likely
to be enormous. Additionally, advance study of the accuracy of these performance
biomarkers requires testing over a period of time for a group of individuals undergoing
a selection process to compare both among the group and to a baseline study.

The Death of Anonymity and Its Impact on the Special Operations

and Intelligence Communities

Technology convergence across multiple domains has made traditional methods of
obfuscating identity obsolete. Obtaining significant levels of anonymity has become
an almost impossible task, and it is going to get even harder. When it comes to
leveraging technology to maximize authoritarian control, China leads the way. As

of 2019, China reportedly had over 350 million surveillance cameras. By 2021,
that number is expected to be close to 600 million.® Coincident with the rise in the
number of cameras is the adoption of Al and related technologies, including facial
recognition, on a massive scale. Moreover, China is not limiting its growing network
of surveillance to within its borders. For example, in Kampala, the capital of Uganda,

Scientific literature is growing in human social genomics, and analysis of life experiences that influence gene expression have
identified changes that occur in response to adversity. Increase in the expression of proinflammatory genes combined with
decreased antiviral responses drive a conserved transcriptional response to adversity (CTRA). (See Cole.)
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Chinese companies have installed thousands of cameras equipped with facial-
recognition technology, established manned monitoring centers, and provided training
and assistance to the Ugandan government ostensibly to help fight crime.*® The
proliferation of such capabilities will support authoritarian governments and make
anonymity in such countries extremely difficult. These trends would be amplified if
such tracking systems are cross-referenced with genetic databases.

The rapid emergence of applications for Al has been observed across a wide range
of public and private domains, including autonomous vehicles, personal electronic
assistants, healthcare diagnostics, smart search algorithms, and targeted marketing.
The integration of ubiquitous sensing elements—such as positional, movement, audio,
video, and health sensors—within Al-driven electronics and other products allows
for the concomitant generation and analysis of massive amounts of information.

Often these processes are completely opaque to the user. Persistent, ubiquitous
connectivity of nearly every kind of consumer electronic device means that integrating
and exploiting this data across enormous population sets is a real and active area

of exploration for both beneficial and, presumably, nefarious purposes. Societal
acceptance of the inherent invasiveness of these technologies speaks to a couple of
issues. The first of these is a basic lack of understanding of such systems and just
how much of an individual’s life and information is captured and shared by the tools
themselves. The second is the perception that the benefits of these tools far outweigh
the potential risks. In the latter case, the risk potential is not applied uniformly across
the population. For special operations forces (SOF), the Internet of Things is a double-
edged sword that can reveal key insights about an adversary but also broadcast
valuable data about our own strengths and weaknesses.

Implications of the Convergence of Advanced Biology and Technology

The effects of the loss of anonymity on society in general notwithstanding, the
implications for national security professionals and warfighters are dramatic. Simply
put, it is a challenging time to be a spy. Techniques, tools, and procedures (TTP) that
have been the mainstay of intelligence and law enforcement tradecraft over the years
should be expected to lose effectiveness as counterintelligence activities become less
focused on physical surveillance and more on data fusion, enabled by Al and other
data-science-based approaches. Identity is now tied less to superficial appearance
and more to behaviors and physical characteristics that are increasingly difficult to
mask. When combined with advanced genetic and proteomic analysis methods and a
deeper understanding of the underlying genetic drivers for key physical, physiological,
and mental predispositions, significant opportunities exist to develop “personalized”
approaches to tracking and potentially affecting individuals. Critically, we are entering
a phase where previously unrelated technologies and sensing modalities can more
easily be integrated autonomously to create rapidly a new type of identity profile that
will be nearly impossible to confound.
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Like most instances where technology and security intersect, both pros and cons
exist regarding the convergence of these technologies. They enable unprecedented
ability to reconstruct events and allow perpetrators of egregious attacks to be tracked
and apprehended. As SOF and the intelligence community navigate this brave new
world, it will be essential to stay on the cutting edge of these techologies both to reap
their benefits and counter their use against us.
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THE MATERIALS WORLD:
POSSIBLE SOF APPLICATIONS



Additive Adversaries: Enabling and Supporting the Warfighter
with Additive Manufacturing

Lawrence E. Bronisz and Dominic S. Peterson

Introduction

During the Apollo 13 mission, an oxygen tank in the service module exploded two
days into the lunar journey.* This loss of oxygen made the command module cold

and dark, forcing the crew to take refuge in the lunar excursion module (LEM) as a
“lifeboat.” Because three crewmembers were in the LEM, instead of two, the carbon-
dioxide scrubbers depleted rapidly. Luckily, the crew had a team in mission control
working on the problem and devising a solution to fit the scrubbers from the command
module into the LEM machinery (literally fitting a square peg into a round hole). This
example demonstrates how a team supporting personnel in the field (or in space) can
help solve truly intractable problems, including when supplying a solution directly to a
remote operation is impossible.

Similarly, the warfighter is supported by an increasingly large team of people
who are not in the field. This assistance allows soldiers to focus on the mission at
hand and use their support team to work on solutions to problems that might arise.
Additive manufacturing (AM) will play an important part in supporting the warfighter of
the future. To begin with, deployed AM resources will bring the supply chain to forward
operating bases and possibly into the field. The ability to make replacement parts in
the field will reduce (but not eliminate) the need to bring large stores of spare parts
with the troops. In addition to regularly used parts, a three-dimensional (3D) printer’
(or collection of machines) will be able to fabricate the needed spares or unique
solutions on demand. This development will disrupt the current thinking about both
how to qualify a part for use on an expensive asset and the protocols for inspection
and quality assurance required in the field (as opposed to what is required for a major
military procurement).

Such a scenario is not entirely futuristic; it bears similarity to the highly skilled
medieval blacksmiths and armor bearers, who were critical components of medieval
military operations, providing customizations, ergonomic fit, and research and
development for the warriors they served. In the medieval period blacksmithing (and
metallurgy) was esteemed and known as metallaria, one of the seven mechanical
arts.? Blacksmith shops were the “makerspace”’ of society until the Industrial
Revolution made them almost obsolete.®

3D printing, also called additive manufacturing, is a family of processes that produces objects by adding material in layers that
correspond to successive cross sections of a 3D model.

i A makerspace is a collaborative workspace inside a school, library, or separate public and/or private facility for making, learning,
exploring, and sharing where participants use high-tech to no-tech tools.
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The advent of ubiquitous AM has popularized makerspaces. The digital river of
high-bandwidth internet has spread AM and clever design practices to the entire
world extremely quickly.Capability constraints of our adversaries (both nation-states
and subnational groups) are eroding, putting these groups on a more even technical
footing with the United States.* Ubiquity of technology availability has leveled the
playing field significantly. Geek Youtube channels and a worldwide generation of
maker kids is a substantial development.We can expect our adversaries to use
modern technologies to offset our superiority, and we must be prepared to presage
and counteract them. Using new tools in a distributed network of substantially
independent makerspaces is a way both to project force and to counter adversarial
agility. AM is substantially changing the “invention factory versus invention factory”
arena of modern warfare.

The authors propose that competitive invention factories be promulgated
throughout the Department of Defense (DOD) to sharpen leadership and creative
skills and to exploit new technologies effectively. Pitting military or contractor red/blue
teams' against each other at a professional level (above college robot competitions)
will drive both offensive and defensive advancement. Often innovation is “merely”

a combination of existing methods or technologies. For example, high-speed arrows
were a highly disruptive technology and were quickly enhanced by adding fire

and poison.® Combining groups of competitors will bring awareness of disparate
combinable technologies from different personal experiences and knowledge.
Promoting a competitive invention-factory culture will yield new offensive weapons and
the defensive means to counter attacks from our adversary’s invention factories. As
the AM field has evolved, so has the terminology used to describe the technology;
“rapid prototyping” has been superceded by term additive manufacturing. However,
rapid prototyping is perhaps the most important term with respect to the speed of
competitive technology development.

Applying AM successfully to change the status quo will require a substantial
overhaul of and transition in the design-and-development approach for modern military
equipment. Starting with the worldwide RepRap" hobby AM community, makers used
AM to produce a substantial portion of the components comprising AM machines
(i.e., machines printing more machines). In the commercial sector, Hewlett Packard’s
(HP’s) Multi Jet Fusion (MJF) ink-jet-based AM machines have been designed with the
goal of applying AM intelligently to machine components, resulting in a commercial AM
machine with a 50 percent AM part content. The change in the design process was
made possible by reducing part count by printing complex “combined-part geometries,’
thereby replacing a several-part assembly with fewer, more complex AM parts. Change
in the supply chain will need to begin by creating designs specifically producible by AM
at the start of new projects. In wartime, passion is born of necessity and survival. In

4

iii Red teams are used against blue teams in war-gaming and software security to find and mitigate weaknesses.

iv RepRap is short for “replicating rapid-prototyper.”
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peacetime, passion, when it occurs, comes from other sources, such as a personal
geek interest, financial gain, and, yes, even patriotism. The challenge leaders and
makers face is like building and maintaining a fire: sparking, fueling, feeding, and
sustaining AM passion and creative potential to achieve patriotic disruption.

Beyond rapid prototyping in the development and customization laboratory, mass
customization and specialization of AM will be of particular value to the soldier of the
future. The people who know best what is needed to operate a piece of equipment
more efficiently are those who use it daily. By communicating with the home team, the
soldier will be able to get a quick turnaround design for a tool to solve their immediate
problem or even to make their job just a little easier. The robustness of 3D printers is
improving, and the technology will eventually advance to the point that the end user
will become an operator, needing only to load part geometry files and change out
consumables, much like computer numerical control (CNC) machine operators are not
required to be fully trained machinists.

“New Path” Vision
AM has existed for only a few decades. Chuck Hull built the first successful AM
machine in 1983 and a commercial unit was sold in 1987. His stereolithography
apparatus (SLA) solidified parts layer-by-layer on a stage in a vat filled with ultraviolet
(UV) curing resin.® This machine brought awareness to the technology and sparked a
rapid proliferation of invention. Another method, selective laser sintering (SLS), which
fuses parts layer-by-layer in a moving powder bed, became commercial in 1989.7
Excitement drove investment and more invention.

With a pace similar to the rapid advancement of AM, in the next three decades,
monumental disruption of offensive and defensive warfighter realms will be driven by
applying AM technology successfully to military applications. Here are some reasons why:

¢ Tool development and qualification as well as threat response will happen in
almost real time.

e AM will upend each aspect of the DOD’s entrenched, serial cycle of
specification, design, qualification, and modification/requalification
(headquartered in the world’s largest office building, the Pentagon).

= An analogy for how AM will affect the military complex is the toy
industry, which subsists by a rapid, complete product cycle with
repetition and rapid change to hit holiday sales spikes. Currently,
much military acquisition “moves” at a glacial pace; fast-track
leaps are rare and driven by desperation and necessity, once the
need becomes obvious enough to influence change agents.

¢ The wide availability of AM equipment and expertise will enable practitioners
to develop solutions on a short time cycle in conjunction with broader
strategic objectives.
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3D-printed firearms provide an example for how quickly this technology can advance.
The first 3D-printed gun was produced by Defense Distributed in 2012, mostly to
show that it could be done.® Only five years later, the US Army printed almost every
component for a grenade launcher (the RAMBO).® In a short time period, the technology
advanced from demonstration to something designed for US military use.

Figure 1. Comparison of the first 3D-printed gun (the Liberator, sterolithography [STL] geometry files
were released to the public in 2013), left, and a US Army Armament Research, Development, and
Engineering Center (ARDEC) 3D-printed grenade launcher (RAMBO) in 2017, right.

Despite the previous example, the upending change expected from AM will probably
not happen rapidly unless a number of “killer app,” game-changing, fielded successes
can be achieved and communicated as “new path” examples for the future. For
instance, ubiquitous open and secure high-bandwidth global communications are
already available to drive a dynamic specification environment allowing (and requiring)
rapid response to emerging threats and opportunities for asymmetric warfare. These
technologies will be essential to enabling the warfighter to take full advantage of AM
technologies. It may be too much to expect frontline soldiers to design parts, but their
ideas should be listened to and their thoughts, requirements, and desires need to
be communicated to specialists such as designers. This communication may include
teleconferencing, photos, or even scans of what is needed and the ability to design
and deploy the solution in the field rapidly. In his work on terrorist innovation, Adam
Dolnik observes, “a key determination of innovation success lies in the specificity
[specifying] of the problem [to be solved], the solution of which would offer significant
advantages.”*° This also applies to nonterrorist organizations.

Such shifts toward rapid action are not without precedent in the military-industrial
complex. As World War Il loomed, the conceptual design of the Pentagon was
completed in 4 days, including a weekend (14 days before Congress authorized
it), under the driving leadership style of General Brehon Somervell.* With minimal
documentation, groundbreaking occurred September 11, 1941, only four and a half
weeks after drawings were started. It was estimated that the design alone would
take at least one and a half years. Designed in conjunction with its construction, the
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Pentagon became what is still the world’s largest office building in a mere 16 months.
The budget was blown by a factor of four to six, but it got done. Somervell’'s man on
the ground was General Leslie Groves. Many rules were bent, broken, or ignored to
achieve a rapid result.*? In contrast, One World Trade Center took over eight years

to design and build with only half the square footage.'® Groves learned much from
Somervell, who stated:

Successful management depends on five factors. The first factor is a
precise understanding of the job to be done. The second is qualified
and capable men in key positions. The third is a workable organization
properly adapted to the job to be done. The fourth is a simple, direct
system for carrying on the activities involved in the job. The fifth is a
positive method for checking on the results. Given any three of these
five, a business or agency can probably function with fair success. Four
of them operating together will result in much better than average
efficiency. However, it requires all five to create the best management
obtainable.*

Ironically, the rapidly built Pentagon now houses residents who primarily plod
toward military modernization in a slow serial approach, with some notable, recent
exceptions. The entire November-December 2016 issue of Defense Acquisition,
Technology, and Logistics magazine, a publication of the Defense Acquisition University,
detailed many of the pilot programs, studies, and efforts underway to embrace AM.
Secretary of the Navy Ray Mabus is quoted stating:

Too many new assets are mired in outdated bureaucratic practices
that were developed for another era. As we enter the age of cyber,
unmanned systems, and advanced manufacturing, we cannot allow
these overly complex, form-over-substance, often useless, and too
often harmful, practices to slow or prevent development of some game
changers, while simultaneously giving our potential adversaries the
competitive advantage.®

As a result, the Joint Advanced Manufacturing Region (JAMR) effort, via an
integrated project team, produced the prototype TB-100 Expeditionary Manufacturing
Mobile Testbed (EXMAN) for modular fieldable AM technologies.*®

The US Army’s Rapid Equipping Force (REF) was created in 2002 after US
soldiers realized the need for nonstandard equipment to meet the demands of new
terrain, warfare tactics, and their assigned missions.” Since then, the REF has met
challenges as diverse as enhancing soldier mobility, providing improved surveillance
in austere locations, equipping operational energy sources, and enhancing
communications. The REF is the Army’s quick reaction capability for getting urgent
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matériel solutions into the hands of soldiers. The organization is able to do this both
through unique authorities and by maintaining a presence near the point of need.

New AM Technologies

New AM technologies are emerging with key development loci. Practioners focused
early AM technologies on process technologies that could print 3D parts without
much concern for structural properties. Developers of the earliest AM technologies
concerned themselves with form and almost never with function (which is why early
AM was known as rapid prototyping).In reality, most 3D processes are capable of
producing “near-net-shaped” parts. The next leap in AM development is to make
parts with engineering properties similar to those that can be produced via traditional
manufacturing methodologies. A number of new 3D technologies extend two-
dimensional (2D) lithographic technologies.

Digital light processing (DLP) technology, which came from optical projection,
has revolutionized and greatly expanded the original AM technology segment of
stereolithography. It began with rastering a laser over a vat of UV curing resin.

DLP optical resolution provides feature detail at increments of tens of microns’

in combination with much higher volumetric build rates. These technologies have
traditionally relied on acrylate' chemistry, which enables high write speeds but
produces relatively weak and poorly aging parts. More recently, additional materials
have been explored, substantially broadening the types of materials that can be
printed using DLR including printing ceramics (postprocessed by sintering) and making
composites by mixing chopped carbon fiber, and even graphene, into the resin. In
addition, DLP technologies are evolving to enable much more rapid part production.
The very limits of speed have been explored by Carbon 3D, which can produce a
full-size part in a matter of a few minutes by controlling the quenching layer of the
polymerization region.*® The disadvantage of this approach is that it still requires
extensive postprocessing to complete the cure of the polymer.

HP’s MJF technology has leveraged 2D ink-jet printheads to apply picoliter droplets"i
to powdered polymers delivering rapid build rates, which are ten times faster than
fused deposition modeling (FDM) and SLS (at half the cost of SLS), in tough, useful,
strong polymers including nylon and polyurethanes and with detailed features.®

In additional developments, the Polyjet UV curable 600 dots-per-inch (dpi) ink-jet
technology from Objet Geometries of Israel, now merged with Stratasys, has been
able since 2008 to mix two feedstreams in variable ratios, resulting in graded polymer
part fabrication.?° New technology from X-Jet with finer 1600 dpi ink-jet-applied
nanoparticle-loaded polymers has demonstrated production of metal and ceramic

v For comparison, a human hair is about 90 microns in diameter.

vi  An acrylate is a compound derived from acrylic acid, a colorless, corrosive liquid that readily forms polymers and used to
make plastics, paints, synthetic rubbers, and textiles.

vii A picoliter is one-trillionth of a liter. It is so small that the eye cannot see it, and a raindrop can hold thousands of picoliters.
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parts with fine detail.?* A similar feedstream mixing will likely be able to produce
graded and cermet composite materials with unusual and useful material properties.
Evolve Additive is commercializing electrostatic transfer printing, which first came
about with the Xerox machine in 1959.22 Evolve Additive Solutions has developed an
AM system that uses electrostatic transfer printing to build layers of 3D parts in fine
detail with standard polymers at high volumetric build rates reportedly 50 times faster
than other technologies.?® Based on preliminary reports, the technology can deposit
28 micron polymer layers in four seconds, implying a peak volumetric build rate of
over 600 cubic centimeters per hour (cm3/h) over their large build envelope.?* The
company debuted the technology publicly at FomNext in Frankfurt, Germany in 2019.

Postprocessing

Postprocessing of AM parts, the lethal “rhinoceros in the cubicle,” is often glossed
over and perilously ignored. This oversight has stunted or killed many otherwise
successful AM applications. The novel ability to produce complex geometries rapidly,
unachievable by conventional subtractive fabrication, often mesmerizes the beholder,
while the removal of support material and postfinishing are not taken into account.
Currently, the postprocessing steps for many AM technologies are labor intensive. In
order to realize the promise of AM, these operations must become fully automated.
The type of postprocessing required depends on three factors: the material,'i' types of
support structures,* and surface finish.x

Material Advances: Making Functional Parts Possible
Ultimately, the utility of additive manufacturing to produce parts for soldiers in the field
will depend on the material. Three basic classes of materials are available for printing:
metals, polymers, and composites (including ceramics). The greatest improvements in
AM technology have been made when utilizing robust materials that fulfill engineering
requirements. Progress will continue along the same lines, but there will likely always
be some trade-off between the material that can be fabricated by AM and the ideal
material for an application. For instance, some stainless steels can be printed, but not
all are readily available in powder form. The AM processes, especially laser sintering,
cause much more rapid heating and cooling rates than conventional casting, forging,
and heat-treating processes. These rapid heating rates cause significant vaporization
of some alloy constituents, while rapid cooling greatly affects grain morphology,
sometimes resulting in better (but certainly different) material performance.

Printing aluminum parts is possible, but the raw material can be explosively
hazardous because of its affinity for oxygen. Also, there will likely be some limitations
to the number of printing materials taken into the field, and the military may need to

viii For example, does it require heat treating or a postcure step? What type of excess material needs to be removed?
ix As well as how they need to be removed.

x  Thatis, if a machining or polishing step is required.
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decide what subset of materials will be used in forward operating environments. In
particular, metal printing has the largest hurdles before being deployed closer to the
end user, partly because the metal powders must be melted to be fused together,
usually by using a laser or electron beam. Both of these methods are power intensive,
and the raw material is heavy.¥ These limitations mean that metal AM will require
significant logistical support. Finally, metal AM instruments require fastidious cleaning
before changing between materials; this fact will likely lead to a subset of materials
being available in forward operating bases compared to a more complete set available
to and strategically stockpiled by the home team.

The second major class of materials available for AM, polymers are perhaps the
most versatile class of materials and can be produced by every AM technique. Of
the different AM materials, primary polymer has easily modified chemical properties,
which opens up a wide range of existing polymers that can be used for AM. The
synthesis of new polymers is occurring as a result of the “new production step”
of photocuring. The greatest drawbacks to polymer AM parts is they may not meet
engineering requirements. Polymers are softer and weaker than metals and are
often susceptible to aging, especially in oxidative environments or when exposed
to UV light. However, polymer AM will be the most useful in the field as it can be
deployed with minimal power and can be used readily with different materials. In
2016, the utility of polymer AM was demonstrated by the first 3D printer installed
on the International Space Station, which has since been used to print wrenches,
sensor covers, and airflow monitor holders.?®

In addition to basic metals and polymers currently used for additive manufacturing,
there is both great interest in and a need for producing composite materials, which
are made from multiple constituent materials that when combined create a material
with far superior properties than either material individually.?¢ The promise of these
materials lies in their high strength and stiffness coupled with reduced weight. The
specific materials that could be formed are broad, including ceramics and carbon fiber
reinforced and infused with nanoparticles (including metals and semiconductors).
Using these materials will enable technicians to tune the final part to have specific
material and physical properties and, possibly, multifunctionality designed into them.

A range of researchers across the world are studying composite materials
intensely. Glass, carbon, and aramid* fiber reinforcment of injection-molded parts
has become common in structural applications, and fiber-reinforced polymers have
been demonstrated in laser-sintered AM components. The pace of filled composite
materials in fused deposition modeling (FDM) is already demonstrating usefulness.
Axially disposed long fibers in FDM are allowing directional “layup” for focused

xi The density of steels is about 8 grams per cubic centimeter (g/cm?), compared to about 1 g/cm? for polymers.

xii - Aramid fiber is the generic name of a group of synthetic fibers. Commonly known commercial brands include Kevlar, Twaron,
and Nomex.
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strength in FDM*T parts. In 2019,Desktop Metal Corporation introduced a hybrid flat
fiber combined with FDM high-temperature thermoplastics (PEEK and PEK).?” This
brings tape-layup composites into the AM realm. The trick to employing composite
materials for AM is developing a method to enable printing of the two phases while
ensuring the loading material can be incorporated in sufficiently high concentrations.
This can be done by either adjusting the rheological conditions of the material being
printed or modifying the loading material to ensure it can be cross-linked with the
polymerization mixture.

Parts designed to be built with different material properties at the voxel-by-voxel*"
level are starting to be realized. HP is developing and has demonstrated some
voxel customization with their MJF technology.?® Tailoring modulus (stiffness) and
even electrical conductivity are part of this development, which is determined by
custom ink-jet applied chemistry individually applied to each voxel of a printed part.
The Massachusetts Institute of Technology has demonstrated a voxel-by-voxel AM
machine, which switches dynamically between multiple polymer feedstreams to enable
adjacent voxels in a layer to be different materials.?®

One of the most exciting areas in additive manufacturing (and perhaps the most
difficult to predict) is the ability to make parts with multiple materials, including
materials with graded structures, which can have significant advantages in designing
parts with highly tuned functionality.*° In addition, composite materials can be
produced that behave differently in different environments. The new area of “four-
dimensional (4D) printing” focuses on making materials that will behave differently
over time depending on the environment. This “programmable matter” produces
a product that reacts with environmental parameters (e.g., humidity, temperature,
light). The current results are academically focused and demonstrate behaviors such
as folding/unfolding depending on the temperature and/or relative humidity.3* This
nascent technology already has some exciting potential applications, including self-
assembling structures, integrated sensing, and actuating systems for aircraft, soft
robotics, self-deployable antenna arrays, valves, and active springs. The composite
structures that will be available by 2050 will provide additional tools and capabilities
to the warfighter, although printing for this type of technology may not be available in
forward deployable environments.

The use of additively manufactured parts will require some change in thinking
about how materials are produced, inspected, qualified, and put into service. The
current process for putting a new material into service is quite lengthy, especially on
major assets or parts critical to the operation of a piece of hardware. AM parts have
initially been used in areas considered less critical, such as certified AM toilet seat
covers.®? Although the amount of inspection and qualification applied to these parts is

xiii FDM AM technology deposits extruded roads of thermoplastic polymer (now with embedded reinforcements) like a
hot-glue gun in layers.

xiv A voxel is a volumetric (three-dimensional) element for visualization, like a pixel is a two-dimensional element for an image.
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still high. As the military community and services become more comfortable with the
technology, the process for using new AM materials will likely continue to relax, which
will eventually enable most replacement parts to be created, inspected, and qualified
as needed in the field. Currently, AM parts are inspected for dimension, surface finish,
and internal composition, using techniques such as X-ray computed tomography (CT).
X-ray CT inspection of AM parts will likely be fieldable over the next several decades
(just as medical-imaging techniques have become mobile).

More than a Change in Technology, a Change in Thinking to Enable Agile Operations
For much of human history, customized equipment has been reserved for the rich and
powerful (such as officers and royalty). Rank-and-file military personnel have made do
with mass-produced, standard equipment. Additive manufacturing will enable “mass
customization” to be rolled out to all military personnel. This will fundamentally
change how the military can operate to become a more agile organization. Throughout
the history of armed conflict, significant advantages have belonged to the side
that can innovate and develop novel solutions, possibly to problems that were not
identified as ones before the solution. Things like the invention of the stirrup, short
swords, shields, armor, gunpowder, and rifling have had profound effects on the
outcome of conflicts.33

Mass customization enabled by additive manufacturing will enable equipment
users to have customized tools they need to be successful in their mission. This will
lead them to think further about other useful equipment. Soldiers will need to be
tied to AM practitioners who can make their visions a reality. These “makerspaces”
will be staffed with an interdisciplinary group able to take ideas, design a solution,
identify material needs, and rapidly iterate the idea to produce a high-quality solution.
However, centralized power and control tends to affect innovation negatively.3*
Therefore, to operate more creatively and to ensure AM is a useful technology for the
future, these units must be staffed properly. The personnel selected will need to be
highly collaborative, be able to operate at a high tempo, and understand a wide range
of AM technologies, limitations, and constraints. Depending on the development of
these units over the next few decades, they could be staffed with military personnel or
civilian contractors.

Leadership and Innovation

For AM to fulfill its potential, the right leadership must be in place. Thomas Edison’s
Menlo Park, Bell Labs, and the Manhattan Project provide examples of leaders
applying innovative solutions to pressing problems. Consider for a moment a plethora
of mini-Manhattan projects enabled by AM, but without a blank check and during
peacetime, and, therefore, a lack of wartime mentality.
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Edison’s Menlo Park
Edison has been described as the greatest US inventor, substantially because of his
early investment in the infrastructure that enabled routine invention. His Menlo Park
laboratory became the first institution set up with the specific purpose of producing
constant technological innovation and improvement. It produced the carbon button
microphone (making the telephone practical), the phonograph, the incandescent
light bulb, and power-generation and -distribution components, including generators,
switches, plugs, and sockets.3® Edison stated purpose for his Menlo Park laboratory was
to “invent some minor thing every ten days and some big thing every six months.”®
In his biography of Edison, Quincy Shaw gives a synopsis of the Menlo Park
invention factory:

What Edison created was not the stereotypical factory of the Industrial
Revolution, with workers performing repetitive actions designed to
lower costs and raise efficiency—it was a bustling hub of creativity and
shared intent. Edison hired proud and skillful craftspeople and opened
up his lab to them. In return, he expected them to dedicate themselves
to the projects to which they were assigned. Anyone who did not would
soon leave, usually of his own volition.

The atmosphere in the Edison machine shop was open and congenial.
When a new employee asked about rules, Edison told him, “Hell, there
ain’t no rules here! We're trying to accomplish something.” The men
were given freedom to experiment on their own, testing new ideas,
materials, and work methods.

This is not to say that Edison was a pushover or that he spoiled his
staff. He was a tough and demanding employer. . . .

When it came to hiring craftsmen, Edison put more stock in their
manual skills and their perseverance in solving real-life problems

than he did in their formal education. He had little respect for college
degrees and even less for the standard curriculum of the time. He
denounced traditional schooling for “taking up too much time teaching
things that don’t count. Latin and Greek—what good are they? They say
they train the mind. But | don’t think they train the mind half as much
as working out practical problems.” As he told an interviewer late in life,
“Doing the thing itself is what counts.””

He and his men invented many big things to fulfill his original intent by doing what
counted.
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Bell Labs

If there is a formula to creating technical innovations, Bell Labs had solved it, especially
in the second half of the twentieth century.®® Bell Labs is a premier industrial research
laboratory with innovations and contributions in a wide range of fields.*® Indeed, Bell
Labs invented not only new things but also new ways to invent them.

One of the key leaders of Bell Labs was Mervin Kelly, director of research
from 1936 to 1944 (during which time Bell contributed to several critical military
advancements, including radar), executive vice president from 1944 to 1951 (when
the transistor was invented), and president from 1951 to 1959. The overall research
structure of Bell Labs under Kelly’s leadership focused efforts in three areas: basic
research, systems engineering, and the design and development of new devices.
However, Bell Labs’real innovation was in bringing together a critical mass of talent
and building a “living organism” structure in which social and professional exchanges
encouraged back-and-forth discussions in order to refine ideas. One of Bell Lab’s
official policies was that anyone (even the most junior staff members) could approach
an expert in the field with questions and the expert was expected to interface with the
junior staff member.

In addition to the structural interactions enabled by the scientific and engineering
staff, Bell Labs enabled a parallel subculture of technical assistants, who were the
keepers of technical secrets and tricks and maintained the lore of how things got done
at Bell Labs. These personnel may have been less educated than the scientific and
engineering staff (often having a high school education), but they were highly valued
for their technical intuition. They were often the types of people who could take apart
and put back together an engine or watch.*° Bell Labs also had the ability to provide
resources, the foresight to hire talent (even if there was not a current business need),
and the culture to enable collaboration and to encourage long-term thinking.

Bell Labs provides an example of how additive manufacturing can have the highest
impact for the military; a structure will need to be instituted to enable the highest
level of performance. This culture must enable designers and engineers to have a
free-flowing transfer of information and ideas to solve problems, while also enabling
the print technicians to have a significant role in contributing to how parts are made
and ensuring the success of the final products. In addition, some resources should
be provided to explore solutions for more intractable problems that may not have
immediate payoff.

General Groves

As a final example of the importance of leadership to the proper implemetation of
AM for SOF, the Manhattan Project relied on extraordinary technical innovation and
also on equally extraordinary leadership abilities. When the War Department wanted
a leader for the Manhattan Project, General Somervell pointed to General Groves,
his subordinate on the War Department general staff, and then left to lead military
supply for WWII. General Groves was the right leader. Perhaps his strongest skill was
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detecting and selecting leaders to whom he could reliably delegate critical tasks.*!
Groves superintended over the $2 billion (World War Il dollars) Manhattan Project
and spent an additional $6 billion during the war on other construction projects. The
only larger World War Il procurement line item was $3 billion for the B-29 bomber
development and production.

Groves had a virtually a blank checkbook but was extremely focused. He mitigated
risk with parallel paths. He chose Robert Oppenheimer to herd the “crackpots” at Los
Alamos, who did so with aplomb and ultimate technical success. Examining Groves’s
leadership style, Oppenheimer commented:

First, General Groves is the biggest S.0.B. | have ever worked for. He

is most demanding. He is most critical. He is always a driver, never

a praiser. He is abrasive and sarcastic. He disregards all normal
organizational channels. He is extremely intelligent. He has the guts to
make difficult, timely decisions. He is the most egotistical man | know.
He knows he is right and so sticks by his decision. He abounds with
energy and expects everyone to work as hard or even harder than he
does. Although he gave me great responsibility and adequate authority
to carry out his mission-type orders, he constantly meddled with my
subordinates. However, to compensate for that he had a small staff,
which meant that we were not subject to the usual staff-type heckling.
He ruthlessly protected the overall project from other government
agency interference, which made my task easier. He seldom accepted
other agency cooperation and then only on his own terms. During the
war and since | have had the opportunity to meet many of our most
outstanding leaders in the Army, Navy, and Air Force as well as many of
our outstanding scientific, engineering, and industrial leaders. And in
summary, if | had to do my part of the atomic bomb project over again
and had the privilege of picking my boss | would pick General Groves.*

Conclusions and Vision for the Future

The ultimate goal of any organization is to ignite the passion and drive to deliver
the best possible solutions to problems. At their essence, the motivations are an
inner individual drive. As our previous examples show, multiple sources exist for this
motivation. One is the necessity and the essential nature of the work, as was the
case with the Apollo 13 mission, building the Pentagon, and executing the Manhattan
Project. While this type of motivation is strong, it can also be driven by fear of
negative consequences; therefore, it may not be sustainable over a long period

of time or with large numbers of people. Another major motivation may be based

on a particular reward (e.g., pay, promotion, recognition, or overarching personal
enjoyment). Identifying people who are driven by the love of something and not an
external reward is difficult, but doing so yields excellent results over the long term.
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Opportunities to identify and recruit these types of people can include competitions
or events where people design and implement ideas—such as with robot battles,
drone racing, or car racing—and are committed, creative, and technically savvy.
SOFWERX—a platform that helps solve challenging warfighter problems at scale
through collaboration, ideation, events, and rapid prototyping—represents a
substantial functioning example of this approach.*?

Additive manufacturing will lead to some fundamental shifts in parts procurement.
AM will facilitate the ability to build parts on an as-needed and just-in-time (JIT) basis,
which will reduce the need to perform life-of-program buys for critical spare parts and
rapid turnaround for a small-volume part. Early military applications of AM have already
been realized. While this could have an adverse effect in some of the procurement
practices, one could also envision a range of AM shops near major military installations
to service the major, routine needs for military AM parts. Such a system might enable
a broad manufacturing base across the country, which would, in turn, enable innovation
and be available to service other industries. Such a manufacturing base would also tie
into more robust quality-acceptance and testing requirements.

Finally, as aforementioned, proper leadership is the key to obtaining the full
disruptive value of AM. To enable mass customization, to empower front-line units
to envision what they need, and for makerspaces to produce needed equipment, the
highest levels of leadership will need to trust lower levels of the organization. This
may include delegating some the decision-making authority; however, it also includes
ensuring expectations are clear and all levels understand their responsibilities for
overall mission success. Quoting George S. Patton, “Never tell people how to do
things. Tell them what to do and they will surprise you with their ingenuity.”4*
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Nanotechnology and SOF: Is Smaller Really Better?
P Randall Schunk

Introduction—Smaller Is Better!

In Shadow Warriors: Inside the Special Forces (2002), Tom Clancy describes vividly the
challenges special operations forces (SOF) faced during the Vietnam War, which were
mostly related to excessive equipment weight and the lack of military intelligence

in forward operations.* Numerous challenges Clancy describes had high-technology
solutions that had not yet been invented in the 1960s. Simply put, SOF needed
technology that was smaller, lighter, and higher-performing.

Fast forward 50 years: It is remarkable how many of these challenges have been
surmounted, largely because of high-tech materials and devices that make objects
small and light, enhance performance, and provide better real-time intelligence.
Interestingly, the human dimension that dominated SOF operations in Vietnam
remains paramount to maintaining advantage.? Perhaps somewhat surprisingly,
nanotechnology (NT) underpins most human intelligence technologies. NT enables
artificial intelligence (Al), the Internet of Things (loT), sensing, radio-frequency and
infrared (IR) communications, and other technologies that enhance the sense-think-act
paradigm of “autonomy.” NT can impact warfighter performance and preservation in
still unimagined ways that present tremendous, but still latent, threat and advantage.
Take for example the advances in body-armor technology enabled by NT.2 Perhaps Tony
Stark’s (also known as Iron Man’s) “nanite suit,” in the Avengers: Infinity War (2018),
will someday soon move beyond science fiction.

“Where did that come from?”
Bruce Banner (The Hulk)

“It's nanotech. Like it?”
Tony Stark (Iron Man)

Avengers: Infinity War

This chapter makes plain the current state of NT, its hype and overhype, its latency,
and even its history, largely as it relates to challenges, needs, and gaps in special
operations forces. In the field of NT, SOF need to be innovators, not problem solvers.4
In an environment of battlefield uncertainty, situations often devolve into disorder and
chaos, weakening human performance; NT can aid in these situations. The benefits
of NT in the human dimension are not fully realized, and perhaps represent a latency
that can be used to gain strategic advantage.
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Nanotechnology Hype: Real or Imaginary?

At lengths small enough to be considered “nanoscale,” which has been widely
accepted as less than about 100 nanometers (nm), physical phenomena are
dominated by forces still relatively mysterious to humans. Even though these length
scales are large compared to atoms or molecules, molecular forces control how
matter behaves and interacts in a way that dominates material microstructure,
thermodynamics, and motion. Successful hanotechnologies result when
macroengineering tools, such as a microscope or laser, tame these forces, resulting
in macroscale systems that benefit the warfighter. By controlling the chemistry

of material structures, scientists can create other successful nanotechnologies,
enabling materials design functionality. Some nanotechnologies are built simply on
the integration of nanomaterials (particles of <100 nm dimension) into composites
to enhance thermophysical properties or optical/electromagnetic properties. Though
rarely a means to an end, NT enables and improves technology. Engineering at the
nanoscale has created legions of technological possibilities, and society has already
enjoyed the benefits.® However, technology developers must overcome challenges at
the molecular scale to realize all that nanotechnology has to offer.

Nanotechnology is such a broad category it defies simple definition. NT started with
wide-scale materials-science advances such as the electron microscrope in the 1960s;
these advances brought fundamental molecular-scale chemistry and physics to “life” in
the 1980s and 1990s. As a result, companies touting the “nano” brand began to pop
up in the late 1990s and early 2000s. In 2000, President Bill Clinton championed the
National Nanotechnology Initiative, providing a $225M budget. Numerous government
agencies restructured their discretionary research and development (R&D) portfolios
to include nanoscience and engineering. Nanotechnology exploded in popularity, with
numerous start-up and multinational companies including NT as a core discipline
or even a “product.” However, in the early 2000s, many of the surviving start-up
companies that flaunted their nanotech credentials rebranded themselves as materials
or semiconductor companies, realzing nanoscience and the fundamental discipline
known as materials science were synonomous.® NT enabled broader technologies that
are realized at the macroscale. In the end, NT never had its “Facebook” moment or
blockbuster debut in the stock market.

The chronological history of nanotechnology has been constructed in numerous
locations.” Norio Taniguchi coined the term “nanotechnology” in 1974, in reference
to the explosive growth of the nascent semiconductor industries,® but some argue
the word stems from Richard Feynman’s “vision” in 1959 that resulted from the
advent of electron microscopy (EM) and the ability to “see” atoms and molecules
for the first time.® Davis Baird provides a compelling case that the real tools of
nanotechnology were those based on scanning tunneling microscopy (STM) and its
relatives (e.g., atomic force microscopy).t® EM was just an imager, but STM enabled
atomic manipulation. John Randall, et al., assert that “nanotechnology” circa 2018
has failed to live up to its potential and claim that while nanoscience flourishes and

STRATEGIC LATENCY UNLEASHED 183



has led to some exciting applications, nanoscale devices with proven reliability are
still nonexistent beyond prototypes.'* However, nanotechnology products enabled
by nanomaterials—such as nanocomposites and nanoparticles for medicine—have
become commonplace and can be credited for many technology improvements

and breakthroughs. Randall, et al., base their assertion on simple sematics, as NT
is much broader than he describes. Nonetheless, the assertion is worth further
consideration, especially from a manufacturing viewpoint.

George Whitesides and J. Christopher Love were the first to review relatively nascent
nanofabrication techniques and expose the plethora of possibilities and challenges.?
They categorized process routes as either bottom-up—nbuilding up structures with nano
building blocks or particles—or stamping, molding, or forming structures from the top
down. One early conclusion emerged from this work: top-down soft lithography and
optical lithography, the workhorses of the semiconductor industry, are the only scalable
routes to nanodevices. Soft-lithogaphy has since achieved commercial scale, even
though fabricating 3D logic devices like transitors remains challenging.*®

The modern semiconductor industry is really a nanotechnology industry. It can
control fabrication of the building blocks of transitors to scales of less than 20 nm
using light and interferometric patterning tricks, and has done so while maintaining
remarkable throughput. It has also created microdevices that provide platforms to
study phenomena at the nanoscale.** Optical lithography is at its limit, however,
and even with numerous tricks, the semiconductor industry is at the “end of silicon
scaling.”*® Soft lithography will be critical in attempts to overcome this limit.

To build a nanoscale “system,” or an object engineered at the sub-100 nm scale
to achieve a certain function, one can do so best with the so-called nanoparticle. STM
and related technologies prove an “atomic assembler” is not as far fetched as some
have claimed.*® Whether one will ever be practical is another matter. Nonetheless,
bottom-up fabrication with nanoparticles may be a future and impactful latency. In fact,
most nanoscale technologies revolve around nanoparticles with specific functionality.
Readily manufactured carbon nanotubes (CNTs) have unique electronic properties that
can improve electrochemical sensing and enable molecular-scale transistors.

Scientists can engineer nanoparticles with nearly any extraordinary property;
examples include photoluminescence/quantum dots, tunable cargo-carrying porous
particles for drug delivery, core-shell shape for dual functionality, and nanosheets for
composite strengthening and lightweighting.” Nanomaterials can also be engineering
to serve as sensors or taggants for trust technologies, such as tamper indicators
and system authentication.'® Essentially, nanoparticles can be made with chemical
elements across the periodic chart, which can become a scientist’s “palette” to
create custom NT function and form (see Figure 1). The beauty of nanoparticles is
that, unlike other forms of nanomanufacturing, such as silicon-CMQOS, they can be
dispersed as colloids into inks and processed with solution-deposition schemes and
related digitally based additive-manufacturing approaches, such as ink-jet printing and
liquid film coating, at much larger scales.
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Specialized Nanomaterials Additive Manufacturing

Nano-colloid
“inks”

Figure 1 (acknowledgement: T. J. Boyle, A. Cook, N. Bell, Sandia National Laboratories).

Governments and private industry continue to invest in developing low-cost,
scalable process technology at the nanoscale to meet consumer demands for
electronic devices. National Science Foundation—sponsored engineering research
centers at the University of Texas at Austin (www.nascent-erc.org) and the University
of Massachusetts Amherst (umass.edu/chm/) provide examples of R&D efforts
underpinning the integration of nanomaterials such as graphene and nanopatterning
at scale. Department of Defense (DoD) investments, under the auspices of
Manufacturing USA hubs,19 in packaging of Si-CMOS in functional-hybrid electronics
stand to intersect with nanotechnology to meet the needs of l0T. These large-scale
efforts attest to the plethora of remaining challenges of bringing nanotechnology to
market. The primary challenge remains achieving practical fabrication for reliable
devices and materials.

Nanotechnology and SOCOM/SOF

Nanotechnology is ubiquitous in today’s military technology and impacts nearly

all enabling technologies in SOCOM’s primary mission. NT is most prevalent in
mobile electronic devices—smartphones, global positioning system (GPS) units,

and wearable electronics. Size-weight-and-power (SWaP) improvements, power-
requirement reductions, and integrated sensors (e.g., cameras) all exemplify the
benefits of NT. These devices serve many needs for SOF, as they can enable person-
to-person and centralized communication, as well as numerous other functions. The
central processing units of smart devices have transitors as small as 40nm, and
their nonvolatile and universal memory can hold gigabytes of information because

of nanoscale magnetic bits. The power source and display of smart devices are high
density and fidelity because of small pixel sizes and integrated nanomaterials. Figure
2 illustrates the essential components of a smartphone/device and the underpinning
technologies NT enhances.?°
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Figure 2. Essential components of a smartphone or other smart device and the underpinning technologies

nanotechnology enhances.

Note that many of these NT enhancements involve the integration of nanomaterials
(e.g., graphene, CNTs, nanowires) or pattenerning with printing/imprinting. Until about
2015, most nanoscience-device R&D efforts relied on slow and inflexible fabrication
processes such as electron-beam patterning or thermodynamically defective (self-
assembly) processes with limited capability for pattern complexity or high levels of
process integration. Transformative nhanomanufacturing systems and processes that
enable mass production of economically competitive mobile computing are overcoming
these challenges.?*

Beyond electronics, many other NT benefits for SOF have already been realized.

NT has made inroads in biometrics/chem-bio detection/mitigation, lightweight
nanocomposite materials, and energy and environment technologies; many of

these can be used for military applications. Extensive reviews exist on how
nanomaterials have impacted these sectors, as well as other forms of nanotechnology
and nanomanufacturing.?2 The Institute for Soldier Nanotechnologies at the
Massachusetts Institute of Technology represents an excellent source of topical
research and technology information.?® For broader DoD-level applications of
nanotechnology, readers can consult other reports.?* For the warfighter, nontechnology
benefits have been in play since the early twenty-first century, mostly in the realm of
clothing, communications, blast protection, and navigation.?®

A few other NTs deserve mention in this piece, as they have not been fully realized
in the SOF community. Specifically, NT greatly enhances device performance in power
generation, energy storage, and climate control by harnessing the sun?® as well as in
food technology, water resourse detection, and water desalination and purification.?”
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The burgeoning industry of “nanomedicine” benefits from NT, and, of note for the
purposes of this book, includes gene editing as countermeasures for biological
attack.?® Human performance monitoring and enhancement with wearable detectors
and controlled therapeutic delivery are already readily available in lightweight forms,

and communication for real-time control and chem/bio sensitivity/selectivity are poised
for ongoing investments. And, how about IR vision with implanted NPs in your eyes?

It has already been proven to work in mice.?° On the topic of light management, 3M,

for example, has manufactured an all-polymer (no metal), 98 percent reflective (in

the visible range) flexible film.3° All these technologies are currently impacting, or will
impact, the warfighter, enhancing battlefield performance through weight reduction,
portable power, medical diagnostics and therapuetics, and overall survivability in difficult
environments. Finally, in the area of lethality, researchers have realized breakthroughs in
controlled morphology of energetic nanoparticles (explosives such as CL-20).3!

Nanotechnology and Strategic Latency

In terms of strategic latency, four developing nanotechnologies will likely provide
advantages to SOF. These include 1) fifth generation (5G) wireless communications,
2) chip-scale atomic clocks (CSAC), 3) sensorizing everything (i.e., 10T) and 4)
graphene. Note that all, even graphene, amplify human-in-the-loop capabilities (e.g.,
communication, data analytics) and enable problem-solving in chaotic situations.

5G: Fast and Furious

5G cellular communications technology uses much higher radio frequences and
enables data transfer at exponentially higher speeds than fourth-generation
technology (4G). More important, 5G reduces latency, or the delay before data
transfer begins, drastically. 5G also enables far more devices to be used within the
same geographic area.®? In short, 5G will enable up to three orders of magnitude
improvement in data rates, bandwidth, and supported devices.

The impact of 5G on military operations has been covered extensively in the
context of drone-to-drone unmanned aerial vehicle communication and battlefield
uses.3® The connectivity from operator to operator in the field, and with command
and control, would be instaneous because of the high-speed data transfer and low-
latency of a 5G network. Devices that might be networked for autonomous vehicles
or drones will be able to commuincate in “real-time.” Instantaneous, high-bandwidth
communication enables the loT more than any other technology does or can. So
what role does NT play in maximizing the benefits of 5G? Look no further than
portable electronic devices. Beyond mobile computing, 5G enhances a plethora of loT
devices (e.g., sensors, energy harvestors, central computing) because of the rapid
communication not possible with 4G. In short, 5G will greatly amplify the benefits of
any technology that enables SWaP improvements in devices.

Nonetheless, barriers can thwart any potential technology. For 5G networks,
barriers include security and power consumption. In 5G, devices are identified in a
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“flat” internet protocol vulnerable to cyber threats.3* Ironically, the real benefit of 5G to
SOF will be a reduction in computing-at-the-edge needs, and, hence, electrical power
consumption. 5G greatly enables networking SOF with a central server for real-time
decision analytics. Also, wearable devices do not require as much computing power;
overall power needs decrease, as will the size and weight of devices.

Atomic Clocks: The Test of Time

Atomic clocks are the most accurate timekeeping devices and serve as reference
clocks both domestically and globally.®® They use the oscillation of single atoms or
ions induced by an electromagnetic field as the frequency standard for timekeeping.
Certainly, atomic clocks epitomize “nanotechnology.” Precision timekeeping, as it
pertains to global positioning and, hence, battlefield situational awareness in the
absence of GPS, are indispensable to an SOF operation. As a side benefit, they can
be used for ultrasensitive electromagnetic field detection (in, for example, hydrology,
geology, and underground weapons storage). The National Institute of Standards

and Technology (NIST) and the Defense Advanced Research Projects Agency (DARPA)
have invested heavily in atomic-clock technology, and DARPA has funded the CSAC
program,3® which aims to condense such systems to small units that can be deployed
easily on a warfighter.3” While atomic clocks are being developed for both CONOPs

for military operations and commercial production, rapid communication from asset-
to-asset and person-to-person would only amplify the benefits of atomic clocks for
soldiers. Perhaps the 5G breakthrough is the missing link for battlefield use of CSACs
because the nanotechnology underpinning lightweight portable devices that thrive on
rapid communication is already established.

Internet of Things: Sensorizing Everything

5G antennas and CSACs for eletromagnetic field detection are two forms of sensors.
Nanotechnology has greatly enabled the “sensing” aspect of the sense-think-act triad
of autonomy. Ubiquitous sensing enables capturing environmental signatures of any
type, uploading and processing to determine a course of action to assess current
states of operations, and gaining adversarial intelligence. Tunable nanomaterials,
nanowires, and other nanostructures are instrumental in the development of highly
selective and sensitive sensors for biologicals,3 chemicals and explosives,3®
radiological materials (from scintillators and carbon nanotubes)*® as well as for

local temperature, biometrics from soldiers, and temperature of hard assets.** More
sensors means more data and, therefore, the need for more processing. However,
anticipatory analytics could be greatly enhanced if coupled with 5G and centralized
computing. NT sensing devices enable Al and its deployment in real-time battlefield
situations. NT has made sensors more sensitive, selective, and lower power, which
amplifies the benefits of loT.
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Graphene: The Magic Material
The ubiquitous applications of graphene and related “2D” materials, together with
close nanotube relatives (e.g., CNTs), should be evident in this piece. Graphene
has extrodinary properties and has been called a “magic” material because it can
be used for all sorts of technology applications. Basically, graphene is a monolayer
of carbon atoms arranged in an hexagonal structure that possesses remarkable
structural integrity. In fact, graphene is the lightest and strongest known material and
also conducts heat and electricity better than most metals. Moreover, its chemical
and thermal structures remain stable in extreme environments. Its unique “thinness”
and structural flexibility mean it can be processed into useful devices and other
performance-enhancing technologies . As a semiconductor, it can make light-energy
devices, such as photovoltaics, thinner and more flexible. It can be used as an
ultrathin antenna or a chemsorption surface to detect chemical and biological species.
In flake form, it can be integrated into structural composites to strengthen and for
lightweighting. It can even be used as a highly selective membrane for water purification.
Despite the challenges of growing graphene and related sheetlike materials
in chemical vapor deposition (CVD) reactors and transferring them onto polymer
substrates for integration into devices, many successes have already been realized.*?
Graphene has enabled many breakthrough technologies in electronics—including
radio-frequency identification tags, low-cost sensors, and large-area, lightweight
displays—that are difficult or impossible to realize with standard silicon or
semiconductor integrated circuits. Plastic GHz/THz devices would provide unparalleled
advantages to SOF, such as unbreakable platforms with arbitrary form factors that
have favorable SWaP attributes. Graphene-based photovoltaics show remarkable
efficiences*® and could lead to an all-graphene flexible photovoltaic, which would be of
great use in forward-base operations. In summary, the production and integration of
graphene to useful devices in SOF are just beginning, so stay tuned.

Conclusion

Has nanotechnology lived up to the hype it received in the early 2000s? Absolutely.
However, NT is rarely cited as a core-technology enabler. “NT inside” prevades
numerous current and future technologies, including those of keen interest to SOF.
This chapter only highlights a field that stems from centuries of materials-science,
chemistry, physics, and engineering research and development.

Any reliable technology pursuit that can reduce size, weight, and power
consumption, harvest energy, improve communication speed and bandwidth, provide
data analytics, and improve human performance, endurance, and decision-making
is paramount to advancing SOCOM'’s capabilities. NT has clearly been a key part of
currrent technology advantage, and will be crucial to maintaining advantage. Some
combination of all these capabilities culminate in the most important one: human
performance and decision-making. NT with the human-in-the-loop is a force multiplier.
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The United States is making significant investments to help accelerate
nanotechnology, both in the government and private sectors; however, numerous
challenges remain, most pertaining to manufacturing. The NT patent rates in Asia**
have surpassed those in the United States, probably because countries in the region
have increased research expenditures in high technology. Gary Pisano and Willy Shih
predicted and provided evidence that the erosion of high-tech innovation leadership in
the United States is a result of a decline in manufacturing.*®

In the 1990s, US companies outsourced manufacturing to Asia and beyond, partly
for economic reasons and partly to improve their images as innovators. Without a
trained manufacturing workforce and manufacturing commons in the United States,
innovation slowly eroded, particular in high-profit-margin high-tech industries, including
nanotechnology. In recent decades, a number of US industries have lost their lead
to Asia, and other regions, in manufaturing such products as flat-panel displays,
advanced batteries, and other electronic and energy technologies. Industry is faced
with the problem of determining when manufacturing is critical to innovation and
when it can be safely outsourced to lower costs and reduce capital outlays. Currently,
companies pursue the production of NT through low-cost processing routes such as
roll-to-roll and additive manufacturing. Nanotechnology is likely to suffer the same fate
as other sectors of the high-tech industry have.

Finally, guantum technologies are conspicuously missing from this piece.
“Quantum” seems “nano,” but it implies technology that relies on particles much
smaller than nanometer scales (hence, the lack of attention given to it in this essay).
Nonetheless, some quantum topics are worthy of discussion in the NT context.
Atomic clocks represent technology clearly in this category, but what about quantum
computing? Because of operating systems and software challenges, quantum
computing will likely not be a game changer for forward operations until 2025 or
beyond.*® That said, quantum computing will be a key to Al advancement because of
the power limitations that currently hamper high-performance computing technology.
This piece also used “quantum” in another context. Breaking and reforming chemical
bonds in a way that machines can control over large areas or in large volumes will be
the basis for “nanomachines and nanopattering” at scales far smaller than current
semiconductor or nanoimprint technologies. Atomic bonds are at the quantized state
of matter, e.g. the particles that make up the atom. This author believes the new
devices and form factors created by subnanotechnology, such as controlling bond
breakage and formation precisely, will be revolutionary.
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The Disruptive Potential of Advanced Energetics
Bryce C. Tappan and Patrick R. Bowden

Introduction to Energetic Materials: Propellants, Explosives, and Pyrotechnics
As we introduce the concepts associated with advanced energetics for special
operations forces (SOF), it is important to have a brief understanding of energetic
materials and their historical relevance and advances before exploring related
emerging technologies and their strategic latency. The “energetic materials” family
consists of three categories: propellants, explosives, and pyrotechnics. The first two
categories, propellants and explosives, rely on many of the same basic ingredients
and design techniques and differ primarily on whether the charge is ignited via

a thermal ignition to induce deflagration (burning) or a strong shock to initiate
detonation. Meanwhile, pyrotechnics encompass thermites, intermetallics, fireworks,
gas generators, and delay compositions, to name a few.

To a large degree, the chemical design of propellants and explosive relies on the
elements carbon, hydrogen, nitrogen, and oxygen (CHNO), with chlorine present in
oxidizers that have the perchlorate anion (as with ammonium perchlorate). Metals can
be added to increase the overall heat of reaction; most often, this metal is aluminum
(Al) but can also be other elements such as silicon (Si), magnesium, or titanium. On
the other hand, pyrotechnics utilize a vast number of elements to provide different
effects, such as heat, color, light, burning rate, or desired metal formation.

Through the years, research in explosives chemistry has led to advances in
energetic materials, including materials that have nearly twice the energy density of
2,4,6-trinitrotoluene (TNT)—such as hexanitrohexaazaisowurtzitane (CL-20)—or have
greater power than TNT but are extremely insensitive to accidental initiation—such
as 5-nitro-1,2-dihydro-1,2,4-triazol-3-one (NTO) or 1,3,5-triamino-2,4,6-trinitrobenzene
(TATB). NTO and TATB find use in insensitive munitions and insensitive high-explosive
(HE) formulations. However, research continues in the development new HE materials
that perform as well or better than 1,3,5,7-tetranitro-1,3,5,7-tetrazocine (HMX) but are
also insensitive to shock, impact, and friction, like TATB. One method to achieve this
goal has focused on the preparation of high nitrogen heteroaromatics because they
tend to have high enthalpy of formation values; the higher nitrogen content often leads
to slightly higher densities, which has led to outlier explosives such as 4,4’-dinitro-
3,3’-diazofuroxan (DAAF), with roughly the power of the explosive Composition B
(Comp B) but little response to impact, spark, or friction.* Explosive performance
depends on density, but, to date, researchers investigating CHNO-type explosives have
been able to achieve maximum densities of only 2 grams per cubic centimeter (g/cc),
which is likely the physical limit.?

Adding metals, particularly aluminum, to explosives is a well-known practice,
dating back to 1899 and 1900 in Germany with the first suggested use of Al as an
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explosives additive.® Metals are added simply to realize greater energy densities in
one of several regimes of the explosive process. Explosive regimes can be divided
into three basic temporal stages: prompt reaction in the detonation (nanosecond to
microsecond [ns-ps], i.e., within the Chapman-Jouguet [C-J] chemical reaction zone);
reaction in the postdetonation early-expansion phase (4-10 us); and late reaction
contributing to blast effects (1-100s of milliseconds [ms]).

Work on mixtures of TNT and Al, termed tritonals, began as early as 1914 and was
extensive by World War I, when the United States and British researchers discovered
great effects in the third temporal regime of blast without detrimental effects to
the prompt detonation regime.* Because of a lack of acceleration in detonation
wave speed, the energetics community commonly believes no Al participation exists
at the C-J plane. However, work by Melvin Cook et al. in the 1950s demonstrated
that replacement of Al with an inert surrogate, like sodium chloride (NaCl), actually
increased detonation velocity. Therefore, he postulated Al does react in the C-J plane;
however, it is kinetically limited to endothermic reactions.® In contrast, later work
by Gert Bjarnholt et al. did not see as significant a difference in detonation velocity
when Al was substituted for the inert surrogate lithium fluoride (LiF) in TNT/RDX
(cyclotrimethylenetrinitramine) admixtures.® However, this work showed a 55 percent
increase in cylinder-wall velocity for late-time expansion for Al-added formulations
versus an inert surrogate, with Al contribution roughly 4 us after the passage of the
C-J plane.” This observation correlated well with the work of Milton Finger et al. as well
as others, given a small enough particle size of Al.8

Modern high-performance munitions applications typically contain explosives
designed to provide short-lived high-pressure pulses for prompt structural damage
or metal pushing, such as the HMX-based materials PBXN-14 or PBX 9501. Another
important class of explosives, however, includes those designed for longer-lived blast
output (enhanced blast) via late-time metal-air or metal-detonation-product reactions.
An example of an enhanced blast explosive, PBXN-109, contains only 64 weight
percent (wt%) RDX and includes Al particles as a fuel, bound by 16 wt% rubbery
polymeric binder. The low wt% RDX results in diminished detonation performance,
but later-time Al/binder burning produces increased air blast. To the extreme of
metal reaction-based energetic materials are a separate class of fuel rich energetic
materials referred to as “thermobaric” explosives, in which the metal loading can
range from 30 wt% to as high as 90 wt%.° These explosives are fundamentally
different from other enhanced-blast HE. As with such high metal loading, they are far
from stoichiometric in terms of metal oxidation with detonation products; additionally,
they have considerably lower detonation temperature and pressure, which also affect
metal oxidation rates.® Therefore, such materials are well suited for late-time blast
and thermal effects but not for metal acceleration.

A rare but fundamentally important class of materials that has only recently
been exploited, known as “combined-effects” explosives, combine the favorable
initial work output from the early pressure profile of a detonation wave with late-time
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burning or blast and rely on specific ratios of metal to explosive as well as metal
type/morphology and binder type. Preliminary results by the US Army Research,
Development and Engineering Laboratory at Picatinny demonstrate both high metal-
pushing capability and high blast ability are achieved by combining small size Al
particles, conventional high-explosive crystals, and reactive polymer binders.**
Researchers believe this combination is effective because the small particles of Al
enhance the kinetic rates associated with diffusion-controlled chemistry; additionally,
the ratio of Al to explosive was found to be of utmost importance. It was determined
that at levels of > 20 wt% Al, the metal reactions did not contribute to cylinder-wall
velocity.*? This result is not only counterintuitive but also an indication that for metal-
acceleration applications, the bulk of current military explosives containing Al are far
from optimal. To fully optimize combined-effects explosive, scientists would have to
develop a system in which the binder is either all energetic/reactive or completely
replaced with a high-performance explosive. Furthermore, while a fair amount of
research has been performed on Al reactions in explosives, little is understood about
the reaction of Si and boron (B) in postdetonation environments.

The Limits of Chemical Energy

To understand the disruptive potential of advanced energetics we must take a
realistic approach to understanding what limitations we face from energy storage in
chemical bonding. Explosive power is derived from three simple concepts held within
their molecular structure: how much energy is held within the chemical bonds," how
much energy can be derived from the oxidization of the fuel molecules carbon and
hydrogen,’ and how densely packed all of these molecules are.'

TNT is the benchmark explosive to which we compare others, not because of its
performance, but because of historical usage, ability to be melt-cast, relative insensitivity,
and high chemical stability. Those qualities combined with a simple synthesis from cheap
commodity chemicals enabled TNT to be produced at massive scales and used as a
single component explosive or as a base in materials such as Comp B (60 wt% TNT +
40 wt% RDX), pentolite (50 wt% TNT + 50 wt% PETN) or tritonal (80 wt% TNT + 20 wt%

Al powder), to name a few. Fast-forward 100 years or more after the first use of TNT as
an explosive, and the most state-of-the-art explosive available is CL-20, which has less
than 2 times the energy per unit volume as TNT and resides near the limit of practical
chemical energy for a CHNO molecule. Other examples exist that may be slightly higher in
energy than CL-20, such as hexanitrobenzene or octanitrocubane (1.999 and 2.35 times
TNT, respectively), but their difficult and expensive synthesis make them more expensive
than gold by weight, and their sensitivity and stability would likely limit their utility to
explosives of only academic interest.

i Referred to as enthalpy, or heat of formation.
i Referred to as the oxygen balance of the molecule.

iii Referred to as the theoretical maximum density or TMD.
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These facts lead us to a simple thought exercise: if we have HMX that is 1.54
times TNT, why not just use 25 percent more in a munition to achieve the same
lethality as CL-20 for a fraction of the cost? This thought exercise has merits in
many circumstances but is actually flawed in some, which leads us to more in-depth
consideration of the effects of energetic materials, entire system consideration, and
the economics of lethality, discussed below.

In other approaches discussed in this chapter, the addition of reactive metals
is applied to enhance the energy of explosives. In Figure 1, we see the energetic
potential of some elements based on their heat of combustion with oxygen.?

Figure 1. From Lindsay-Fajardo: “The Pyromaniac’s Periodic Table,” where the length of a side of each element’s box
(black) is proportional to the energy of oxidation per unit volume from the element’s standard state. The dashed
blue boxes indicate the energy of oxidation relative to the “free-atom limit,” or the available energy if no bonding

existed between individual elements.**

Figure 1 is an excellent visual aid from seminal work by Lindsay and Fajardo,*® for
indicating how much chemical energy is available for the combustion of elements in
the first three rows of the periodic table. It also illustrates the “free-atom limit"—
which is the energy tied up in the covalent or metallic bonding of the standard
material—for oxidizing beryllium, B, and carbon atoms. However, no strategies exist to
exploit this potential energy because of the physical constraints in chemical bonding.
In other words, like single people, free atoms do not like to hang around with one
another without seriously bonding.

Sensitivity Constraints of Energetic Materials

All explosives have geometric constraints on their functionality in detonation. Referred
to as critical diameter/thickness or failure diameter/thickness, energetic materials
can only sustain a detonation above a threshold condition. These conditions are
dictated primarily by energetic functionality sensitivity, but also by structure, chemistry,
proximity of oxidizer and fuel, and density factor in substantially. As a general rule
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of thumb, materials that are more sensitive to stimuli—be it shock, impact, or
friction—tend to have weaker bonds that are more prone to breaking. Thus, molecular
explosives containing azido or peroxy bonds are most susceptible to initiation,
followed by nitrate esters, nitramines, and nitroaliphatics.

When a material is “below its critical diameter,” a detonation will fail because the
size is too small. As a detonation propagates through a cylindrical explosive rate stick,
curvature of the shock front develops as a result of edge effects (the boundary between
the explosive and the confiner—for example, air, plastic, metal). The detonation is
always driven orthogonally to the shock front. Thus, when curvature develops, less
energy transmits axisymmetrically. As the diameter decreases, curvature becomes more
pronounced, and eventually, too much energy is “lost” by the shock front being driven
outward (instead of in the direction of propagation) and the rate stick will fail; hence,
critical diameter has been reached. Since energy is required to drive the chemical-
decomposition reaction of a detonation, the quicker the bonds break and reform into
oxidized gaseous products (CO, CO,, H,0, N,), the smaller the critical diameter will be.
Thus, weaker bonds have smaller activation energies, thus allowing explosives to have
smaller critical diameters, see Table 1 for additional information.

TABLE 1. BOND DISSOCIATION ENERGIES

Family Energetic Functionality Activation Energy (kcal/mol)
Nitroaliphatics C-NO, 70
Nitramines N-NO, 47
Nitrate Esters 0-NO, 40
Peroxy 0-0 35
Azido M-N, 30
High Nitrogen Compounds N-O-N; N-O-N-O0 20-50

Energy Release in Energetic Materials

The measure of energy in an explosive is not an absolute quantity that can be used
to compare all explosives; rather, the type of energy release must be considered. For
example, simple black powder, the first explosive material formulated by humans,

is a low explosive and does not detonate. However, it gets used in pipe bombs,
where it certainly can deliver lethal effect. If one were to try to measure its explosive
equivalency via a “plate dent” test, which measures the detonation pressure of an
explosive, it would not dent the plate and therefore register as zero. Thus, other
tests, such as ballistic pendulum, must be used to obtain a measure of performance
in which that material can compete. The same goes for fuel-air explosive devices,
possibly the most powerful explosives available when considering weight of material
delivered to target. However, unless one measures air blast within or near the
detonating gas cloud, it would be difficult to quantify explosive energy. So, let us
consider where the lethal effects of an explosive are experienced.
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Figure 2. Graphical depiction of the basic effects of an explosion, with near-, mid- and far-field damage occurring

from direct-pressure effects, thermal radiation within the fireball, fragmentation, and blast-wave damage.

Aerobic-Phase Energetic Materials
A general class of explosives for enhanced energy release can be thought of as
aerobic, or air-breathing, materials. The conceptual function of these materials is
that if you utilize ambient air as an oxidizer for the fuel contained within the explosive
device, then you can carry more energy to the target. Most explosives carry there own
oxygen to detonate (exceptions are materials like the azides, acetylides, and high-
nitrogen molecules that rely only on highly positive heats of formation to decompose),
and those with the greatest detonation pressure are able to burn all the the hydrogen
to water and the carbon to either carbon monoxide or carbon dioxide. To put this in
perspective, if you had to carry all of the air (23 percent oxygen by weight) to burn a
gallon of fuel, you would have to carry over 100 pounds in addition to that gallon of
fuel! Generally speaking, aerobic materials fit into the categories of thermobarics,
enhanced blast explosives, combined effects explosives and fuel-air explosives.
Thermobaric explosives can be thought of as weakly detonating or even
nondetonable materials often distributed with a strong, high-explosive center booster.
Enhanced blast explosives are fuel-rich metal-containing detonable explosives.
Combined-effect explosives are metallized explosives formulated in such a way that
metal reaction will not only enhance blast but also accelerate metal. Finally, fuel-air
explosives consist of a explosively distributed fuel with a second explosive event
that will initiate a detonation in the mixed fuel-air cloud. Figure 3 illustrates the basic
philosophy of when and how much blast pressure releases in the general categories
of explosives. For simplicity, the TBX:EBX and CEX peak pressures are depicted as
equal, but, in reality, the pressures should increase in the order listed.
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Figure 3. Idealized graphic on blast function of HE, TBXs, and FAEs, modified from David Frost and Fan Zhang.
Primarily, HE will always provide a higher peak pressure, while TBX materials and FAEs will each have lower peak
pressure but longer sustained pressure, leading to higher impulse. Most US and Canadian research, however, has

indicated that ideal TBX performance is rarely or never achieved.

Fuel air explosives (FAEs) are a distinct category in which a fuel is distributed with
an explosive and a secondary explosive charge will initiate a gas-phase detonation
once fuel is mixed as optimally as possible with air. In terms of actual energy
delivered per weight of munition, FAEs are the highest-energy explosive system, but
they have a limited target set because of the type of impulse possible, with low
peak pressures, as seen in Figure 3. However, they do have certain applications that
produce devastating effects to large-area soft targets, such as exposed troops and
unhardened structures, as in the iconic China Lake test seen in Figure 4. While large
area targets may not be common for SOF, it is worth noting that developing nation-
states may master this technology for use against US SOF. Often, FAEs are referred to
as the “poor-man’s nuke,” based on the idea that the energy release is between that
of a conventional HE and a nuclear weapon. While in some respects this may be true,
in reality, the energy released is astronomically closer to a standard explosive than
even the smallest tactical nuclear weapon.
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Figure 4. FAE munition testing China Lake, circa 1970
Despite not being widely adopted by the military, FAEs have captured the

imagination of cinema and state-level propaganda. In Figures 5 and 6, we see the
examples in the movies Outbreak (1995) and The Incredible Hulk (2003).

Figure 5. Fictional FAE munition attack for viral outbreak area decontamination, Outbreak (1995).
Perhaps one of the more accurate fictional depictions of a FAE is shown in Figure 6 in

The Incredible Hulk, which was clearly adapted from the China Lake test shown in Figure
4. As one would expect, Hulk, representing the hard target, sustains little damage.

Figure 6. Fictional FAE munition attack on the Hulk. Ironically, the frames display the ineffectiveness

of FAEs against hard targets.
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In 2007, a FAE device used in Russia propaganda straddles fact and fiction (Figure
7). While it is not impossible that such a device was developed, the comparison of the
Russia “Father of All Bombs” and the American “Massive Ordnance Air Blast” is not
accurate, and lethality mechanisms will differ.

Figure 7. Russian Television coverage of FAE munition deemed “Father of All Bombs.”

Reactive Materials and Structural Composites
Efforts to obtain greater energy output from explosives have largely plateaued since the
1980s with the synthesis of dense nitramine explosives and optimization in metallized
formulations to provide enhanced metal pushing and blast effects. Therefore, to deliver
more energy to target, scientists and engineers have turned to replacing normally inert
components with reactive materials, thus imparting greater blast energy from either
anaerobic or aerobic reactions.

In fiscal year 2015, Los Alamos National
Laboratory (LANL) successfully developed and
tested a new reactive case concept using a
simple, affordable, and effective design based
on aluminum foil rolled and bound with either
an energetic binder or epoxy. Figure 8 shows a
scanning electron microscopy (SEM) image of a
case cross section. The authors hypothesized
the shock from the detonating HE would Figure 8. Cross section of Al foil epoxy-rolled
fragment the foil into extra fine Al particulates, case, showing Al thickness of ~22 ym.
free of a protective oxide layer (inherent to Al
that is exposed to air), that would oxidize with air following an observable delay in
ignition. The high-speed video records collected during testing showed better-than-
expected results, with extremely prompt ignition of Al foil material and no perceivable
delay. Reactive cases, were produced and filled with a high-energy cast-cure plastic-
bonded explosive developed at LANL, which is based on HMX and micron-sized Al
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bound with a glycidyl azide polymer (GAP) binder system. As shown in Figure 9 (right
image), the combination of reactive case, bound by an inert epoxy, and LANL explosive
substantially outperformed the baseline steel case, during blast overpressure testing.

Figure 9. Testing of reactive cases: Baseline in steel case (left) and LANL Al-Foil reactive case (right).

Such devices that provide dramatic enhancement in blast can produce a significant
advantage in targets such as cave structures and bunkers where fragmentation
devices are ineffective because of the lack of line of sight. This is of particular utility
in battlefield scenarios that SOF’'s may encounter such as cave networks seen in
Afghanistan, utilized in part by adversaries such as the Taliban. In fact, much of the
historical development of these and other anerobic munitions has been driven by
this need, first by the Soviet Union, and later the United States. Because the reactive
material also displaces structural materials, weight gains can be realized over
existing munitions. The same philosophy can be applied in reactive fragmentation, as
discussed in the following section.

Reactive Fragmentation—Bringing Energy to Target
Reactive fragmentation cases are similar to reactive cases, but unlike the cases
described above designed for prompt reaction, reactive fragmentation cases are
designed to create large, fragments that will react upon impact with a target,
essentially delivering more energy at the site of impact. These materials have
significant utility against thin-skinned targets such as automobiles, aircraft, or
missiles. Various Department of Defense (DoD) branches have funded this line
of research, namely the Defense Threat Reduction Agency and the Office of Naval
Research. The reactive chemistry applied is typically the same as that used for
thermites and intermetallics or fuel-oxidizer mixtures with a highly electropositive
metal (e.g., Al, Mg, Ti) mixed with a fluorocarbon binder system. While much of this
technology will find antimissile or anti-aircraft applications, the utility for SOF is in
enhanced energy delivery to automobiles both in standoff and emplaced munitions.
The primary challenges of reactive fragmentation are obtaining a fragment
density that comes close to the steel being replaced as a munition casing, providing
sufficient strength to survive detonation and fragment launch, and still provide
reaction upon target impact. This criteria, while difficult to achieve, provides significant
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advantages when performed correctly. In roughly 2011, Dahlgren Naval Support Facility
demonstrated that High-Density Reactive Material (HDRM), a material with “the strength
of aluminum, density of steel, and more than one and a half times the energy of TNT”
could have dramatic effects for delivery of energy on target, and produce an enabling
technology (Figure 10).%¢ Efforts to commericalize such technologies are still ongoing, as
is the case with companies suchs as MATSYS Inc., as also is illustated in Figure 10.%"

Figure 10. Graphical depictions of reactive fragments releasing energy upon impact with thin-skinned targets, photo
credit ONR Press Release 2011,8 left, and MATSYS Inc., right.*®

It is not hard to imagine the advantages this technology could bring SOF, both in
defense of position and against offensive targets. Like many technologies, if a greater
effect can be produced from less material, then a lower weight will be required in a
munition. Thus, a missile can be made to fly farther and give a range advantage over
an adversary, or, likewise, an operator will have less weight to carry for the same
delivered effects on target.

Nanomaterials: Enabling New Reaction Pathways

Like in any technical community, new discoveries or advancements will lead to trends
or temporary excitement and, sometimes, even advancement of the field as a whole.
The overall excitement in the wider scientific community about nanomaterials that
gained momentum in the 1990s also made a significant impact in the energetics
research community. From this, many new discoveries were made, primarily utilizing
nanoparticulate aluminum metal (nAl), most notably in materials such as nanothermites,
which enabled reaction rates up to 1000 times faster than conventionally sized
counterparts.2® However, this does not also equate to higher energy release, a point
commonly misconstrued. As discussed previously, hard limits exist to energy content
stored within chemicals, and no changes in physical form will alter that. Despite this,
no shortage of researchers have made erroneous claims based on either perfidy or
simple lack of understanding of the basic physical chemistry of the processes at hand.
Many claims were introduced that because of the small particle size, an enhanced
surface energy was produced, exceeding that of the available chemical energy. While
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there is theoretical basis for the hypothesis that surface energy increases as particle
size decreases, the realization of these claims was quickly debunked. As a general
approach, without detailed information about particle size and surface energy, the
surface energy of the bulk material should be considered.?*

Advances in energetic materials, like in all technology fields, are perpetual (for
now). There are always properties to enhance, whether through increased performance
or insensitivity or optically switchable, optically initiable, melt-castable, more
environmentally friendly, or higher-energy-per-unit-volume technology. As such, the
field of energetics, although stagnant in certain realms, continues to thrive in others.
Additionally, by enabling new reaction pathways, nanoenergetics have the ability to
allow materials not typically recognized as explosive ingredients to be used, opening
up use in hybrid and gray-zone conflicts.

Special Applications of Explosives
When we consider the opportunity to interject an explosive material into an ordinary
object, we must consider critical diameter of the chosen energetic-material formulation.
For small items, explosives that have large critical diameters would not be effective.
Formulations also must be considered for their ability to maintain a small critical
diameter. Typically, for a formulation to flow and be castable (into a shape), solids
loading typically maxes out at ~80 wt%; thus, 20 wt% is binder. For any explosive, the
more diluent (i.e., inert binder) added, the larger the critical diameter becomes. As such,
emphasis on creating detonable binder systems is of great importance for maintaining
critical diameters close to those of neat crystalline high explosives.

Common cast-cure explosives can be similar to rocket propellants, utilizing
hydroxy-terminated polybutadiene (HTPB) as the primary binder component, along with
isocyanates and plasticizers. Energetic polymers, such as GAR 3,3-bis(azidomethyl)

Figure 11. Chess pieces cast with explosives.
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oxetane (BAMO), and 3-azidomethyl-1,3,-methyl oxetane (AMMO) have become more
popular for developing cast-cure formulations (albeit, mostly rocket propellants).
Typically, these polymers are not detonable on their own, nor are they merely “dead
weight” to keep an energetic formulation together. However, the substitution of inert
binders (e.g., HTPB, epoxy), with energetic polymers, such as GAR can have realized
effects on critical diameter. As a result, objects with fine, small features can be
cast or printed (via additive manufacturing) with fidelity such that all material will be
consumed in a detonation of the object.

Producing cast replicas of everyday objects is easy, as evidenced by Figure
11. First, the inert article was cast into a relatively rubbery material (e.g., Shore
Hardness 20, 40, or 60). Once a two-part mold is obtained, the HE/binder system is
cast into the mold(s) and allowed to cure; curing times depend on the binder: epoxy
takes minutes, whereas most GAP-based systems requires hours or days. The color
associated with items can be changed easily; chemists refer to this as “a little bit
of color goes a long way,” meaning < 0.1 wt% of added coloring agent will cause
drastic changes in color without altering performance, resulting in an item innocuous
in appearance but capable of sustaining a detonation if a
detonator were placed on it.

Other methods of introducing explosives into items
include printing the material or spray casting explosives
onto parts. Recent advances in additive manufacturing have
resulted in explosive formulations that can be used in either
direct-ink write (DIW) or fused deposition modeling (FDM)
printing. Both of these allow internal structure to be printed,
resulting in control of detonation propagation or reduction of
part weight, and even printing of open access files, such as
the Stanford Bunny (Figure 12).22 Spray casting can be used

to coat structural components, increasing their flammability Figure 12. An example of
and/or creating a detonable layer. Spray casting requires using open-access print files in
the explosive to be soluble in a given solvent (e.g., PETN energetic printing. The Stanford
in acetone) and also the explosive to be detonable in thin Bunny produced from an FDM-
layers (i.e., critical thickness must be very small). based explosive material.23

Machine Learning/Artificial Intelligence

A machine learning/artificial intelligence (ML/Al) system to develop synthetic
pathways for explosives with all the desired traits would be one of the most powerful
and disruptive technologies ever developed. In such a system, a supercomputer with
ML/AI algorithms,?* perhaps coupled with an automated chemical synthesis machine,
could quickly run through candidate molecules and provide a means to produce them
quickly and safely. Desired properties might be selected as high-power/high-density,
high-power/low sensitivity, high-power/cheap, melt-castable TNT replacements, or
environmentally friendly synthetic pathways, to name a few. To be able to circumvent
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the need to train chemists and other scientists and technicians, run costly labs with
huge infrastructure costs, eliminate environmental effects (quickly becoming the

cost drivers in most countries), and perform long-term research in mere hours would
enable the country that developed the technology to dominate energetic materials.
However, thankfully for us explosives scientists still consisting of flesh and blood, the
input data to produce such ML/AI algorithms simply does not exist yet. Of the world’s
known explosives, few have been studied at the level of detail needed to populate
such a system, and much of the literature includes dubious or misleading information,
which would spoil the ML/AI algorithm. While this may not be something we see in
the near term, because such a concept does not defy first principles, it will be part of
humanity’s future, as long as we do not suffer a great social collapse by other means
first. Future SOF applications of such technologies, along with additive manufacturing,
could be miniature custom munition factories on forward operating bases or on off
shore factory ships.

Concluding Remarks

This chapter, to paraphrase Lindsay-Fajardo, intends to ground expectations in the
ability for obtaining greater chemical energy storage in energetic materials and

to provide a realistic lens in which we view possible strategic latency in energetic
materials. With the advent of molecules such as CL-20 that have densities around
2 g/cc, and more exotic molecules such as hexanitrobenzene or octanitrocubane,
we can still only achieve around 2 times TNT equivalence. Exotic means of energy
storage might include free-radical stabilization, metastable helium, metallic hydrogen,
polynitrogens, extended molecular solids,?® or even matter-antimatter annihilation.
However, research efforts in the United States and worldwide have resulted in only
some validation of theoretical concepts or experiment confirmations at extreme
financial cost and enormous energy input.

Therefore, strategies for disruptive energetic production have turned to the more
physically obtainable concepts such as insensitive explosives with power near high-
energy explosives—this would allow more ordnance closer to front lines in major
conflicts as well as open up trade space in powerful armor penetrating munitions.
Because they use ambient air, fuel-air explosives/thermobarics have a higher
theoretical energy to target than standard high explosives; however, work output is
different and not directly comparable. Reactive cases could provide up to four times
blast energy over a steel-cased munition of equal size, but no lethal fragments, so
uses would likely be in caves or structures in which fragments are easily blocked.
Reactive fragments could provide much greater energy on target and could prove
effective against soft-skinned targets like missiles, aircraft, and automobiles.

Special applications of explosives is another area that could provide disruptive
advances in energetics (for SOF), with the ability to produce quickly special shapes or
configurations of tools or devices that would be able to hide in plain sight, be difficult
to detect, or utilize energetics where inert plastics otherwise would have been used.
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Finally, machine learning/artificial intelligence is a far-future concept that could
provide a nation-state with a quantum advancement in energetic-materials chemistry.
As we look to the future of explosives, propellants, and pyrotechnics, we must not fail
to observe how they will be coupled with other disruptive technologies in development,
such as autonomous weapon systems, unmanned aerial systems, and advanced
guidance systems. As computational power increases and electronics become more
and more miniaturized, perhaps the danger on the horizon is not how big an explosive
effect will become but how well we can use a small amount in a specific and targeted
fashion. The continued development of these smart energetic systems will enable
the special operations forces of the future to continue to be the fastest, lightest, and
most lethal known to the world.
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